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The goal of the Emergency Department Mass Casualty Incident Response Planning Workshop is to provide 
participants with a forum to discuss concepts and lessons-learned from the development of Mass Casualty 
Incident Response Plans that are specific to the Emergency Department.  Please use this Workbook to 
participate in the session, take notes, and interact with others to help you develop a more comprehensive 
understanding of the role and function of the Emergency Department during an MCI.   

The activities provided here highlight concepts and principles learned through several years and multiple 
versions of department-based response planning.  Please free to ask questions, collaborate, or doodle during 
our session to help you better understand their basis and potential application at your facility. 
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Space for General Session Notes…or the Proverbial “This Page is Left Intentionally Blank” Blank Page 
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Let’s say we are looking to develop an Emergency Department Mass Casualty Incident Response Plan that 
guides and supports proactive department setup and promotes patient throughput, what key point(s) do you 
think we should address in our plan? 
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Stakeholders 
Based off our identified ‘Throughput’ steps/stages and ‘Lifelines’, what hospital department(s) or position(s) 
do you think should have a seat at the table in the development of our Emergency Department Mass Casualty 
Incident Response Plan? 

 

Resource Needs 
What management processes and procedures can we pre-plan for and implement to help our staff better 
define what patient management (not patient treatment) resources may be required during a MCI response? 
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Triage Algorithm 
What considerations would you make to develop a ‘hospital-based’ MCI triage algorithm?  What would your 
ideal triage algorithm look like? 

 



 
2025 Annual Conference 

Emergency Department Mass Casualty 
Incident Response Planning Workshop 

Session Workbook 
 

P a g e  | 6 

Area Setup 
Based off this Emergency Department layout, how would you layout your Emergency Department to manage 
a MCI? 
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Throughput 
Based off what we’ve identified so far, what would your ideal patient throughput algorithm look like? 
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Treatment Guidance 
Working in groups, determine what kind of treatment would be suitable for the identified area 

Area Designation Scope of Practice / Type of Capability Staffing 
Red Treatment   

Yellow Treatment   

Green Treatment   

Black Treatment   

Critical Intake   

Adult Delayed 
Intake 

  

Pediatric Delayed 
Intake 

  

Main Treatment 
Area 
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Staffing Guidance 
Working in groups, determine what kind of staff would be suitable for each of the identified areas 

Area Designation Scope of Practice / Type of Capability Staffing 
Red Treatment   

Yellow Treatment   

Green Treatment   

Black Treatment   

Critical Intake   

Adult Delayed 
Intake 

  

Pediatric Delayed 
Intake 

  

Main Treatment 
Area 
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Functions 
Working in groups, determine what response functions are required to successfully manage a mass casualty 
incident response? 
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Positions 
Working in groups and based off identified functions, determine what command roles are required to 
successfully manage a mass casualty incident response.  Identify which available position would automatically 
assume the role during a response. 
 

Incident Position Suggest Assignment from Routine Staff 
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Posts 
Working in groups and based off identified functions, determine where posts would be to successfully 
manage a mass casualty incident response 
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Posts 
Working in groups and based off identified functions, determine where posts would be to successfully 
manage a mass casualty incident response 

Incident Post Suggested Location Function 
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Organization 
Working in groups and based off identified roles, determine what your ideal organization structure looks like. 
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Planning 
Working in groups, determine what section headers you would want to include in your Emergency 
Department Plan. 
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General Session Notes 
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Suggested Plan Outline 

• Purpose 
• Background 

o Plan Assumptions 
• Scope 
• Procedure 

o Activation 
o Overview of Modifications to Department Operations 
o Incident Command Structure/Positions [TABLE] 

 Emergency Department Command Post 
 Intake Area(s) [Divide into Critical and Delayed if staffing permits] 
 Pediatric Delayed Intake Area Section 
 Main Treatment Area(s) [Adult and Pediatric if space permits] 
 Advanced Triage Area 
 Decontamination Area 
 Resource Accountability Area 
 Patient Tracking 
 Registration 
 Table of Organization 

o Incident Area Designations 
 Emergency Department Command Post 
 Advanced Triage Area 
 Intake Area(s) [Divide into Critical and Delayed if staffing permits] 
 Pediatric Delayed Intake Area Section 
 Main Treatment Area(s) [Adult and Pediatric if space permits] 
 Resource Accountability Area 
 Decontamination Area 
 Registration Posts 

o Patient Dispositioning 
o Staffing 
o Equipment 
o Advanced Triage Operations 

 Disaster Triage Process 
 Documentation 
 Patient Identification 
 Triage of Behavioral Patients 
 Triage of a Minor 
 Companion Banding 

o Patient Registration 
o Patient Treatment and Tracking 
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 Patient Flow 
 Patient Assignment 
 Documentation and Order Entry 
 Treatment and Diagnostics 
 Medication Distribution 
 Patient Tracking and Transport 

• Tracking 
• Transport 

 Patient Dispostioning 
• Intake Area(s) 
• Main Treatment Area(s) 

o Mass Casualty Decontamination 
o Patient Reunification in the Emergency Department 

• Critical Incident Stress Debriefing for Staff 
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Incident Command Structure/Positions Table 

Emergency Department Command Post 
Position Suggested Assignment 
Emergency Department Branch Director Flex Registered Nurse, or most qualified 

Registered Nurse 
Medical Officer Senior Emergency Department Attending, 

or most qualified Attending 
Responsibilities 

• Overall management of Emergency Department during EDERS activation 
unless specific responsibilities are otherwise assigned 

• Establishment of incident management framework, including: 
o Assignment of all department incident leadership positions 
o Distribution of Command Staff equipment (i.e. radios, vests, documents, 

etc.) 
• Communication with Hospital Command Center and external agencies related 

to resource management and situational awareness including updates from 
scene as well as department operations and patient dispositions 

• Safety of all staff and patients within the ED, including: 
o Modifications to departmental lockdown procedures based on incident 

type 
o Determination of need for patient decontamination 
o Resource management 

Duplicate as appropriate for command positions 
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Incident Area Designation Table 

Area 
Designation Suggested Location Operation 

Emergency 
Department 
Command Post 

ED Conference Room / 
EMS Breakroom 

Determination of overall department 
operations including: 

• Safety 
• Objective Development 
• Communication 

One line per identified area 

 

Staffing Table 

Staff Position Suggested Assignment Suggested Staff Capability 
Advanced 
Triage Staff 

Registered Nurse, Clinical Care 
Technician, Patient Transport, Access 
Management 

Emergency Department 

Critical Intake 
Area 

Medical Provider (Physician, Physician’s 
Assistant, Advance Practice Nurse), 
Registered Nurse, Clinical Care 
Technician, Pharmacy, Patient 
Transport, Access Management 

Emergency Department or Critical 
Care 

One line per identified area 
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EXPLANATION OF TERMS 

 
Examples: 
AAR   After Action Report 
CMS  Centers for Medicaid/Medicare 
EPP  Emergency Preparedness Program 
EOP  Emergency Operations Plan 
FSX  Full Scale Exercise 
HPP  Hospital Preparedness Program 
HSEEP  Homeland Security Exercise Evaluation Program 
HVA  Hazard Vulnerability Assessment 
IC  Incident Command 
ICC  Incident Command Center    
ICS  Incident Command System 
IP  Improvement Plan 
NIMS  National Incident Management System 
TTX  Table-Top Exercise 
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INTRODUCTION 

Include brief synopsis of incident here.  

 

Sequence of events: 

Include detailed sequence of events here, if available. 

 

AFTER ACTION REPORT OVERVIEW 

 

This report is a compilation of information from the different departments and staff who participated in 

the response to [list incident/exercise/event here]. The information was gathered by [list departments 

here and various sources of information for the report]  

 

The recommendations in this AAR should be viewed with considerable attention to the needs for 

providing safe care to residents.  Each department should review the recommendations and determine 

the most appropriate action and time needed for implementation. 

 

The issues outlined in this AAR will be addressed in the Improvement Plan and will list corrective actions 

to complete. This Improvement Plan will serve as a summary of the AAR and as a guide for corrective 

action over the course of the following year’s training program for staff. 
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Incident Overview: 

[Insert incident/exercise name, event location, and summary here] 

 

Scope: 

[Insert incident/exercise event time, duration, and parameters] 

 

Focus (Check appropriate area(s) below):   

   Mitigation 

   Preparedness 

   Response 

   Recovery 

 

Hazard (Check appropriate area(s) below): 

  Fire 

   Severe Weather 

   Hazardous Material Release 

   Bomb Threat 

   Medical Emergency 

   Power Outage 

   Evacuation 

   Lockdown 

   Special Event 

   Exercise/Drill 

   Other 

 

Location: 

[Insert incident/exercise/event location here]  

 

Participating Organizations: 

[Insert organizations here]  
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STRENGTHS 

List strengths here.  

 

AREAS OF IMPROVEMENT 

List Areas of Improvement here. 

 

RECOMMENDATIONS 

List Recommendations here.  

 

CONCLUSION AND IMPROVEMENT PLAN 

Insert Conclusion here.  

 

 

Issue/Area for 
Improvement Corrective Action Critical Area 

Primary 
Responsible 
Party 

Start Date Completion 
Date 

      
      
      
      
      
      
      
      



Serious Safety Events 
Tabletop Exercises: 

Integrating Emergency Management into Key 
Hospital Initiatives



What do you do when there’s 
no incident command?

So basically you just 
prepare for things 

that are never going to 
happen?



Healthcare Emergency 
Management Challenges

Non-
revenue 

generating 
department

Resource 
limitations

Multiple 
roles

Reporting 
structure

Lack of C-
suite buy in



Reshaping the 
EM Narrative

▪ Not a one-size fits all 
solution

▪ Influenced by 
organization priorities

▪ Hospitals want to 
improve patient 
safety and decrease 
serious safety events



Visibility for EM 
Program

Strategic Plan 
Integration

Increases 
Collaboration 

across Multiple 
Disciplines

Empowers 
Frontline Staff

Promotes Patient 
Safety

Serious Safety Event (SSE) 
Tabletop Exercise Program



The Catalyst…



Where’s EM in all this?



Starting Out…

▪ Great idea but how do we execute?

▪ Who can help?

▪ Where’s the buy in?

▪ What is the scenario?



Exercises Beyond the HVA

Rank Event 
1 Pandemic
2 IT System Outage
3 Active Shooter
4 Flood, Internal
5 Inclement Weather
6 Bomb Threat
7 Supply Chain Shortage/Failure
8 Water Disruption
9 Utility Failure
10 Flood External
11 Fire, Internal
12 Tornado



Integration with Risk

Enterprise Risk 
Management
▪ Engage your risk 

partners

▪ Participate in ERM

▪ Find the areas of 
overlap



Building the Team

Chief Quality Officer

Emergency Management

Medication 
Safety Officer

Patient Safety

Risk 
Management

Physician SME



Creating the Scenario



Developing Objectives
Demonstrate a plausible scenario of medical error resulting 

in severe harm/death to patient (sentinel event)

Identify key Points of Failure

Address Legal Priorities

Validate the Serious Safety Event Response Process

Discuss any public information concerns and public 
messaging



Determining the Participants

▪ AOC

▪ Biomed

▪ Emergency Department

▪ House supervisors

▪ Human Resources

▪ Legal

▪ Marketing/Communications

▪ Patient Safety

▪ Peer Support

▪ Pharmacy

▪ Security

▪ Risk

Observers from other system hospitals



Conducting the Exercise

▪ Two Sessions
▪ Different Weeks/Days

▪ Morning/Late Afternoon Offerings

▪ 2 hour block

▪ No advance knowledge of the scenario

▪ Representation from multiple disciplines in both

▪ Limited attendance

▪ Injects that would engage all participants

▪ Emphasize safe space for open dialogue 



Conducting the Exercise



Exercise Engagement

Everyone 
Spoke

Passionate 
Discussion

Learning 
Environment

Knowledge 
Gaps

Challenging 
Questions



What’d We Learn?

▪ We had a lot of gaps in our processes/thinking

▪ We had created policies that worked on paper 
but hadn’t been well implemented

▪ We operated in silos

▪ We hadn’t thought through this scenario as 
much as we needed to

▪ We were inconsistent at closing the loop with 
the frontline staff



Was the SSE TTX Effective?

Indicated it helped identify key 
points of failure

86%

Reported the exercise validated the 
serious safety event process

93%

Agreed it increased their familiarity 
with application of appropriate 
polices and procedures

93%



Participant Feedback

Learning who to contact in crisis
All departments in one location
I liked that different groups came together to discuss
Identifying gaps
the collaboration from multiple disciplines
I think it’s good to think through these scenarios with calm heads in a 
training environment so we can be more prepared in the adrenaline of 
the incident
Realistic scenario, brainstorming.
The conversations and critically thinking through how it would be 
handled in real time
Multiple disciplines in the room and questioning attitude by most of the 
facilitators 
Liked that the exercise was multidisciplinary
Learning from other disciplines
It was based off a situation that could potentially happen in an ED setting
Collaboration with others I hadn’t necessarily encountered before. 
The open discussion and dialogue between the participants. I find it 
useful to hear things from other people's perspectives
The open forum

What did you like most about the event/exercise?



What’d We Improve?

Communications

Staff Resources → 
Developing 
Checklists

Follow-thru on RCA 
Process

Focus on Staff Well-
being



How did we Build?

▪ Strategic Plan Alignment:

“Patient Safety and Quality, Risk 
Management and Emergency 
Management teams collaborated 
to develop a Serious Safety Event: 
Medication Error Tabletop 
Exercise. The exercise aligned with 
2023 Strategic Plan Journey to 
Mountain Zero by contributing to a 
5% decrease in Mountain Zero 
events and providing training in 
leadership methods.” 

▪ Poster Presentation at Annual 
Health System QI Fair



Sustained Growth of the Program
▪ Three additional hospitals requested SSE TTXs in 2024

▪ Tabletop Exercise format adopted by Patient 
Advocates as a learning tool

▪ Completed two additional exercises in 2024



Recommendations for Getting 
Started

Strategic Plan

Patient Safety/Reduction in 
Harm Goal

Employee Satisfaction & 
Retention

Quality Improvement 
Measures

Engage the Right 
Stakeholders

Risk

Quality

Patient Safety

Pharmacy

Regulatory

Use the Data

ERM

Patient Safety Survey

Hospital Patient Safety Reports

State Patient Safety Trends

National Patient Safety Trends

Current Events



Additional Resources 

▪ Leapfrog Safety Ratings 
https://ratings.leapfroggroup.org/

▪ National Patient Safety Goals 
https://www.jointcommission.org/-
/media/tjc/documents/standards/national-patient-
safety-goals/2025/hap-npsg-chapter-2025.pdf 

▪ Enhancing Patient Safety Culture in Hospitals 
https://pmc.ncbi.nlm.nih.gov/articles/PMC10811440/ 

▪ Patient Safety Movement 

    https://psmf.org/ 

▪ Agency for Healthcare Research and Quality

    https://www.ahrq.gov/

https://ratings.leapfroggroup.org/
https://www.jointcommission.org/-/media/tjc/documents/standards/national-patient-safety-goals/2025/hap-npsg-chapter-2025.pdf
https://www.jointcommission.org/-/media/tjc/documents/standards/national-patient-safety-goals/2025/hap-npsg-chapter-2025.pdf
https://www.jointcommission.org/-/media/tjc/documents/standards/national-patient-safety-goals/2025/hap-npsg-chapter-2025.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC10811440/
https://psmf.org/


Elizabeth M. Garrasi, MS, CHEP, CEDP, HcEM-P
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- Lessons Learned from the RNC
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Conflict of Interest



3

1. Identify strategies for public safety and the private 
sector to effectively collaborate during the planning 
and response of a critical incident.

2. Explain the process used to coordinate and disseminate 
information to staff, patients, visitors, and the media.

3. Identify strategies and evaluation for training of staff, 
including leadership during the planning and response 
for the RNC.

Objectives
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• Froedtert Memorial Lutheran Hospital
• Froedtert/ThedaCare Health System
• 2.8 million square feet
• 89 external doors
• 766 beds and building more
• 119 ICU

• Level 1 Trauma Center
• Academic Medical Center
• 80,000 Emergency Department visits
• Fifth highest acuity in the Nation

• 1 million outpatient visits
• Students
• 1,000+

• Staff
• 8,000 staff
• 2,700 nurses
• 1,900 physicians

Froedtert Hospital
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• Milwaukee Regional Medical Center 
(MRMC)

• 250 acres
• 21,000 employees
• 2.8 million outpatient visits 
• Thermal Plant
• Members
• Froedtert Hospital
• Children’s Wisconsin
• Medical College of Wisconsin (MCW)
• Versiti Blood Center
• Curative Rehabilitation

Background
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Region and campus
•Influx of 80K+ people (majority from out-of-state) from July 12-19, 2024
•Security checkpoints and restricted access
•Highway and street closures throughout greater metro area
•Demonstrations/protests expected

System impact
•Increased Emergency Department, Urgent Care routine volumes from out-of-state 
visitors

•Congestion and security may impede employee, patient access to on-campus and off-
campus locations

•As Level 1 Trauma Centers and Secret Service protectorate receiving facility, MRMC 
may have become focal point if any events result in injury/illness

•Media attention

Potential Impact
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• Started in 2020
• DNC
• Wash and repeat?
• Changes in leadership
• Changes in house
• Changes on campus
• COVID

The Progression
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• Planning
• 18 months
• Multiple committees
• Internal
• External
• Increased cadence

• Response plans
• Presentations
• Departmental
• Leadership
• External

• Interviews

Progression continued



10

• On call
• Dentist
• Ophthalmology
• Plastics

• Tours
• Secret Service
• Capitol Police
• Radiological sources
• Response

• Requests
• Elective Surgeries
• Syndromic Surveillance 
• Medical tents
• Open room

Progression continued
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• Training
• Internal 
• Decontamination
• Mass Casualty Response
• Surge Capacity
• Incident Command

• External
• Points of Dispensing
• Disaster Preparedness for Healthcare 

within the Community Infrastructure
• Medical Preparedness and Response 

for a Bombing Incident
• Medical Management for CBRNE
• Pediatric Disaster Response
• Technical Days

Progression continued
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• Exercises
• November 2023-June 2024
• Active Shooter
• Lockdown
• Mass Casualty Incident
• Consequence Management
• Medical Surge Readiness 
• Chemical Surge
• Decontamination
• Severe Weather
• Paging/notification
• Protectorate Admission

Progression continues
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• Heightened Security Response
• Lockdown
• Lanes blocked
• Parking

• Construction
• Impact
• Parking
• No dig

• Scheduled events
• All scheduled events
• Impact

Progression continued
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• Mass Casualty Incident
• Community

• Communications
• Venues
• Internal
• External

• Frequency
• White Noise

• Frequently Asked Questions
• Notification exercises
• Policies
• Scripting/Talking Points

Progression continued
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Communications

Channel Audience Date/Timing Responsibility Notes

FMLH Breakout Session FMLH leaders Tuesday, June 11 Gyldnis King

Workplace’s “Froedtert Hospital 
News” group 

All staff Monday, June 24 Glydnis King tag 
Lisa Hass Peters

Scout News Feed All staff Monday, June 24 Automates

MCW comms channels Partner staff Monday, June 24 AF to share Heather Tate, Laura Hanson, 
Tony Braza and Karri Stock

WDL comms channels Partner staff Monday, June 24 AF to share Aaron Bledsoe
Aaron.Bledsoe@wisconsindiagnostic.com

Scout Headers All staff Monday, July 8 Comms Team
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Froedtert Hospital prepares for Republican National Convention July 15-18
Froedtert Hospital (FMLH) teams are working closely with the Milwaukee Regional Medical Center (MRMC) and local law 
enforcement ahead of the Republican National Convention (RNC) July 15-18. Several drills and tabletop exercises are 
happening before the RNC to test emergency preparedness protocols.  

What you should know: 
• As with any large event, there is a possibility of potential impacts to our staff and patients. 
• In the event of an actual emergency, communication channels including e-mails, Workplace posts, Scout and text 

messages would be used. In Case of Emergency (ICOE) booklets detailing policies and responses are also available for 
review.

• On July 11, a decontamination tent to treat chemical exposure will be set-up on the sidewalk outside the Emergency 
Department (ED) and Specialty Clinics.

What you need to do: 
• Expect traffic delays getting to FMLH and allow extra travel time for scheduled shifts.
• Watch for construction alerts in the Froedtert Hospital News group on Workplace and online.
• Review policies on tardiness and discuss with your leader. 
• Check the RNC FAQ resource guide for further information.
• Assist and accommodate patients whenever possible. Traffic and congestion may cause patients to run late to 

appointments more than usual. 

Reminders and resources: 
• Searching Epic for high-profile patients, unless they are under your care, is grounds for termination. 
• Non-work-related literature is prohibited across the health network, per the Solicitation and Distribution policy (FH-

HR.003). 
• Staff violating our Harassment Free Workplace, Public Display with Social Media, Code of Corporate 

Ethics, Solicitation and Distribution or any other Froedtert Health policies are subject to corrective action, including 
employment termination.

Communications

https://froedtert.workplace.com/groups/419728378473874/permalink/1870959386684092/
http://fhpolicy.s1.fchhome.com/Content/ViewContentDetails.aspx?id=937580cc-9fba-4246-b978-6c64cb86c02d&contentTypeId=ccb019f2-dd72-4de5-8175-dd9629f47da0
http://fhpolicy.s1.fchhome.com/Content/ViewContentDetails.aspx?id=937580cc-9fba-4246-b978-6c64cb86c02d&contentTypeId=ccb019f2-dd72-4de5-8175-dd9629f47da0
https://l.workplace.com/l.php?u=https%3A%2F%2Ffroedterthealth.navexone.com%2Fcontent%2FdotNet%2Fdocuments%2F%3Fdocid%3D552&h=AT2OKxG90gaoKDDXlyTLtgX5AYXeeXEnKLnY0xQc9D4hQUVi8JDN4WIF0DL4n-MhUueHt1z7RWEOT4_kHMsOULSjezmVwLzczJ4_0hSX1MpQJd7CTQCAHOWzxYW2YgWiymkvIYgpBzTSxLEE_EMR72styRUt&__tn__=-UK-R&c%5b0%5d=AT0YkjghAbaA0qL48xjeK0hzMnMJiyb7G-89kkB1D58T-v_5qnrZLfVU-f_zeSu-xOXpIa1VjhuMtDSSpzIinSsgewo1cL7UojZCbClwT5SCHpKffjCmmPmaQk9-LkUHZH3qWptMn9HIRF9ulOqqLtILH3ETAMtgqhUD-J5qzs99fZc0EjhYhZcE3aLAtNZ4sz0C-HU5
https://froedterthealth.navexone.com/content/docview/?docid=562
https://froedterthealth.navexone.com/content/dotNet/documents/?docid=53
https://froedterthealth.navexone.com/content/dotNet/documents/?docid=53
https://froedterthealth.navexone.com/content/dotNet/documents/?docid=567
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• Syndromic surveillance
• System

• EPIC
• Break the Glass

• Response Plans
• RNC Response Team
• Secondary Trauma Resuscitation Room
• Childrens Wisconsin

Response Planning



18

• Briefings
• Froedtert 
• MRMC
• HERC

• Staffing
• Agents

• 24 hours
• Access

Show Time!



19

• Uneventful
• Peaceful protesting
• Minimal impact

• Traffic
• Multiple closures
• Blood
• Physician response

• Syndromic Surveillance
• Built into EPIC for the system
• Talking Points
• Due to the increased number of visitors in our community, we are asking all 

patients: Are you here to work at or attend a convention?
• Education for staff
• Data results

Lessons Learned 
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• EPIC
• VIPs
• Break the Glass
• Implementation
• Reports

• Secondary Resuscitation Room
• Communication
• EPIC
• Education
• Exercises
• Staging
• Interruptions
• Children’s Wisconsin

Lessons Learned - continued
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• Training
• Was it enough?

• Scheduled outages
• Notification
• Prescriptive 

• Construction
• No dig
• No planned outages
• Parking!

Lessons Learned - continued
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The names of the patients whose lives we save can never 
be known. Our contribution will be what did not happen 
to them. And, though they are unknown, we will know 
that mothers and fathers are at graduations and weddings 
they would have missed, and that grandchildren will 
know grandparents they might never have known, and 
holidays will be taken, and work completed, and books 
read, and symphonies heard, and gardens tended that, 
without our work, would never have been.

Donald M. Berwick, MD, MPP, President Emeritus, Institute for Healthcare Improvement

Questions?
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Lisa Hass-Peters, RN NHDP-C
Froedtert Hospital

414.805.9357
Lisa.hass-peters@froedtert.com

Thank you

mailto:Lisa.hass-peters@froedtert.com


Cyber Crisis Rx: Tools for 

Healthcare Resilience
Andrew Dahl, Vice President, Emergency Preparedness and Response

Nicole Ziogas, Senior Project Manager, Emergency Preparedness and Response



Purpose of Today’s Presentation2

Leverage the Cyber Disruption Toolkit 

in your operations to ensure continuity 

of patient care



□Background on Greater New York Hospital Association 

(GNYHA)

□GNYHA Cyber Disruption Toolkit

□Cyber Disruption Scenario

□ Activating Teams & Managing a Patient Arrival

□ Patient Movement & Full Scale Activation

□ Med/Surg to Discharge & Other Hospital Operation Considerations

Agenda3



Greater New York

Hospital Association
Overview



Greater New 

York Hospital 

Association

5

□ Trade association 

based in New 

York City

□ 250 Hospital and 

Continuing Care 

Members

□ Focus on 

Programming, 

Advocacy, and 

Response

Emergency 
Preparedness

Quality & Clinical 
Initiatives

GME, Workforce 
& Population 

Health

Health Equity, 
Community & 

Behavioral 
Health

Government 
Affairs

Finance & 
Insurance

Legal, 
Compliance & 

HIT



GNYHA’s History in Emergency Response6

Year 2000 
Problem (Y2K)

9/11 Attacks Anthrax

Pandemic 
Response 

(e.g. SARS, 
Influenza)

Hurricane Irene 
& Sandy

Ebola COVID-19
Change 

Healthcare & 
CrowdStrike



GNYHA’s Approach to Cyber Disruptions7

Legal & Regulatory

HIT

Emergency Preparedness and Response



GNYHA’s Cyber 

Disruption Toolkit



9 Cyber Disruption Toolkit Overview

Goal: Help hospitals continue operations and 

patient care throughout a cyber disruption

Preparedness → Response → Recovery

Case Studies

Operational Templates

Special Considerations

Additional Resources



10 HPH Cyber Performance Goals

□ Collaboration 

between HHS, 

CISA, and HSCC

□ Released in 

January 2024

□ Voluntary goals

□ Relationship to 

proposed HIPAA 

Security Rule
Toolkit Resource: pg.46



Event vs Attack vs Disruption11

Cybersecurity Event
(National Institute of Standards and 

Technology)

An event that has been determined to have impacted an 

organization, prompting the need for response and 

recovery.

Cyber Attack
(National Institute of Standards and 

Technology)

Any kind of malicious activity that attempts to collect, 

disrupt, deny, degrade, or destroy information system 

resources or the information itself.

Cyber Disruption

Used to categorize any interruption or disruption of 

technology, whether malicious or non-malicious, 

occurring at a health care facility.

Toolkit Resource: pg.2



Notable Cyber Disruptions12

University of 
Vermont Medical 
Center

• Offline for 25 days

2020

Scripps Health

• Over $90 million 
revenue loss

2021

Prospect Medical 
Holdings

• Six-week disruption

2023

Ardent Health

• Ambulance 
diversions across 
multiple states

2023

Lurie Children’s 
Hospital

• Patient portal down 
for a month and a 
half

2024

Change 
Healthcare

• Nationwide impact to 
cash flow and 
revenue at hospitals

2024

Ascension Health

• 140 Hospitals and 
40 Senior Living 
Facilities across 19 
States

2024

CrowdStrike

• Global impacts 
across healthcare

2024

OneBlood

• Blood supply 
disruptions across 
the Southeast US

2024

New York Blood 
Center

• Bloody supply 
impacts to NY region

2025



Setting the Stage
Applying the Toolkit to a Scenario



Clinical Perspective

□ Direct Patient Care

□ Unit Management

□ Continuity between 

departments   

Operational

□ Engaging Executive 

Leadership

□ Convening Departments 

Heads

□ Escalating Response

14 Roadmap

Spotlight: Highlighting specific sections of the toolkit and how it applies to the 

given scenario



Scenario Part 1
Activating Teams

Managing a Patient Arrival



Imagine this Scenario…16

It’s an early morning on a 

Sunday….

Your tertiary care hospital 

is hoping for a quiet, low-

volume day…



Characterizing Incident in ED

□ Unable to access EHR

□ Patient access struggling to 

register patients

□ Phone systems are spotty

Decision: Charge RN chooses to 

move the ED to downtime and sends 

a Help Desk ticket to IT

Receiving Notification of IT Issues

□ On-call IT Downtime 

Manager receives an alert

□ Multiple reports of 

inaccessible systems

Decision: Check-in with the 

Administrator On Call

17 Early Hours…



ED Downtime Process

□ Accessing BCA computer

□ Retrieve downtime forms

□ Conducting a patient census

□ Establishing paper charts

Toolkit Resource: pg.21 
(Downtime Checklist)

Engagement of Administrator on Call

□Follow normal EOP 

procedures

□Engage Cyber Disruption 

Incident Response Team 

18 Moving to Downtime



19 Spotlight: Frontline Staff Huddle Drills

□Overall goal: 

Improve frontline 

staff 

preparedness

□How to respond 

to a cyber 

disruption

□HRO Huddles Toolkit Resource: pg. 16-17 

(Frontline Staff Drills)



Emergency Department

63 y/o male presenting with chest pain

□ Manual charting of patient info

□ Ordering a complete lab workup

□ Use BCA computer to gain patient 

medical history

□ 12-Lead EKG Device Failure

Decision: Recognized this to be a ST-

Elevation Myocardial Infarction (STEMI)

Cyber Disruption Incident Response Team

20
Patient Care & Activating Hospital 

Response

Key Department Representatives:

□ IT Downtime Manager

□ Emergency Manager

□ Administrator on Call

□ Nursing Administration

□ Clinical IT

Toolkit Resource: pg. 20 

(Team Activation: Cyber Disruption 

Incident Response Team)



Activation of Cath Lab

Problem: Unable to activate 

team as VoIP is now 

inaccessible

□ How do you plan to notify 

the Cath lab?

□ How are you getting critical 

lab results?

Core System Checklist

□ Perform a ‘systems check’ of 
IT systems

□ Includes critical applications 
and devices

Toolkit Resource: pg. 21 
(Hospital Core System 
Status Checklist)

21 Internal Notifications & System Checks



Communication Failure Potential Workarounds

Notification for Cath Lab Activation Radios, Mass Notification and 

overhead announcements

Pneumatic Tube System/ 

Communicating with Laboratory

Runners, radios

Critical Lab Results Runners, fax machines

Patient Movement & Communication 

with Transport Services

Radios

Spotlight: Clinical Communication 

Failures
22

Toolkit Resource: pg. 38 (Communication Impacts Table)



Cath Lab and Radiology Downtime

□ PACS is unavailable

□ Patient safety and quality checks being 

done manually 

□ Manual documentation of patient chart

Decision: Request for STEMI diversion

Toolkit Resource: pg.34 (Radiology 

Workflow)

Cyber Policy Group

□ Key Decisions:

□ Hospital Status & Diversion

□ Proactive shutdown of IT systems

□ Cyber Counsel and Third-Party Support

□ Communications

□ How will leadership connect and discuss?

Toolkit Resource: pg. 23-24 (Team 

Activation: Cyber Policy Group)

23
Clinical Support Services & Engaging 

Leadership



Incident 
Command 
Activation

Cyber Policy 
Group

Cyber 
Disruption 

Incident 
Response Team

AOC/Emergency 
Manager

Spotlight: Escalating Response   24

Continuity of Operations is Key

□ Need for redundant communication

□ Alternate contact information

□ Need to be present in-person

Cyber Response Needs to be 
Integrated in Emergency 
Operations Plan

□ Leverage the same stakeholders, 
cadence, and response structure



Scenario Part 2
HICS is Activated

Managing Patient from Cath Lab to ICU



Patient Movement and Placement 

in ICU

□Bed placement and 

management is EHR 

dependent

□How are you determining 

bed availability in the 

ICU?

26 Patient Movement 



27 Spotlight: Processes Across Departments

Emergency 
Department

Cath Lab

ICU

Med/Surge

Discharge 
Order

Patient 
Transported to 

Lobby

Room 
Cleaned

Each individual department 

may have different 

downtime procedures

Toolkit Resource: pg.16 

(Operational Exercises)



HICS Activation

□ Cyber plans should adapt into your 

existing structures

□ Liaisons in IT’s command center

□ Establish cadence of briefings and 

align with other department 

command centers

Toolkit Resource: pg. 25 (Full Scale 

Activation)

28 Full-Scale Activation



29 Spotlight: Department Command Centers

□Help support 

specific 

operations 

within different 

departments

□All feeds back 

into overall 

HICS 

operations
Toolkit Resource: pg.26 (Department Command Centers)



Intensive Care Unit

□ Remote patient monitoring is 

unavailable

□ How do you continuously monitor 

patient vitals?

□ Keeping track of patient medications

Problem: Patient receives wrong 

medication

30 Direct Patient Care Implications

Toolkit Resource: pg. 30 

(Clinical Downtime)



□ Integrated into EHR to provide real-time 
information to best inform patient care

□ Examples:
□ Drug-drug interaction (DDI) alerts

□ Imaging decision systems

□ EHR order sets

□ Workaround → UpToDate

Toolkit Resource: pg. 12-13 (Focus on 
Clinical Decision Support Systems)

Spotlight: Clinical Decision Support 

Systems
31



Public Facing Communications

□Media requests

□Hospital staff have 

spoken to local news

□Patient portal down

32 Meet the Press



The hospital is experiencing a potential 

cybersecurity threat that is impacting our IT 

systems. The hospital was alerted to the 

disruption on date/time. We are working to 

understand the full impact and to restore 

systems as quickly as possible. The 

hospital remains fully open and our 

ability to provide patient care is 

unaffected.

Spotlight: External Communications33

The hospital is currently 
experiencing a potential 
cybersecurity threat that is 
impacting our IT systems. 
This may interrupt access to 
your patient portal. We 
apologize for the 
inconvenience.

Media Statement Patient Portal

Toolkit Resource: pg. 40 (Sample Pre-Scripted 

Message Template)



Scenario Part 3
Med/Surgical to Discharge

Other Hospital Ops Considerations



Med/Surge Unit

□Transfer of patient chart 

from ICU to Med/Surge 

Unit

□Remote/Central 

Monitoring remains down

Life Safety / Building Security

Key Considerations:

□ Access Control, Cameras, Door Locks

□ HVAC Systems, Airgas Management 
Systems

□ Fire Alarm and Smoke Detector 
Systems

Toolkit Resource: pg. 28-29 (Physical 
Security Considerations and Building 
and Life Safety Systems)

35
Continuity of Patient Care & 

Security/Safety Considerations



Patient Discharge

□ How do you plan to transfer patient 
chart to the long term care facility?

□ Access to paper order forms

□ Engaging social work

□ Where are you storing the completed 
patient chart upon discharge from 
the hospital?

Toolkit Resource: pg. 35 
(Discharging Patients to SNF or 
Home)

Business Considerations

□HR and Payroll Systems

□Supply Chain

□Revenue Cycle

□ Prior Authorization, Utilization 

Review, Timely Claims Filing

36 Discharge to LTC & Other Considerations



Cyber Threat 
Profile

Critical Data 
Backups

Downtime Forms 
and Reference 

Documents

Clinical Support 
Services

Labor Pools
Communications 

with External 
Organizations

Recovery 
Process and 
Strategies

What else is in the toolkit?37



Andrew Dahl

Vice President, Emergency Preparedness and Response

Phone: 212-258-5314

Email: adahl@gnyha.org

Nicole Ziogas

Senior Project Manager, Emergency Preparedness and Response

Phone: 212-554-7728

Email: nziogas@gnyha.org

Thank You38
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SAMPLE FOOTER TEXT

WHEN DISASTER STRIKES 
BACK-TO- BACK:
Lessons Learned From 
Emory Midtown Hospital

Kyesha Turner, MPA-EM



AGENDA

Introduction

“Fire in the ICU”

“Water Interruption”

“Network Interruption”

Lessons Learned



SAMPLE FOOTER TEXT

INTRODUCTION

Kyesha L. Turner, MPA, AEM

Director of Emergency Preparedness,

Alliant Health



LEARNING OBJECTIVES

Gain insight from:

• Lessons learned on how we managed hospital operations while 

maintaining continuity of care during a prolonged disaster

• Lessons learn on managing patient care and staff needs during 

prolonged disaster

• Learn some best practices for responding to and recovering from IT 

interruptions

4



SAMPLE FOOTER TEXT

“FIRE IN THE ICU”

Peachtree ICU Fire

May 30, 2024 – May 31, 2024



FIRE IN THE ICU

May 30, 2024

At approximately 9:35am an electrical fire broke out in an ICU 

on the 11th Floor of the Peachtree Building at Emory Midtown 

Hospital.

There were 11 patients on the unit!

6



FIRE IN THE ICU

Day 1

• Smoke is discovered coming from a storage closet 

• Staff grab a fire extinguisher and pull the alarm

• Fire put out within minutes but unit has filled with smoke

• Fire sparked by an old Zebra Printer setting the room and walls on fire

• 10 ICU patients were evacuated and transferred (1 too sick to move)

7



FIRE IN THE ICU

Day 1

• Incident Command Center activated within 2 hours of incident

• Facilities Mgmt contacted vendor to clean ductwork and patch the wall

• EVS dispatched to conduct terminal cleaning after repairs

• Pharmacy consulted regarding medication needs

• Families contacted and notified

8



FIRE IN THE ICU

Day 2

• Storage room repairs complete

• Card readers reactivated

• Demobilized the Incident Command Center 

• Transitioned to virtual activation via Zoom

9



WHAT WE LEARNED

10

No Hospital 
Liaison for FD 

Command Post

No one designated 
to direct traffic 

Staff who 
evacuated unsure 

of where to go

Evacuees unsure 
when it was safe 

to re-enter building

No one designated 
to direct staff who 

evacuated

Staff in unaffected 
areas unsure if 

they should 
evacuate or wait

Written 
Send/Receive 
Agreements



THIS HAPPENED!!!



SAMPLE FOOTER TEXT

“6 DAYS WITHOUT 
WATER”

Atlanta Watermain Break

May 31, 2024 – June 6, 2024



6 DAYS WITHOUT WATER

On the morning of May 31st, 2024, the City of Atlanta lost water 

pressure due to a major watermain break. 

It started with one, then another, and another, and another.  

Was this a terrorist attack?

 How long before we lose water at Emory Midtown & Winship 

Cancer Center?

13



6 DAYS WITHOUT WATER

Day 1

• Activated Incident Command Center

• Discussed units for possible evacuation (ex. Dialysis & Mother 
Baby Units)   

• Submitted resource requests for supplies and equipment

• Scaled down services: canceled appts and elective surgeries

• Non-essential staff sent home

14



NO WATER PRESSURE

Day 1

• Emergency Dept and L & D placed on diversion

• Water pressure & brown water triggered Facility Alert Utility 
Interruption code for entire campus

• 1:25pm shut down Sterile Processing and shifted to Winship Cancer Ctr

• Temps rise in our Core Lab and all areas are experiencing water loss

• 6000 Gal Water Tanker ordered for Water Chiller

• Water for toilets distributed w/instructions of manual flushing

15



6 DAYS WITHOUT WATER

Day 1 

• Safety Management initiated a “Fire Watch” 

• 75 Spot coolers were ordered to keep patients cool

• “Out of Order” Signs placed on ice/coffee machines

• Staged pallets of water and delivered where needed

• ED Transferred emergency cases

• Send specimens & instruments to Core Lab sister hospital (EUH) 

16



6 DAYS WITHOUT WATER

Day 2

• Suspended MRI/Dialysis patients transferred to EUH

• Coordinated w/hospital in our system for Vaginal/ C-Sect trays

• Toilets not flushing manually/Close public bathrooms

• Patient fall due to water on floor

• ATL issues boil water advisory

• Temps on the units rising

17



6 DAYS WITHOUT WATER

Day 3

• Brown water reported

• Situational awareness Letters sent to patients and family 

• Food & Nutrition on limited menu

• Sterile Processing back up at Winship Cancer Center

• Equipment Failure in Fire Pump Room causes Ground FL to flood

• CHOA & Grady Hospital also experiencing low/no water pressure

18



NO WATER PRESSURE

Day 4

• Food & Nutrition on limited menu

• Water & ICE running low

• PSI fluctuating & more toilets not flushing

• Water leaking from the ceiling in 11 ICU (where the fire was)

• Staffing question water expiration date

• City of Atlanta lifts BWA but not for us

19



6 DAYS WITHOUT WATER

Day 5

• Daily briefings 

• Units still experiencing low pressure and/or brown water

• Repairs finally underway in Atlanta

• Sister hospital (EDH) can no longer accommodate Women’s 

Health instrumentation

20



6 DAYS WITHOUT WATER

Day 6

• CT Scan out of Helium & Argon 

• Running low of potable water in main building

• Reached 50 psi

• Boil water advisory is lifted

• Recovery begins

21



WHAT WE LEARNED

22

NOT A TERRORIST 
ATTACK

80 Yr Old pipes = 

6 Watermain Breaks

1 Hospital was 
prepared (Piedmont)

Not enough water on 
hand

We can benefit from 
a water re-

processing system 
for our campus 

Communication 
w/city officials a 

must

Mayor made 
assumptions to 

media about our 
status because we 
did not reach out

ONE SOURCE OF 
TRUTH



WHAT WE LEARNED

23

Inform your Healthcare 
Coalition

Improve 
communications 

w/Physician Leaders & 
Leaders @ Winship

Need more efficient 
process for scaling down 
services for a complex 
incident (assumptions 

were made)

No “line of sight” on 
resources across our 

healthcare system (no 
inventory system)

Make sure the right 
people are at the 

Incident Command 
Center at the onset

We didn’t have enough 
replacement water 

filters for Ice/Coffee 
Machines…prolonged 

our recovery

FREE Employee parking 
during disaster can 

prevent delay in 
essential staff arrival.

Don’t miss the party! 
Make sure all essential 

leaders report to the ICC. 
Pre-assign ICS Roles. 



ONE SOURCE OF TRUTH

24



SAMPLE FOOTER TEXT

“CROWDSTRIKE”

Network Interruption

July 19, 2024 – July 22, 2024



“CROWDSTRIKE OUTAGE”

On Friday July 19th, 2024, the cybersecurity firm “Crowdstrike” 

pushed out a system update to its clients.  The update caused 

a Microsoft Windows failure resulting in outages to devices 

around the world. Airlines, hospital, and business  devices 

include computers, workstations on wheels, and medication 

dispensing devices (ex. Omnicell) were impacted. “Crowdstrike” 

responded with a fix. Some computer responded but many 

devices did not accept the update. Phones not affected.

26



WHAT WE DID

27

Kept staff informed 
thru company email 

system

Initiated “Down-
time” Procedures

Provided clear 
instructions to help 
staff reboot their 
own computers

Trained volunteers to 
help reboot 
computers

Warned staff about 
phishing 

schemes/scammers 
taking advantage of 

the disaster

Added a “Downtime” 
Flag into EPIC for 

patient charts 
impacted by the 

event

Provided a “TIP 
SHEET”

Utilized emails to 
update staff of 

progress and thank 
them for their efforts 



WE SHALL OVERCOME

…and we DID!



THE POWER OF COMMUNICATION



SUCCESSFUL COMMUNICATION

30

ONE SOURCE OF TRUTH



MICROSOFT TEAMS CHAT

31

REAL TIME UPDATES

PICTURES

MAPS

HYPERLINKS



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

“Watermain Break”

32

COMMUNICATION is King!



DEAR COLLEAGUES

Messages From 

Incident Command

33



DEAR COLLEAGUES

Messages From 

Incident Command

34

Don’t “assume” they 
know…tell them anyway!



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

“Watermain Break”

35



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

36

Messages 

From 

Incident 

Command

“Watermain Break”

Don’t promise what 
you cannot 
guarantee!

Manage Expectations

Show appreciation during disaster



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

“CrowdStrike”

37



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

38

Messages 

From 

Incident 

Command

“CrowdStrike”

Be transparent…
never downplay



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

39

Messages 

From 

Incident 

Command

“CrowdStrike”



DEAR COLLEAGUES

Messages 

From 

Incident 

Command

40

Messages 

From 

Incident 

Command

“Crowdstrike”



THE POWER OF COORDINATION



HOW WE DID IT

42

Coordinated response 

efforts thru of the use of 

MS Team Chat for 

communication

Coordinated w/System 

Level IMT to obtain 

resources & help from 

unaffected hospitals

Ensure transferred pts 

received their meds from 

Pharmacy

Ensured Materials 

Management did not 

restock the evacuated 

unit/moved supplies where 

needed

Coordinated w/Fire 

Department during the ICU 

Fire to ensure they had 

access to impacted areas

Coordinated w/ volunteer 

agencies to obtain help 

with rebooting computers

Coordinated w/various 
departments to prioritize 
needs and scale down of 

services

Coordinated w/internal 
leadership and staff to 

enact an efficient response 
& recovery effort



THE POWER OF COOPERATION



THE POWER OF COMMUNITY



“IT TAKES A VILLAGE”

• Agriculture & Natural Resources

• American Red Cross

• Communications

• DOT

• Dept. of Public Health

• EPA

• Energy

• Fire Department/EMS

• Fish & Wildlife

• Healthcare Coalitions

• Local Elected Officials

• Police Department

• Public Works

• Telephone Company

• Volunteers

• Watershed

45

Get to Know Yours!



BEST PRACTICES

• Plan ahead for evacuation: discuss need 
for before the need arises 

• Plan ahead for sterilization loss: 
Transport dirty instruments to alternate 
site to be cleaned and returned

• Pre-assign & train staff in ICS Role 

• Keep inventory of supplies & exp dates 
across your healthcare system 

• Figure out what you need & how much

• Create a back-up plan in case vendors 
can’t meet your need

• DBL your workforce w/volunteers to assist 
with recovery

• Standardize Communications Method: 
Ensure all key leaders have access, test 
regularly & update as needed

• Inform appropriate depts about evacuated 
units & transferred patients (Pharmacy, 
Dietary, Supply Manager, etc.) 

• Store water for flushing in large garbage bins 
with a bucket on unit vs gal jugs or 5-gallon 
drums

• Keep template or pre-drafted letters to 
patients/family regarding disaster

46

Figure out what works & standardize it



THANK YOU!

Kyesha Turner, MPA-EM
Director of Emergency Preparedness 

Kyesha.Turner@allianthealth.org

(678) 892-3855

QUESTIONS
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EXPLANATION OF TERMS 

 
Examples: 
AAR   After Action Report 
CEPAR  Office of Critical Events and Preparedness 
CDU  Clinical Decision Unit 
CHOA  Children’s Hospital of Atlanta 
CMS  Centers for Medicaid/Medicare 
EDH  Emory Decatur Hospital 
EOP  Emergency Operations Plan 
EPP  Emergency Preparedness Program 
EPD  Emory Police Department 
EUH  Emory University Hospital 
EUHM  Emory Midtown Hospital 
FMD  Facilities Management Department 
FSX  Full Scale Exercise 
HPP  Hospital Preparedness Program 
HSEEP  Homeland Security Exercise Evaluation Program 
HVA  Hazard Vulnerability Assessment 
IC  Incident Command 
ICS  Incident Command System 
IP  Improvement Plan 
MOT  Medical Office Tower 
NIMS  National Incident Management System 
PIO  Public Information Officer 
SPD  Sterile Processing Department 
TTX  Table Top Exercise 
WEM  Winship at Emory Midtown 
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INTRODUCTION 

Include brief synopsis of incident here.  

Loss of water in the City of Atlanta due to several water main breaks throughout the city requiring repair 

impacted EUHM, Grady, government buildings, residents, restaurants, and other local businesses.  

EUHM is experiencing low to no pressure in multiple areas including: MOT, Woodruff, Preachtree, ED, 

CDU, and SPD (MOT) with some areas seeing brown water.  The highest floors were impacted first with 

the remainder of the campus gradually experiencing a loss of water pressure or total loss of water 

including Winship.   

Sequence of events: Include detailed sequence of events here, if available. 

5/31/2024  

11:30 IMT at EUHM Activated in Glenn Classroom.  System ICC activated virtually 

12:00 ICC was stood up and 1st operational period began.  Zoom call initiated and led by CEPAR (Sam Shartar).  
Safety/EM arrived to the ICC with supplies and HICS forms. 

12:10 The following ICS roles were assigned.  IC: Nick Iannitti, Deputy IC: Tawanda Austin, Safety Officer: Aaron Preston, 
Public Information/Liaison Officer: Adam Webb, Med/Tech Spec: Sam Shartar. Ops Section Chief: Nicole 
Bansavage, Planning Chief: Kyesha Turner, Logistics Chief: Milton Wiley 

12:25 Materials Management arrived.  Informed that we need list of what has been requested & ETA.  

 Mother Baby initiated planning for possible patient evacuation.   

 ED patient count at 140.  Concerns expressed with ICU pts.   

 No impacts to Food and Nutrition (Dishwashing not impacted).  Contingency plan for lunch is to use disposables. 

12:52 Alerted that Grady Hospital started to cancel cases.  Trauma care impacted. 

13:05 Bad odors reported in the ED due to loss of flushing capabilities.  EVS bringing sanitizer spray (normal deodorizers 
require water). 

13:21 Winship Clinics, Cardiology, PGP clinics canceled.  Non-essential staff sent home 

13:25 MOT SPD began shutting down ops. Shifting functions to WEM. Facility Alert Utility Interruption called for entire 
campus.  Notification made to GCC 

13:27 Stroke called to ask about diversion.  Ans: EUHM is only on L & D diversion 

 EVS cannot complete cleaning of rooms.  Can change linen but toilets unable to flush toilets  

 Fire Watch in effect.  Public safety will man doors.  Safety Team will put up signs 

 No water pressure in Woodruff 42, 52, 62 or 71 ICU. Procedural areas in MOT impacted 

 CDU/ED cannot flush toilet. Sanitizer received. 

 SPD seeing brown water.  Question: Is there a boil water advisory? 

 Eyewash stations will need filters changed when water is restored 

 Advance planning for Dialysis patients that may need to be transferred. 

 Update: PERIOP has 10 Cases left and OR has 1 case. 

13:37 8FL MOT (CT) has no water.  Have to move pts and send dirty instruments to WEM 

 Hematology is down.  Specimens to be sent to WEM 

 Temp and Humidity is a concern in the lab.  Plan to transfer pts to EUH. 

14:07 Chemistry is still up and running 

 EUH provided jugs of water 

 Under a boil water advisory as per the city 

 Patient Communication and Signage: Letters being provided to Units Supervisors to inform pts about the incident. 
Instructional Flyers regarding flushing and Out of Order signs for Ice/Coffee machines provided to Unit leads to 
disperse throughout their patient care areas. 

14:30 MM began to distribute potable water 

15:03 Temps rising in Core Lab (Woodruff), Peachtree, Winship (losing water pressure) 

 Safety Teams disseminated FIRE WATCH signs throughout the campus and on all fire doors.  

 75 spot coolers onsite (rely on water but not completely empty) - tanker trucks on the way. Checking PSI Q15 
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15:07 Current stock of water and location confirmed by Nick Iannitti 

15:34 Pressure rising to 44 PSI 

 Water Trucks arrived 

 Pallets of water being staged and delivered to areas of need 

16:07 Grady cancels all cases 

16:13 At 5pm or 6pm EUHM Core Lab and WEM Lab will begin sending specimens to EUH 

16:34 MRI units reached critical pressure levels.  Planning to suspend Inpatient MRI operations 

17:07 Pts complaining about rising temps on the unit.  Some pts did not receive “Patient Letter” until after complaint. 

17:08 Chillers filled. 

19:39 Total loss of water pressure at WEM.  Sterilizers and washers down. 

22:16  The water for flushing the toilets are not pallets but a huge Trash can filled with water--along with a 
smaller dipping bucket to flush toilets--The water location will be changed from the Diagnostic 
reception waiting room to the Diagnostic Control room. The  large Trash Can of water can be rolled to 
the location of the Restroom in use. Any questions Please call Diagnostic Radiology @ 404-686-5998.  

 
6/1/2024  
07:00 2nd Operational Period Brief 

 Consideration: DOT regulations for transporting biohazardous soiled instrumentation (to be discussed on the 
System ICC Call) 

08:13 ED still seeking transfer for emergency cases 

08:50 Coordination with EDH for C/section and Vaginal trays 

08:56 ED Psi only at 15 (must be min of 45 PSI to perform dialysis) 

09:34 All leaders, updated communication is going out by email from EUHM Communications with an updated patient 
letter as well.  Please ask any units or patient facing departments to print copies to distribute to patients and 
families. 

 Reports of PSI fluctuations in the low range. 

12:00  Virtual ICC Incident Brief: 

• No ETA on a fix time 

• Still have bottle water supplies 

• Working on a process for sterilization – (Emory Decatur) 

• Truck in route from Chattanooga Tenn. To carry biohazard instruments to Decatur location 

• People are continuing to flush toilets, needs to send out new message that toilets should be 

manually flushing 

• ED is closing CDU and moving patients to ED 

• Food and nutrition is prepped for cold meals through Sunday dinner 

• FMD reported several doors still propped (4FL D&T) in preparation for the ATF Repair (postponed) 

• Chillers being maintained 

12:57 Dialysis suspending treatment 

13:07 Concerns about CO2 build-up showing on the Hybrid 1 gauge. RT to rounding to check. 

14:07 ED diversion for EMS arrivals (excludes walk-ins) 

14:23 Bags of ice requested.  38 bags to be delivered by House Supervisors 

15:03 WEM staff requesting 2-3 cases of water 

 Woodruff toilets not flushing manually. 

18:00 Virtual ICC Incident Brief 

• Truck have arrived from Tenn. To pick up instruments 

• The public restrooms throughout the campus is in bad shape 

• All dialysis patients for next 24 hours will be transfer to other Emory locations 

• Visitor fell on Unit 61 due to water on the floor, the visitor was wearing flipflop. No injury reported  

• Looking to close all public restrooms 

• Chillers #5 and #6 (Peachtree, Woodruff and Davis Fisher buildings) was shut down to be refilled. 

• Will deploy spot coolers 

• Letters will be sent to patients and family on updates of the situation 

19:27 Don’t have water available to flush with on L&D, APU, NICU , Unit 54, 42 or Unit 22. Only buckets 
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6/2/14 

06:35 PSI at 57 

07:00 Virtual ICC Incident Brief  

11:00 F & N on a limited menu. Water and ice update: Currently, we have 22 bags of 20lb ice bags remaining out of the 
40 bags, in the Nutritional Services freezer, that was delivered on Friday. We will receive additional bags of ice 
tomorrow. There is an entire pallet of drinking water on the Peachtree Lobby corridor, 1/2 pallet of drinking 
water on the 3rd floor Peachtree corridor and a full pallet on the 3rd floor Davis/Fisher hallway by the freight 
elevator. We have a total of 13 pallets of drinking water at Midtown/Wem Campus. Please reach out to Central 
Service 404-686-8926 or myself at 404-788-2245 for additional assistance. Thanks    
 

11:20 Food Nutrition Service will continue to serve limited menu on disposable service ware to patients through out the 
boil water advisory. The default meals are the daily specials listed on the printed menu. Patients who call the call 
center may have 1-2 additional entree options but we can't run the full menu currently. With more production 
support during the week we will try to expand options. I will update daily if we can resume normal ordering 
process. We have enough bottled water and disposables to support kitchen functions through Monday, with 
more coming in the morning.  The cafe will remain open to visitors and staff but the menu will be modified from 
what is posted online. Please reach out to me about any specific patients to visit for service recovery 270-625-
3582 or email. 

17:08 SPD at WEM is up and running, with the exception of being able to process GI scopes. We anticipate full 
functionality by mid-day tomorrow. MOT remains down until the boil order is lifted 

23:04 A seal in the Fire Pump Room in the basement of Winship failed. Flooding throughout the ground floor. They have 
shut the water down inside the room. 

23:50 Sam Shartar just reported that COA is experiencing water pressure drop on the water line that was impacting 
EUHM. Grady’s pressure has dropped to 49 psi and ours is at 41 psi currently. Facilities will continue to monitor 
pressure tonight. 

 
6/3/24 

 Fluctuating PSI 15-45  

 Ice and Coffee Machine filters need to be changed once the Boil Water Advisory (BWA) is lifted. 

 WEM SPD washers just passed their tests. 

 Toilets in Orr (at least upper floors) are not flushing. 

 Leak in the back hallway of 11ICU coming down from the ceiling 

 Today, we will receive 10 more pallets of drinking water for WEM and Midtown to share as needed. We have 15 
each Styrofoam coolers and we will receive another shipment from our Clarkston warehouse, hopefully later 
today. We have 5 cooler in the WEM Bldg. Central Service Dept. and 10 each at the Midtown Central Service 
Dept. 

 Food Nutrition Service will resume our normal patient dining menu tomorrow, June 4th. Meals will continue to be 
served on disposable service ware through the boil water advisory. The default meals are the daily specials listed 
on the printed menu. 

 The City Of Atlanta just lifted the boil advisory for some areas of ATL but EUHM is just outside of that area, 

 
6/4/24 

 Repairs underway in ATL. Water system estimated to return to normal operations between 7-11am (Wed 6/5) 

 EDH can no longer accommodate Women’s Health instrumentation needs. 

 
6/5/24 

 No Helium or Argon for CT.  “Break in the process. RT manages these gases, and CT is supposed to let us know the 
day prior how when those special gases will be needed.” 

 Peachtree 3FL requesting more potable water (down to less than 2 cases) 

16:50 Reached 50 PSI 

19:26 Boiled water advisory has been lifted. – RECOVERY OFFICIALLY BEGINS! 
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AFTER ACTION REPORT OVERVIEW 

This report is a compilation of information from the different departments and staff who participated in 

the response to THE WATERMAIN BREAK. The information was gathered by EMERGENCY & SAFETY 

MANAGEMENT.  

Incident Overview: 

 [Insert incident/exercise/event location here] 

Loss of water in the City of Atlanta due to several water main breaks throughout the city requiring repair 

impacted EUHM, Grady, government buildings, residents, restaurants, and other local businesses.  

EUHM is experiencing low to no pressure in multiple areas including: MOT, Woodruff, Preachtree, ED, 

CDU, and SPD (MOT) with some areas seeing brown water.  The highest floors were impacted first with 

the remainder of the campus gradually experiencing a loss of water pressure or total loss of water 

including Winship.   

 

Duration: 

[Insert incident/exercise /event time] 

May 31-June 5 

 

Focus (Check appropriate area(s) below):   

   Prevention 
✓ Response 
   Recovery 
   Other 

 

Activity or Scenario (Check appropriate area(s) below): 

   Fire 
   Severe Weather 
   Hazardous Material Release 
   Bomb Threat 
   Medical Emergency 
   Power Outage 
   Evacuation 
   Lockdown 
   Special Event 
   Exercise/Drill 
✓ Other – WATER OUTAGE 
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Six Critical Areas Addressed during RESPONSE (Check all that apply) :   

✓ Communication 
✓ Resources and Assets 
✓ Safety and Security 
✓ Staff responsibilities 
✓ Utilities Management 
✓ Patient clinical and support activities 

 

Location: 

550 Peachtree Rd. Atlanta, GA  

 

Participating Organizations: 

Emory Healthcare: EUH, EDH, EUHM, WEM 

CEPAR 
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STRENGTHS – WHAT DID WE DO WELL?  

List strengths here.  

Communication 

• Activated and followed the Incident Command System (ICC) efficiently and effectively 

• Utilization of MS Teams to keep lines of communication open 

• Leaderships rounds: teams were calm, great communication, collaboration, patient care 

• Information flowed continuously 

• MS Teams chat helped keep staff informed about the incident 

• Successfully maintained operations 

• In person ICC was helpful for exchanging information and coordination  

• Quick and smart decision making because we had information to make informed decisions 

• Activating incident command allowed staff to see how the ICC operate 

• Facilities provided regular updates on the PSI levels 

• Emails to night shift providers/updates given every 4-6 hours were helpful 

 

Resource Management 

• Management of resources, sourcing supplies from vendors 

• Able to leverage system resources quickly and efficient pivoting functions to other OUs 

successfully (had not been done before) with the help of the System ICC 

• Provided water quickly 

• Successfully sent instruments offsite throughout the system and received them back/shifting 

instruments worked  

• Movement of resources and decision making as timely 

• Repurposing signage for faster dissemination 

 

Staff Responsibility 

• IP involvement helped in advising on regulations around clean/dirty instruments 

• Staff knowledge about regulations 

• Staff response was strong, staff knew what they were responsible for and stepped in to assist 

where needed 

• Using the Glenn building for the ICC was easily accessible for staff and easy to find 

 

Safety and Security 

• Planning and coordination for dialysis patients done well and efficiently 

 

Utilities Management 

• Turning on spot coolers (turned on immediately) 

• Checking areas and assisting staff with manual flushing 

• Replacing filters after the boil water advisory 
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• Assisting staff with replacing eyewash station filters 

• Facilities and EVS swift response 

 

 

Patient Clinical and Support Activities 

• Manpower within Emory Healthcare.  Drivers moved dirty instruments out and brought clean 

ones in to keep operations going 

• Planning and coordination for dialysis patients done well and efficiently 

• Proactive planning/not waiting to make a decision 

 

AREAS OF IMPROVEMENT – WHERE DID WE STRUGGLE? 

List Areas of Improvement here. 

• Some staff not on the teams chat did not receive the information timely 

• Break down in communication in some areas (pages not received or did not go out) 

• Understanding what to do within out facility while the city was trying to make repairs (did not 

know whether to continue to stop manually flushing) 

• PERIOP: Unable to utilize WEM for sterilization/staff unaware 

• Communication with city officials was lacking 

• Need to improve or streamline top down communications 

• Media was not informed and send out misinformation about hospital status 

• WEM leadership was provided second hand information about cancellations/need to improve 

coordination with the outpatient cancer center 

• Struggled with water availability across the organization. Did not have enough water on hand 

• Concerns about deodorizers used (staff complained of headaches) 

• Not prepared for the replacement of filters (many units did not have any on hand or enough)  

• Some patients did not get the letter about the water until after they complained 

 

RECOMMENDATIONS –  WHAT DO WE NEED TO FIX FOR NEXT TIME? 

List Recommendations here.  

• Check on redundancies on sourcing 3rd part supplies.  

• Look into a campus filtration system (like Piedmont) that would allow us to continue water use 

even if the city water is out (water re-processing system) 

• Add medical directors to teams chat 

• Audit teams chat 

• Standard work around what is appropriate for Teams chat and what should not be posted there 
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• Take a proactive approach with media and keep them informed 

• Keep letters and signage templates to allow for quick dissemination during disaster 

• Ensure patients get the “letter” upon receipt so they are informed about incidents 

• Need a better process for scaling down or cancelling services during a complex incident to 

improve communication with physician leaders so we can stay what needs to happen for an ICC 

standpoint 

• More preplanning for special needs populations (dialysis, NICU, etc.) 

• More planning and discussion about cascading disasters 

• Discussion on what we have on hand and what we need 

• Standardize water distribution areas 

• Need a process for dismissal or reassignment of non-essential staff 

• Inventory of supplies so we can keep the right amount on hand 

• Parking in Beacon during disaster (weekend staff unable to get thru) 

• Include and inform GHA (Region D HCC) when we have incidents like this one 

CONCLUSION AND NEXT STEPS 

Insert Conclusion here.  

Response to this incident was efficient and effective due to the use of the Incident Command System 

and activation of the ICC which allowed for better communication, coordination, resource management, 

patient and staff support, security, and utility management.  Communication can be improved from the 

top down and via teams by ensuring all key leaders have been added to the group.  Critical functions 

were prioritized and continuity of patient care was maintained without negative impact to the hospital. 

• Finalize the AAR and send to leadership for review 

• Staff should send any additional pertinent information or corrections to Adam Webb 

• System ICC to review completed AAR. 
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Issue/Area for 
Improvement Corrective Action Critical Area 

Primary 
Responsible 
Party 

Start Date Completion 
Date 

MS Teams 
Chat 

Audit Teams chat and add 
missing key staff and 
medical directors 

Communication ICC MS 
Teams 
Owner 

6/10/2024 9/1/2024 

Media 
Management 

Provide regular updates to 
media and a staging area 
onsite 

Communication PIO/Liaison 
Officer 

Open Open 

Water 
shortage 

Take inventory of water 
supplies used during 
incident and adjust amts 

Resources and 
Assets 

Logistics/ 
Materials 
Management 

6/10/2024 8/31/2024 

Systemwide 
Resources  

We need to know what 
resources are available 
across Emory 

Resources and 
Assets 

System ICC Open Open 
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EXPLANATION OF TERMS 

 
Examples: 
AAR   After Action Report 
CEPAR  Office of Critical Events and Preparedness 
CDU  Clinical Decision Unit 
CHOA  Children’s Hospital of Atlanta 
CMS  Centers for Medicaid/Medicare 
EDH  Emory Decatur Hospital 
EOP  Emergency Operations Plan 
EPP  Emergency Preparedness Program 
EPD  Emory Police Department 
EUH  Emory University Hospital 
EUHM  Emory Midtown Hospital 
FMD  Facilities Management Department 
FSX  Full Scale Exercise 
HPP  Hospital Preparedness Program 
HSEEP  Homeland Security Exercise Evaluation Program 
HVA  Hazard Vulnerability Assessment 
IC  Incident Command 
ICS  Incident Command System 
IP  Improvement Plan 
MOT  Medical Office Tower 
NIMS  National Incident Management System 
PIO  Public Information Officer 
SPD  Sterile Processing Department 
TTX  Table Top Exercise 
WEM  Winship at Emory Midtown 
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INTRODUCTION 

Include brief synopsis of incident here.  

At 9:35am, small electrical fire broke out in 11 ICU in room 1133 (Respiratory Storage - "Blood/gas Lab").  

Cause of fire resulted from an old Zebra label printer.  Fire was extinguished by an employee.  10 

patients had to be evacuated, including 1 being transferred to EUH.  Patients moved to PACU and 31 

ICU.   

Sequence of events: Include detailed sequence of events here, if available. 

5/30/2024  

0935 Small electrical fire brought out in storage room 1133 in 11 ICU 
Fire alarm was pulled 
Staff used a fire extinguisher to put out the fire 

1145 ICC Activated in Glenn Classroom 

1155 Sign In and Assignment of Roles 

1200 Operational Period 1 Briefing 

 Objectives established and resources needs discussed 

 Tasks assigned 

 Facilities Management reached out to EPIC (patching hole, cleaning) 

 EVS: Will be responsible for terminal cleaning of impacted areas on 11 ICU 

 Nursing: Requested a sticky mat 

 Pharmacy needs to be consulted regarding meds 

1300 End of operational period 1 

1400 Operational Period 2 Briefing 

1405 Zoom opened (Tier 3 link) 

 Reviewed progress on previous objectives 

 Nursing to follow up on staff needs (Tawanda Austin) 

 EVS terminal cleaning pending EPIC 

 Duct work will be initiated (update: Cleaning of ducts completion expected by 5-6pm 5/31 

 Safety Management to meet with 11ICU team to review evacuation plans and debrief 

 Peachtree 11 ICU secured.  Card Readers reactivated 

 Communication with patient family complete by Nursing 

 Assess Cardiology schedule for 5/31/2024 

 11 ICU Patient transfer to EUH complete 

 Materials Management needs to be informed not to stock 11 ICU tonight but will need to restock patients 
– Dennis Valone will make contact 

 Next briefing by Zoom (Tier 3 Link) at 1800 hours. 

1430 End 
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AFTER ACTION REPORT OVERVIEW 

 

This report is a compilation of information from the different departments and staff who participated in 

the response to THE PEACHTREE 11 ICU FIRE. The information was gathered by EMERGENCY & SAFETY 

MANAGEMENT.  

 

Incident Overview: 

Small electrical fire on 11 ICU of the Peachtree building ignited by label printer and extended to the 
interior walls of a small storage room. 

 

Duration: 

May 30, 2024 

 

Focus (Check appropriate area(s) below):   

   Prevention 

✓ Response 

   Recovery 

   Other 

 

Activity or Scenario (Check appropriate area(s) below): 

✓ Fire 

   Severe Weather 

   Hazardous Material Release 

   Bomb Threat 

   Medical Emergency 

   Power Outage 

   Evacuation 

   Lockdown 

   Special Event 

    Utility Failure (Water Outage) 

   Exercise/Drill 
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Six Critical Areas Addressed during RESPONSE (Check all that apply) :   

✓ Communication 
✓ Resources and Assets 
✓ Safety and Security 
✓ Staff responsibilities 
✓ Utilities Management 
✓ Patient clinical and support activities 

 

Location: 

550 Peachtree Street. Atlanta, GA 30308  

 

Participating Organizations: 

EUHM  
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STRENGTHS – WHAT DID WE DO WELL?  

• Staff took immediate action and was able to put the fire out using a fire extinguisher 

• Alert was called and heard over the overhead paging system 

• Unit was secured and area blocked off to prevent further injury 

• Fire Dept arrived in a timely manner and cleared the 

• Safety, EM, EVS, and Facilities assessed the damage and worked together to determine needs 

and next steps towards recovery 

• Critical care patients were safely transferred to other units 

• In person incident command was established and the ICC stood up 

 

AREAS OF IMPROVEMENT – WHERE DID WE STRUGGLE? 

• Did not have anyone outside to Liaison with FD at their Command Post 

• Did not have anyone outside to direct traffic and staff 

• A number of staff were unsure where to go 

• Staff were unaware when it was safe to go back inside 

• Staff on the patient care units (not directly impacted by the fire) were unsure if and when they 

should evacuate their units and were waiting for guidance from leadership or approval 

 

RECOMMENDATIONS –  WHAT DO WE NEED TO FIX OR CONSIDER FOR NEXT TIME? 

• Alternate care sites within our hospital when partial evacuation is necessary.  The question was 

raised “are we admitting patients to PACU” 

• Pre-planning or discussion with Pharmacy, Linen, Food & Nutrition, and other departments 

when plans are made to move patients, we need to discuss with critical departments where 

patient care may be impacted 

• Have to account for patients meds when moving to an alternate space 

• Communication with materials management about where to stock supplies when a unit has 

been evacuated. 

 

CONCLUSION AND NEXT STEPS 

• AAR to be sent to leadership for review 
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Issue/Area for 
Improvement Corrective Action Critical Area 

Primary 
Responsible 
Party 

Start Date Completion 
Date 

Staff training Staff need more training 
on fire response and the 
policy needs to be 
reviewed to determine 
who can make the 
decision to evacuate a 
unit 

Staff 
responsibility 

Safety 
Management/ 
Senior 
Leadership 
(VP of 
Operations) 

6/10/2024 12/31/2024 

      
      
      
      
      
      
      



Donald Denson II BS, BSEM, MS, CHEP, CHSP

EHS | Organizational Resilience Officer 

North Austin Campus

Austin, Texas

An Introspective Analysis of 

the March 22, 2024 Deadly 

Children’s Bus Crash in 

Austin, Texas



Today’s Objectives 
➢ Discuss notification of the Mass Casualty Bus 

Crash  

➢ Discuss Hospital activation to the MCI Plan and 

Family Reunification Plan

➢ Returning hospital to normal operations and 

impacts to hospital response plans



Timeline of Hospital 

Texas Children’ Hospital North Austin Campus 

➢ 2018 Texas Children’s Hospital expands to Austin, 

Texas. 

➢ May 14, 2021- North Austin Campus (NAC) 

groundbreaking occurs on a 365,000 sq ft hospital with 

52 inpatient beds

➢ February 05, 2024 - North Austin Campus Ambulatory 

Outpatient Building Opens

➢ February 22, 2024 - North Austin Campus Hospital 

Opens

➢ March 22, 2024 - Deadly Bastrop Bus Crash occurs



Day of Deadly Bastrop Bus Crash Timeline

March 22, 2024 

➢March 22, 2024 A Bastrop ISD School Bus carrying 44 Tom 
Green Elementary pre-K students and 11 adults returning from 
a field trip to the Bastrop County Zoo was traveling on SH 21 
near Caldwell Rd. 

➢ 1:58:45 pm a concrete truck driven driver Jerry Hernandez of 
Concrete Pumping Company crosses the double yellow line 
into the oncoming path of the school bus striking the school bus 
and a third car following the school bus.

➢ 1:58:47 pm the School bus verse off the road and rolls over in 
the median. There are no seatbelts for students on the bus. 

➢ 1:58:53 pm the School Bus comes to a stop and lands upright 
from the impact. 

➢ 1:59 pm Austin Travis County EMS is notified of the collision. 



Day of Deadly Bastrop Bus Crash

March 22, 2024 

➢ 2:03 pm Austin Travis County EMS is notified of the collision 
with multiple injuries and possible fatalities. 

➢ 2:27 pm Central Austin Trauma Regional Advisory Council 
(CATRAC) sends MCI Poll Information- Reports of MCI need 
report of TCH Receiving status. Information: There are reports 
of a potential mass causality incident. Emergency Departments 
- please indicate your red/yellow/green capacity. Location: 
Caldwell Co, Location: Caldwell, TX  Caldwell. Organizational 
Resilience identifies location data is listed incorrectly in the 
initial message to hospitals. 

➢ 2:40 pm MCI poll is closed and event location is updated in 
message to hospitals. 

➢ 2:44 pm CATRAC notifies a total of 53 patients are being 
evaluated. 



Day of Deadly Bastrop Bus Crash

March 22, 2024 

➢Two deceased patients are identified on site. One adult and 
one child. Five patients have been airlifted to the local Pediatric 
Level 1 trauma center. 

➢ 3:00 pm CATRAC creates Pulsara Incident and notifies all area 
hospitals that all patient information should be updated in 
Pulsara and linked to incident. 

➢ 3:00 pm  CATRAC notified the NAC can receive eighteen 
green, six yellow, two red patients. 

➢ 3:11 pm Situational update received and THC-NAC is notified 
facility will be receiving patients. 

➢ 3:30 pm Hospitals across four separate counties receive official 
notice of in coming patients. 



Day of Deadly Bastrop Bus Crash

March 22, 2024 

➢ 4:00 pm Local new channels begin broadcasting news stories 
regarding the event. The news report reports Helicopters and 
AMBUS are on scene.

➢ 4:22 pm CATRAC contacts NAC to expect six patients and to have 
Emergency Center Staff to check Pulsara for triage status. 

➢ 4:32 pm NAC is notified that the children were traveling out of 
county when accident occurred and they will be unaccompanied 
minors. The EC manager officially request the activation of the 
Family reunification center, requested PR be contacted, and 
Security and Williamson County Sheriffs Department set up security 
for incoming patients. 

➢ 4:33 pm CATRAC staff member arrives on property to assist facility 
with incoming patient. 

➢ 4:35 CATRAC staff advises nine total patients are being transported 
via AMBUS to the facility.



Deadly Bastrop Bus Crash Distance From Hospital

March 22, 2024 



Day of Deadly Bastrop Bus Crash

March 22, 2024 

➢ 4:35 CATRAC staff advises Nine total patients are being 

transported via AMBUS to the facility.

➢ 4:46 pm NAC contacts the Hays County reunification center and 

confirms the process for parent arrival and reunification. 

➢ 5:20 pm NAC Security notifies EC of AMBUS arrival on campus. 

➢ 5:21 pm Nine patients arrive by AMBUS. All patients are triaged as 

green prior to arrival and information is updated in Pulsara. 

➢ 5:22 pm All patients are walking under their own volition. Patients 

are moved to both trauma bays and regular treatment rooms.



Day of Deadly Bastrop Bus Crash Patient Arrival and Diagnosis 

March 22, 2024 

➢ "1. C, A, 5 y/o M, Dx:  contusion of scalp, contusion of auricle of left ear, multiple 
abrasions,  Admitted to EC at 1724 

➢ 2. G, G, 4y/o M, Dx:  MVA, closed head injury, injury of the left lower extremity

➢ 3. H, E, 4 y/0 M, Dx:  MVA, multiple abrasions,  Admitted to EC at 1721

➢ 4. H, A, 5 y/o F, Dx:  MVA, closed fracture of shaft of right clavicle, abrasions of 
multiple sites, Admitted to EC at 1721

➢ 5. L, I, 4 y/o F, Dx: MVA, abrasions of multiple sites, glass foreign body in skin, 
Admitted to EC at 1720

➢ 6. M, S, 4 y/o F, Dx:  contusion of face, contusion of right hand, multiple 
abrasions, MVA, Admitted to EC at 1726

➢ 7. M, D, 4 y/o F, Dx: MVA, contusion of scalp, abrasion to face, foreign body of 
scalp, Admitted to EC at 1723

➢ 8. P R, 5 y/o M, Dx:  MVA, contusion of intraoral surface of lip, multiple 
abrasions, contusion of right upper arm, Admitted to EC at 1720

➢ 9. R, S, 4 y/o F, Dx: MVA, Admitted to EC at 1726"



Day of Deadly Bastrop Bus Crash

March 22, 2024 

➢ 6:00 pm The first patient family arrives and is reunified with their 
child.

➢ 6:40 pm Four of the Nine Families are been reunified. 

➢ 6:56 pm Six of the Nine Families are been reunified. 

➢ 6:59 pm Eight of the Nine Families are reunified. 

➢ 7:29 pm First patient is discharged home

➢ 7:40 pm All Nine Families are reunified. 

➢ 9:21 pm All MCI patients are reunified. 



Strengths and Lessons Learned 

March 22, 2024 

Always plan for the fact 

that no plan ever goes 

according to plan. 



Communications -What went right

March 22, 2024 

➢ Teams in EC communicated well with those present and made 
action plan for triaging patients.

➢ House supervision and leadership came to EC and communicated 
resources.

➢ Regular updates from Organizational Resilience and CATRAC

➢ EPIC chat utilized for EC staff logged into that group.

➢ Multiple resources and personnel available to assist EC-Chaplain, 
Childlife, EVS, multiple interpreters, physicians from multiple 
different specialties and too many more to mention.

➢ Advanced notice allowed EC to prepare triage areas and assign 
roles: 4 mini “trauma teams” and rooms prepped to receive sicker 
patients.

➢ Due to advanced notice, pharmacy able to stock EC with NS/LR.



March 22, 2024 

➢ No mass messaging went out via Everbridge, Pagers, or EPIC 
secure chat. A Teams Incident Command Group message was 
created, but it did not reach all groups. 

➢ Most hospital leaders and staff heard about the incident through 
word of mouth. 

➢ Information received from our local trauma advisory council was 
inaccurate during the beginning of the event. Due to the fluid nature 
of the event this often happens. 

➢ Multiple leaders worked outside of the Incident Command Structure 
leading to confusion and questions of who’s communicating with 
who?

➢ Some staff had emergency radio’s but there was no plan for who 
received radios. Furthermore, those with radio’s didn’t know what 
channel the event was handled on. 

➢ EC main phone was inundated with phone calls pulling needed staff 
away from patient care. 

Communications – What went wrong



Emergency Center – What went right  

March 22, 2024 

➢ Multidisciplinary Teams collaborated well helping them to pivot 

when changes occurred with the number of incoming patients. 

➢ Multiple resources and personnel available to assist EC-Chaplain, 

Childlife, EVS, and multiple interpreters for incoming patients. 

➢ Physicians from multiple specialties came to the EC to offer help 

and prepare for patients. 

➢ Advanced notice allowed EC to prepare triage areas and assign 

roles: 4 mini “trauma teams” and rooms prepped to receive sicker 

patients

➢ Due to advanced notice, pharmacy able to stock EC with NS/LR

➢ Teamwork-after shift change, staff still coming down from other 

units to see if they could help in any way



Emergency Center – What went wrong

March 22, 2024 

➢ There was no muster location for incoming staff away from EC. Due 
to this personnel reported directly to EC to help. This created an 
overcrowding of staff in the EC, foot traffic, and noise in the area. 

➢ No MCI triage kit existed. (Vest, stickers, triage tags, and marking 
panels for green, red, or yellow triage areas.)

➢ Patient all arrived at once creating a bottle neck at initial planned 
triage site. 

➢WOWs could not map patient armbands to printer in EC when 
WOWs came from other units.

➢ No approved site MCI plan was present. This led to EC Doctors, 
reviewing the EC layout and making triage zones on the fly. 

➢ No Job Action Sheets were present to assist with everyone 
understanding their roles. 



Family Reunification – What’s the plan?

March 22, 2024 

➢When the Hospital opened all of the Emergency Management plans 

were based upon facilities in the Houston area. No prior tabletop or 

exercise of the plan was conducted. 

➢There was no clear plan as to where the FDC would be located. 

➢ Leaders struggled to identify who would set up and lead the FRC. 

➢An on-the-fly decision was made to use the Hospital Urgent Care 

Clinic for parents to await reunification. 

➢No flow process existed as to what was needed for the FRC or how to 

facilitate reunification. 



Family Reunification 

March 22, 2024 

➢Questions arose regarding who will stay with a child that is alone until 

parents arrive? 

➢When trying to reunify patients with parent’s the children did not know 

their parent’s first of last names. 

➢No scripting existed to assist staff with explaining to parents why they had 

“C-collar, monitor, IV, splints, etc.” 

➢No designated area existed to provide parental consultation away from 

the EC area. 

➢No designated room existed for potential death notification. 

➢No phone bank existed to help reroute calls away from the EC area.



Family Reunification 

March 22, 2024 

➢Re-unification area away from EC, (down by stairs, lab?)

➢Signage/greeters to help guide traffic

➢ Identification of the leaders

➢Utilizing 1st floor conference room as ICS or muster location

➢Floating unit clerk from another area to help assist with phone calls

➢Where to have parents wait? Urgent care empty at this time, but 

cannot plan on that in the future

➢Who will stay with child that is alone until parents arrive? Child life 

able to help with this this time, but may need to be pulled to other 

areas



Back To The 

Drawing Board
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➢ After the events of March 22, 2024, the Organizational Resilience Department and 

Hospital Leadership sat down to review the prior plan and work through it step by step. 

➢ A new plan was written from the ground up. All Family Reunification Center positions 

were identified and assigned.  

➢ The new Family Reunification Plan has all areas of use identified to include 

rehabilitation and sunset rooms. 

➢ FRC Manager has a response box prepared and ready for future use in an accessible 

location. 

➢ Directional signage for the FRC were created in English and Spanish. 

➢ An MCI checklist for EVS was created to assist EVS with rapidly turning over rooms 

for new patients. 

After The Event



➢ A single point of contact with our local Trauma Advisor Counsel (CATRAC) was 

identified. 

➢ Food Service developed options for serving food during alternate hours for after 

hours events. during an MCI. Food Service also identified what extra services will be 

available and how extra water and supplies can be accessed after hours.

➢ A location was Identified for the triage tent set up. Staff are under going training on 

how to deploy the tent for future events. 

➢ A plan is in the final development stage to direct phone calls for information away 

from the EC and other treatment areas to alleviate unnecessary interruptions during 

an incident.

After The Event



➢After the event the North Austin Campus participated in a table top 

exercise as part of the G7 Pediatric Operations Freefall exercise.

➢The scenario: A severe storm with a microburst causes significant 

damage to an elementary school resulting in many casualties requiring 

pediatric specialty care. Patients are transported to Texas Children’s 

Hospital. Family members and news media personnel begin arriving at 

the hospital seeking information on patients and reunification. 

➢During the drill the hospital had a chance to work through the new 

Family Reunification Plan. Something which would come into play very 

soon….

After The Event G7 Exercise



November 22, 2024



Eight months to the day of the deadly Bastrop Bus Crash another 

bus crash occurred. 11 students taken to hospital after crash 

involving Bastrop ISD bus

Bastrop Bus Crash

November 22, 2024 



➢ 11/22/2024 - A Bastrop ISD bus carrying students was involved in a 
crash at the intersection of Highway 71 and Blue Flame Road. This 
location is exactly one mile from the deadly bus crash on March 22, 
2024.

➢ This is the third school bus crash in the area since October of 2018.

➢ According to the Texas Department of Public Safety, a pickup truck 
was traveling west when it hit the back right side of the school bus, 
which was crossing the highway toward Blue Flame Road.

➢ The school bus was forced off the road and hit a live electrical pole. 
Students could not be evaluated or evacuated until Bluebonnet 
Electrical Cooperative cut the power to the pole.

Bastrop Bus Crash

November 22, 2024 



➢ 7:05 am Bastrop ISD Bus is struck by a pickup truck from behind forcing the 

bus off the road causing a crash into a electrical pole. 

➢ 7:32 am Bluebonnet Electric arrives on scene to de-energize the electrical 

pole and power lines. 

➢ 7:40 am EMS begins evaluating bus passengers for injuries. 

➢ 7:51 am CATRAC sends message stating. There are reports of a potential 

mass causality incident involving School Bus.  Unknown number of patients or 

Pt acuity Emergency Departments - please indicate your red/yellow/green 

capacity. Associate patients to Pulsara Incident.

➢ 7:53 NAC Organizational Resilience begins event and notifies EC of MCI 

event. 

➢ 8:06 am CATRAC sends updated message regarding event. School bus crash 

with minor damage. 45 initial patients with possible 12 pediatric transports and 

1 adult. 

Bastrop Bus Crash Time Line

November 22, 2024 



➢ 8:13 am EC Physician designates Organizational Resilience member as 
liaison with CATRAC.

➢ 8:15 am All departments are notified and begin preparations for incoming 
patients. Staging area for extra personnel is set outside of the EC. 

➢ 8:27 am All departments report they are ready to receive incoming 
patients. The waiting game begins. 

➢ 8:31 am North Austin Campus is notified they will receive two patients. 

➢ 8:59 am CATRAC sends update 2: MCI Bus Crash Bastrop County. All 
patients transported. Hospital, please view Pulsara for all inbound notifications 
and  update all patients in Pulsara Incident "Bastrop County Bus Crash“

➢ 9:04 am NAC receives Pulsara update notifying the facility will be receiving three 
patients at this time. 

Bastrop Bus Crash Time Line

November 22, 2024 



➢ 9:06 am All triage teams are ready and treatment rooms have been 
identified. 

➢ 9:11 am First patient arrives on campus. 

➢ 9:15 am Second patient arrives on campus.

➢ 9:21 am All patients have arrived on campus and are receiving treatment. 

➢ 9:30 am Family Reunification Plan is implemented; patients are asked 
unique identifying information. What’s your favorite color? Do you have a pet 
and if so, what kind is it and what is their name? All information is uploaded 
into Pulsara to assist Bastrop ISD with reunification.

➢ 9:48 am First parent arrives on campus and is reunification begins. Two of 
the patients are related. 

Bastrop Bus Crash Time Line

November 22, 2024 



➢ 10:03 Second parent arrives on campus to begin the reunification process.  

➢ 10:12 All parents have arrived on campus and are reunified with their 

children. 

➢  At 10:32, CATRAC sent an updated Event Notice stating that the MCI 

Event has Concluded. The MCI Bus crash in Bastrop County ended on 

11/22/2024 at 10:31 CST.

➢ 11:09 First patient is discharged from hospital.

➢ 12:35 All patients are discharged from the hospital. 

Bastrop Bus Crash Time Line

November 22, 2024 



Lessons Learned



➢ Emergency Management Plans should be reviewed, checked, table topped, and 
exercised to make sure the plan actually works.

➢ Communications are the key to navigating events without everything imploding. Pre-
designate emergency radio channels for events. Set up prefilled mass notification 
messages for events. 

➢ Exercise setting up your full Incident Command Center. Designate areas for your Labor 
Pool check in. 

➢ Have a Mass Casualty Kit which includes vest, triage marking panels, triage tags, and 
other supplies readily available.

➢ Review your Family Reunification Plan and conduct tabletops, and exercise the plan.

➢ Make sure to have a FRC Plan go box with supplies, directional signage, and a copy of 
the plan with an easy-to-read diagram for FRC set up. Include information on surrounding 
hotels, shopping, and other essential information for extended reunification events.

Lessons Learned 



➢Work with staff on all parents' days, nights, and weekends to make sure they are 
trained to set up the FRC if needed. 

➢Develop descriptive questions for pediatric patients that will assist you with 
reunifying with their families. This is especially important when dealing with 
Preschool age children. 

➢Most won’t know their parent's names, their address, or phone number.

➢They will know their pets name, their favorite color, what their favorite toy is.  

➢Work with your local Trauma Advisory Council and have them participate in your 
tabletops to allow them to understand how your facility will respond to an incident. 

Lessons Learned 



➢Test your mass notification system to make sure it works, that numbers are correct, 

and that your messaging is correct. 

➢Verify your equipment works outside of its normal area. This can lead to delays and 

frustration in a response. 

➢Designate where your MCI triage areas will be when you exercise your plan. 

➢Don’t be afraid to voice your improvements or what went well. Your input is critical 

and it could lead to the change needed. 

Lessons Learned 
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VIOLENT THREATS IN 
HEALTHCARE

MULTIDISCIPLINARY RESPONSE TEAM 
APPROACH



OVERVIEW

Reason to develop a Threat Assessment Team

What led to developing our Threat Assessment Team

How we developed

What is a Threat Assessment Team?

Example Activation

Our Threat Assessment Team

Resources







DISCLAIMER

Not an expert in threats or security

Still relatively new to us and have opportunities to expand

Not a perfect process but hopefully you can learn



STATISTICS 

The Bureau of Labor Statistics reports that the rate of injuries from 
violent attacks against medical professionals grew by 63% from 2011 to 
2018 (1)

In a survey this spring by National Nurses United, the nation's largest 
union of registered nurses, 48% of the more than 2,000 responding 
nurses reported an increase in workplace violence — more than double 
the percentage from a year earlier (2)

In a survey of physicians conducted by researchers at four schools of 
medicine in Chicago, published last year, 23% reported “being 
personally attacked on social media.” (3) 



WHY YOU SHOULD 

HAVE A THREAT 

ASSESSMENT TEAM



HYPOTHETICAL SCENARIO

A patient calls into the clinic and is asking about medications. 
During the conversation, the patient gets upset and the 
conversation begins to escalate.

The patient ends the conversation saying “I’m so done with 
all of you. I’m going to shoot your clinic up”.

The patient hangs up the phone.



WHAT NOW?

Should next steps be up to just one department?
• A few individuals?

Do you do nothing?

Do you try and do everything?



WHAT LED TO OUR 

DEVELOPMENT



INCREASE AND INCONSISTENCY

Several years of increasing violent threats towards staff and 
our facilities

Handled these threats differently each time
• Not a streamlined, procedural process

Tipping point scenario…



DEVELOPMENT

This incident raised many questions in our after-action 
process

- No structured response to these threats
- Who does what?

- Typically led by one team (security)
- Difficult to manage

- No structured support to staff
- Staff support was given, but no formal process to follow



HOW WE DEVELOPED 

OUR TEAM



EMERGENCY MANAGEMENT IN THREAT RESPONSE

How emergency management got involved…

• We know a little about a lot
• Experts in bringing a team together to solve a common goal
• Experts in facilitation



DEVELOPMENT

Convened core group of departments that responded to 
most of the threats

-Security + Clinical Risk + Emergency Management

All sought a guided, structured response to these violent 
threats

Creation of our ‘Threat Assessment Team’



WHAT IS A THREAT 

ASSESSMENT TEAM?



WHAT IS A THREAT ASSESSMENT TEAM?

This team activates when a violent 
threat has been made to an employee, 
patient, visitor, or facility

This team follows a standard process 
to evaluate identify the threat, assess 
the behavior, and implement and 
manage intervention strategies



DHS THREAT ASSESSMENT GUIDANCE
(4)



THREAT ASSESSMENT TEAM CONSIDERATIONS (4)



EXAMPLE ACTIVATION



RECENT TEAM ACTIVATION

January 2025

Individual sends concerning EMR messages to provider

Individual begins sending concerning Facebook messages to provider

~20 minutes later, individual presents to the clinic and begins yelling at 
front desk staff

• Made threats to hoping and wanting everyone to be dead

Panic button was triggered, sending additional staff to the front desk
• Once more staff presented, individual left the clinic



OUR THREAT 

ASSESSMENT TEAM 

RESPONSE



THREAT ASSESSMENT 
TEAM ALGORITHM



THREAT IS MADE TO FACILITY, DEPT., OR STAFF MEMBER(S)



THREAT ASSESSMENT TEAM MAKEUP



ONCE TEAM HAS CONVENED…



ONCE TEAM HAS CONVENED…

After/while speaking to local law enforcement

Evaluate
• Specific language used
• Physical actions
• Former history if a patient

Open forum for questions, comments, concerns, etc



COMMUNICATION & SUPPORT



OTHER CONSIDERATIONS

Employee Assistance

Patient Termination?

Security Officer Presence 

Media Statement



OTHER RESOURCES

Utilize documentation

What other support documentation can assist?
- Interview questions 
- Risk assessment
- Actions documented with timeline of events

Example form from Virginia 
Schools

(5)





TAKEAWAYS

1. Respond with a multidisciplinary team

2. Have a plan/procedure/algorithm to follow

3. Develop resources/documentation material

4. Involve local law enforcement

5. Be open & transparent. Communication is key

6. Support your staff
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a Healthcare System
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Objectives / Agenda

2

01



Objectives

3

• Identify the key steps and components of a business continuity 
program for a healthcare system

• Share best practices and tools for engaging and collaborating with 
internal and external stakeholders in developing and implementing a 
business continuity program

• Recognize the common challenges and pitfalls of designing and 
expanding a business continuity program 

• Identify strategies and solutions for enhancing the effectiveness and 
resilience of the business continuity program



Topics for Conversation

4

• Organizational overview – Context for our conversation

• Program development – Basic framework of business continuity

• Systematic approach – Corewell Health’s design to complete the work

• Lessons learned during this process

• Conclusion / Opportunity for questions and further dialogue



Who Are We?

5

02



An Integrated System
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Who We Are

65,000+
Team Members

300+
Ambulatory/Outpatient 

Locations

1.3+ Million
Health Plan Members

12,000+
Affiliated, Independent and 

Employed Physicians and 

Advanced Practice Providers

21
Hospital Facilities

9,000+
Employers Contracted by 

Priority Health

15,500+
Nurses

5,000+
Licensed Beds



Business Assurance Structure

8

Director

Manager, EM 15 EM Specialists

Manager, Ops 
Readiness / BC

2 BC Specialists

2 Ops Readiness 
Specialists

Manager, 
Sponsored Prog

Project Specialist

Outreach Coord

Clinical Educator

Equipment Coord

Admin

SVP, Ops



Program Development

9

03



Business continuity is 
the ability of an 

organization to maintain 
essential functions 
during and after a 

disaster or disruption

10



Anatomy of an Incident

11

Emergency Response

• Disaster plans are used by operational 
teams for emergency response to 
unplanned incidents.

• Joint Commission requires all acute care 
facilities to have disaster plans and test 
them annually.

• Disaster plans for non-hospital ambulatory 
facilities and locations are not mandatory.

Business Recovery

• Business continuity plans are used to 
restore normal operations.

• Business continuity plans are an 
important risk management tool.



Business Continuity Program Overview

12
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What is Business Continuity Planning? 

• Business Continuity Planning is a cyclical process

• Business Continuity Planning looks at:

• Facilities

• Departments 

• Processes

• Applications – specifically those supporting 
departmental operations

• Often times this is department dependent

• There is no “Cookie Cutter” solution – everyone is 
different



A Business Impact Assessment (BIA) is a review of 
what departments do and how it is done. 

• What does your department look like before an 
incident occurs.

• Identify what “things” you are dependent upon 
to complete your tasks. Dependencies can be 
internal and external to your department.

• Determine what risks and threats are 
conceivably present that potentially could 
impact an area.

A Business Continuity Plan (BCP) details how we 
are going respond to threats and continue to 
provide services during the incident. 

Provides guidance on how we begin to put the 
organization back together.

We evaluate the effectiveness of the plan through 
routine testing and exercising.

Development of a Business Continuity Playbook 
as a portion of the Business Continuity Plan. 

14

What is a Business Continuity Planning? 



System Programmatic Approach –
Introducing Project Oscar

15

04
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What is Project Oscar?

Named after the Oscar-winning movie 
Everything, Everywhere All at Once. 

This project plans for a worst-case scenario 
where all systems and applications are 

impacted across the 
entire organization.

We aim to develop a robust readiness 
strategy to respond to any unforeseen 
business disruptions such as a major 
cybersecurity incident and/or ransomware 
attack. 

We need to prepare for a significant, 
system-wide outage that lasts up to 30 
days or longer

This initiative will develop disaster response 
and business continuity playbooks to:

• Minimize our operational and 
financial impact

• Enhance patient safety and care 
delivery 

• Allow us to restore our business 
systems and functions to normal



17

Why is this work important? Why now?

In the past two years alone, Corewell Health experienced: 
• A 6-hour system-wide network outage in August 

2023.

• A 14-hour Workday outage in November 2023.

• System challenges due to the CrowdStrike outage.

• Imaging issues with a recent PACs outage.

• Other recent data breaches related to third party 
vendors.

• Impact from other neighboring MI health care 
systems cybersecurity incidents 
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$19/bed/min

≈5,722 
patient 

beds

$108,718/min 
or 

$6,523,080/hr

The financial 
impact to the 
organization if the 
entire system is in 
downtime would 
be:

Genes, N., Chary, M. & Chason, K. W. (2013). An academic medical center’s 
response to widespread computer failure. American Journal of Disaster 
Medicine, (8)1. DOI: 10.5055/ajdm.2013.0000
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What are we hoping to accomplish?

Business 
Impact 

Assessment

Business 
Continuity 

Playbook

Downtime 
Procedures

1. Completing a Business Impact Assessment (BIA)

▪ Define what resources and applications teams 
depend on

▪ Prioritize resources based on criticality to 
operations

2. Reviewing and enhancing current downtime 
plans and workflows

▪ Expand current downtime plans beyond 24/48 
hours 

▪ Focus on how workflows change based on a 
day, week or 30+ day outage

3. Creating a Business Continuity Playbook
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What does Project Oscar include?

Create a service 
continuity plan to 

restore all
applications in 
priority order.

Develop 30-day 
downtime plans 

for operating 
during a system-

wide network and 
application 

outage.

Refine an incident 
command center 

structure, roles and 
responsibilities, 
communication 
plan, and staff 

education.

Business 
Continuity

Disaster 
Response

Service 
Continuity

Project Oscar consists of three workstreams:
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Each Core Team was assigned a BC lead and a PM Each Core Team was assigned a BC 
lead and a PM

Each Core Team was assigned a BC lead and a PM
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Phase 1

We completed the following 30-day downtime plans this past Fall 
(September to mid-December):

Acute Care: Emergency Services, Surgical Services, Inpatient Care

Outpatient/Ambulatory: Urgent Care Centers

Clinical Shared Services: Imaging/Radiology, Lab Services, Pharmacy, Care Coordination, 
Continuing Care, Mission Control/Transfer Center

Corporate Shared Services: Patient Transport, Food and Nutrition

Accounting and Treasury: Payroll, Accounts Payable, Treasury Liquidity 

Revenue Cycle: Registration/Admitting, Billing/Collections, Contact Center, Charging/Coding, 
Shared Services

Supply Chain: Supply Chain Operations

Priority Health: Claims, Medical Management, Pharmacy, Customer Care Center
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Phase 2

These teams have been identified for Phase 2 (January to April 2025):

Acute Care: Transplant, Dialysis, Aero Med

Outpatient/Ambulatory: Ambulatory Provider Practices, Ambulatory Surgical Centers

Rehabilitation: Rehab (Inpatient & Outpatient)

Clinical Shared Services: Behavioral Health, Research, Language Services, Virtual Health

Corporate Shared Services: Physical Security, Facilities, Linen, EVS

Priority Health: Government Markets, Compliance/Privacy – SIU, Credentialing, Provider 
Enrollment, Actuary, Data, Analytics, and Risk Adjustment, Clearing Houses/EDI, Member 
Enrollment and Premium Billing, Finance – Commissions, Communications

System-Level: ERM/Compliance/Privacy, Human Resources, Communications and Marketing, 
Quality/Safety/Experience, Medical Affairs/Credentialing, Medical Education, Legal/General 
Counsel, Foundation

Digital Services: Biomedical Engineering, Major Incident Management (MIM), Service Desk, 
Procurement, Site Support



Support Design
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System-Level Meetings
• Weekly Steering Committee Meetings
• Biweekly Executive Sponsor Status Report Meetings 
• Weekly Workstream Leads Meetings  
• Exec Leadership presentations at WLT, ELT, LTS, CSS
• 2 - System Board of Directors Meetings



Support Design
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Workstream 1 Support Meetings per Phase
• 2 – Full-day Planning Sessions
• 2 – Kick-Off Meetings 
• 1 - BCP Education Sessions 
• 10 - Optional Support Hours  
• 35ish - BIA Review Meetings 
• 25 - BCP Review Meetings 
• 146 – Milestone Meetings
• 37 Core Team Meetings 
• Countless Sub-team working meetings attended by designated support leads
• Countless one-off meetings (Engagement Meetings, Prep Meetings, Agenda 
discussions, Charter Development, clarifying calls with Workgroup Leads/Sub-team 
leads, Planview set up, Tabletop discussions, Tool reviews, Internal Audit, ERM Metrics, 
Board Prep, Finalizing Sub-teams, etc.)



A Need to Simplify the Process
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• Business Impact Analysis templates while very complete 
can be cumbersome unless you understand Business 
Continuity principles

• Modified the BIA template so non-experts could 
complete with minimal support

• Since our planning was specifically around having no 
technology to do our work, the modified BIA template is 
focused on application dependencies

• Frequent meetings with BC leads and PMs to support 
the teams doing this work 



Samples from BIA Template

27

Sections included in the BIA:

• Introduction

• Overarching Scope Info

• Dependencies

• BIA additional information



Samples from BIA Template
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Samples from BIA Template
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If you are interested in requesting this modified template, please email me at 
julie.bulson@corewellhealth.org 

mailto:julie.bulson@corewellhealth.org


A Need to Simplify the Process
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• Once a BIA was completed the teams 
developed their department Business 
Continuity PLAYBOOKS 

If you are interested in requesting this BC playbook template, please email me at 
julie.bulson@corewellhealth.org 

mailto:julie.bulson@corewellhealth.org


After the BIA / BCP

So, the modified BIA has been completed 
and the teams have completed the draft 
form of their business continuity playbooks. 

NEXT STEPS for team leaders:

• Educate and exercise

• Complete an AAR 

33



Exercises 
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DEPARTMENT EXERCISES TO BE COMPLETE BY JUNE 30

• Template development for departments to complete a TTX

• Walked through the scenario over 2 days 

• Provides discussion questions to drive conversation

• Provides debriefing questions 

• Provides link to after action form

FULL SYSTEM TABLE TOP EXERCISE TO TEST THE WHOLE PROCESS

 Scheduled mid-September 

If you are interested in requesting this exercise template, please email me at 
julie.bulson@corewellhealth.org 

mailto:julie.bulson@corewellhealth.org


Lessons Learned

35
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Lessons Learned
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• The importance of having a clear vision and leadership support for the business continuity 
program, as well as a dedicated team and budget

• The benefits of using a standardized and scalable methodology and framework for 
conducting risk assessments, business impact analyses, and strategy development across the 
healthcare system

• The importance of simplifying the process – not all teams had a working knowledge of 
business continuity planning

• The challenges of aligning the business continuity plans with the emergency response 
plans and the regulatory requirements, and how to address them through coordination and 
integration

• The need for continuous improvement and adaptation of the business continuity program, 
especially in the face of emerging threats, changing circumstances, and lack of resourcing



Conclusion
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Conclusion
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• This is a journey

• Senior leadership support and resourcing for this large 
project

• Support from senior leaders heightened after a downtime 
incident in August

• Over 65 teams came together to complete BIAs and BC 
playbooks if needed (based on BIAs)

• Resource intense - Teams consisted of 3-75 team members

• Needed to keep it simple for all involved

• Still working on a sustainment plan



Thank you.

Julie Bulson DNP, MPA, RN, NE-BC, HcEM-M 
Director, Business Assurance
Corewell Health

Julie.bulson@corewellhealth.org 

mailto:Julie.bulson@corewellhealth.org




Building on the Fly by Design
How the Nation Prepares for Catastrophe

Jeffrey D. Freeman, PhD, MPH
Director and Special Assistant to the President
United States National Center for Disaster Medicine and Public Health

UNCLASSIFIED The views and opinions shared in this presentation are those of 
the speaker and not those of the United States Government. 



• Established as a federal interagency organization in 2008

• Academic center based at the Uniformed Services University

• Led by DoD, in partnership with HHS, DHS, DoT, VA, and State

• Mission to advance medicine and public health in disastersNCDMPH
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Image Credit: Smiley N. Pool/The Dallas Morning News



The National Center’s  

Joint Disaster Medicine and Public Health Ecosystem 
has been established to serve as a national resource for advancing the Nation’s readiness for disasters and other health 

emergencies. The ecosystem is comprised of leading organizations across government, academia, and industry that have 
demonstrated excellence in disaster medicine and public health.



Center Focus
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Disaster 
Medicine and 
Public Health

Military and 
Civilian 

Collaboration

Science, 
Education 

and Training
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National Disaster Medical System Pilot

Image Credit: Health.mil 

1Kirsch, Thomas D., et al. "Validation of Opportunities to Strengthen 

the National Disaster Medical System: The Military–Civilian NDMS 
Interoperability Study Quantitative Step." Health security (2023).

Motivated by concerns that the NDMS lacked the capacity to meet the requirements of a LSCO

Authorized under the FY20 NDAA to assess and strengthen 
the National Disaster Medical System (NDMS)

The NDMS Pilot is required to:
• Address the requirements of a LSCO or catastrophic 

event in the homeland
• Establish partnerships with public and private healthcare 

organizations
• Ensure coordination with the Federal Interagency
• Be conducted over five years at no less than five sites

The National Center for Disaster Medicine and Public Health 
was chosen as the Office of Primary Responsibility
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Fundamental Constraints
There is no sustainable healthcare model for war or other catastrophic-level events 
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Simultaneity Challenge
There will always be more to deal with in war than the conflict alone 
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Growing Concerns
Disasters are growing more frequent, severe, and unpredictable
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Evolving Threats
The U.S. must contend with a range of natural, technological, and geopolitical threats
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A More Vulnerable System
A highly optimized healthcare system is a highly vulnerable one 
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National Disaster Medical System
The National Disaster Medical System is a highly complex CIV-MIL network of partners

National Disaster Medical System: CCRFs, FCC Airports, and Hospitals

CCRF

FCC airport

Hospital
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Potential Bed Capacities
Most of the medical capacity in the United States resides within the civilian health system

NOTE: War-time estimates are notional and based on potential baseline occupancy and forward deployments
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Notional Scenario Results

Physical Rehabilitation

Psychiatric

Transitional Care

Burn

Cardiac ICU

Critical Care / ICU

General Medical and Surgical

0 20 40 60 80 100

Days

Bed Capacity Over Time by Bed Type 
Across All Facilities

• Ukraine Casualty Adjusted Data• 100 Day Simulation• Gaussian distribution of daily casualty arrivals by site
• 370 at San Antonio
• 250 at Bethesda
• 190 at Sacramento
• 190 at Puget Sound

0%

20%

50%

100%

Available Beds 
% of Start



Goal 1 Goal 2 Goal 3
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ASSESS AND STRENGTHEN THE NDMS 
OF TODAY

DEFINE POLICY RECOMMENDATIONS FOR 
IMPROVING THE NDMS OF TOMORROW

DEVELOP PLANS FOR RAPIDLY GROWING 
THE NDMS UNDER FUTURE SCENARIOS

The NDMS Pilot is designed to address the limitations our military and civilian health systems must overcome in preparing for large-scale events. We aim to address 
these constraints by: (1) assessing and strengthening our current health systems, (2) defining policy recommendations for improving future health systems, and (3) 
develop plans for enabling rapid capacity building during large scale events requiring resources above what can be sustained under routine operations. 

NDMS Pilot Design
Aimed at achieving a sustainable model for military and civilian medical readiness
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Midpoint Review 
System oriented toward acute onset disasters and unable to meet LSCO requirements

• Lack of understanding of the policy environment

• No common operating picture or system-wide view

• Civilian planning not compatible with military plans

• No sustainable model for medical response in catastrophe 
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An Integrated Approach
Define policy environment, understand mission at a systems-level, integrate MIL-CIV plans, and adapt

Interagency 

Policy 

Review

Systems-

Level 
Modeling

Military-

Civilian 

Planning

Building on 

the Fly by 

Design
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Building on the Fly by Design
A sustainable model for preparedness

Imagine Discover Deliver
Requirements derived from the 

worst-case scenarios imaginable
Capabil it ies to develop or redirect when 

the rules may no longer apply
Operational planning to ensure rapid 

and eff icient delivery in times of crisis
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Why? Because Assumptions Won’t Hold.
Extreme events routinely lay waste to the strongly held beliefs of our world’s leading experts

• Day Jobs

• Data Sharing

• Medical Licensure 
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Final Takeaways
NDMS Pilot has revealed substantial knowledge and capability gaps across the nation

• Overwhelming majority of system capacity will come from civilian hospitals

• Even minor sustained flows of certain patient types could create bottlenecks 

• Critical to incorporate military and civilian policy and plans when ready

• Imperative to develop the ability to build non-disruptive capacity on the fly



Thank you
ncdmph@usuhs.edu   
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02

01 Demonstrate why an unbiased risk assessment through transparent and relevant data is 

important in assessing vulnerability, especially in a healthcare setting

By the end of this presentation, you should be able to…

Learning Objectives

2025 | Enhancing Objectivity of the HVA

Outline a simple and translatable three-step process to performing an HVA

03 Understand several ways to use quantitative and qualitative tools to better inform probability, 

impact and vulnerability scoring, and threshold building using the Kaiser Permanente Tool

04 Use lessons learned from past stakeholder engagement to promote more meaningful buy-in 

to the HVA process in manageable yet effective ways
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4

Introduction
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NYU Langone Health Footprint

4Hospitals

21EM+ER Staff

2Schools of Medicine

300+ Research Labs

45,000+ Staff and Faculty

350 Ambulatory Offsites

2025 | Enhancing Objectivity of the HVA
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NYU Langone Health Footprint

4Hospitals

21EM+ER Staff

2Schools of Medicine

300+ Research Labs

45,000+ Staff and Faculty

350 Ambulatory Offsites

2025 | Enhancing Objectivity of the HVA



8
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MANHATTAN MAIN 
CAMPUS

NYU LANGONE -
BROOKLYN

Source: NYCEM, HAZUS, NYU Langone 

Health, 2022

9
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NYC’s Threat-Rich Environment

Risk for violence and terrorism

High reliance on public transit

Aging grid infrastructure + high power demand

Old building stock + adaptive reuse 

Civil unrest + strike 

Densely packed population + infrastructure 

Diverse community profiles

2025 | Enhancing Objectivity of the HVA



Considerations for NYC Healthcare Systems
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Risks to 
Healthcare

Health & 
Safety of 
Staff and 
Patients

Mass 
Casualty & 

Patient 
Influx

Patient 
Care 

Impacts

Facility 
Disruption

Patient 
Evacuation

Dense 

Population Violence

Civil Unrest

Reliance on 

Public Transit 

Aging 

Infrastructure

2025 | Enhancing Objectivity of the HVA
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Program Evaluation

02



Previous Strategy

Objectivity through Data Integration

• Probability and risk 

assessment based on 

responses to qualitative 

surveying

• Led to bias towards certain 

hazard types

NHCPC | Enhancing Objectivity: A Revamp of HVA Strategy

13
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Stakeholder Engagement and Surveying

14
2025 | Enhancing Objectivity of the HVA



Assessing Redundancies in Hazard List 

• Active Shooter/ Armed Intruder 

• Bomb Threat- External 

• Bomb Threat- Internal 

• Chemical Spill- External 

• Chemical Spill- Internal 

• Civil Disturbance 

• Communication: Email Failure 

• Communication: Telephone Failure 

• Cyberattack

• Dam Failure 

• Drought 

• Earthquake

• EPIC System Outage 

• Evacuation of Patients and/or Staff

• Explosion- External 

• Explosion- Internal

• Fire- External 

• Fire- Internal 

• Flood- External 

• Flood- Internal 

• Generator Failure 

• Hazmat Incident/ Mass Decon

• HVAC Failure 

• Hurricane or Coastal Storm 

• Infant/ Ped Abduction 

• Infectious Disease Outbreak 

• Landslide 

• Mass Casualty Incident/ Patient Surge 

• Medical Gas Disruption/ Failure 

• Natural Gas Disruption/ Failure 

• Pandemic 

• Power Outage- External 

• Power Outage- Internal 

• Radiation Exposure 

• Sewage Failure- Internal 

• Sewage Failure- External 

• Strike/ Labor Action/ Work 

Stoppage

• Supply Chain Shortage/ Failure 

• Temperature Extremes 

• Terrorist Attack 

• Tornado 

• Transportation Failure 

• Tsunami 

• Water Contamination/ 

Disruption 

• Winter Weather 

• Workplace Violence/ Threat  

15
2025 | Enhancing Objectivity of the HVA



Tools and Best Practices 

16
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Opportunities for Improvement
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1

2

3

4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA
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Strategic 
Planning

03
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Use HVA to in form 

preparedness strategy and 

evaluate effectiveness of 

programming over time

• Goal Setting

• Programs

• Mitigation Strategy

• Program Evaluations

Align programs to threat 

environment to ensure 

programs reflect vulnerabilities

• Emergency 

Preparedness 

Programs

• Response

Ensure existing/new plans, 

trainings and exercises reflect 

current best practice and 

hazard landscape

• AARs

• Plan Writing

• Training and 

Exercises

• Supply Procurement

Strategy and Data Flow within EM+ER

2025 | Enhancing Objectivity of the HVA
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Basic Process

2025 | Enhancing Objectivity of the HVA
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Basic Process

Identification of 
Key Hazards

Analysis of Potential 
Impacts to Enterprise

Prioritization of Hazards for 
Strategic Planning, Programs, 

Trainings and Exercises

2025 | Enhancing Objectivity of the HVA
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Strategic 
Improvements

04
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Building Objectivity over Two Years

• Build upon baseline research

• Enhanced data collection 
strategies

• Focused on assessing 

vulnerability and preparedness

• Used more and better data to 

inform KP Tool 

• Formed a baseline reasoning 

for scoring 

• Focus on hazard types, impact 

definitions, and overall strategy

2023 - 2024

2022- 2023

2025 | Enhancing Objectivity of the HVA



Timeline for Improvement
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1

2

3

4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2023

2024

2025

2025 | Enhancing Objectivity of the HVA



Improvement Checklist 
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1

2

3

4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA



NHCPC | Enhancing Objectivity: A Revamp of HVA Strategy

Critically Assess Hazard List

2025 | Enhancing Objectivity of the HVA



NHCPC | Enhancing Objectivity: A Revamp of HVA Strategy

Critically Assess Hazard List

2025 | Enhancing Objectivity of the HVA
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Categorization of Key Hazards

Natural

Acts of Nature
Accidents and Technical 
Failures

Intentional acts by an 
adversary

Technological Human-Caused

2025 | Enhancing Objectivity of the HVA
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Key Hazards

2025 | Enhancing Objectivity of the HVA



Improvement Checklist
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2

3

4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA
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Indicators in Kaiser Permanente

2025 | Enhancing Objectivity of the HVA
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DATASETS TO INTEGRATE
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37

Integration of Quantitative data

Incidents and Events

• Measure alerts and activations 
of each hazard type

• Data plus literature review 
used to inform hazard impact 
scoring

Exercises and Trainings

• Understand baseline 
preparedness activities per 
hazard type

• Identify gaps in 
preparedness activities

2025 | Enhancing Objectivity of the HVA
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Integration of Qualitative Data

Risk Review Sessions

• Overview with wider 
Stakeholder and Leadership 
Group

• Interactive Data Collection

Stakeholder Survey Focus Group Sessions

Assessment of:
• Department Preparedness
• Internal Response Capability
• Reliance on External 

Partnerships

• Facilities, Security and MCIT
• Discussion of Preparedness 

Priorities and Initiatives
• Identification of Gaps

2025 | Enhancing Objectivity of the HVA
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Improvement Checklist
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3

4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA
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INCIDENT DATA
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Phases of Incident Data Transition

• Form reorganization/ cleaning

• Addition of priority levels, HVA 
categories and scoring thresholds

• Team training on data collection

Phase 2

Merge Watch Center and 
Incident Data Collection Forms

• Merging Forms

• Create one data repository, 
flexible enough for multiple 
uses 

Future

Phase 1

HVA Integration + 
Better Data Collection

Now

2025 | Enhancing Objectivity of the HVA
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Phases of Incident Data Transition

Phase 1

• Form reorganization/ cleaning

• Addition of priority levels, HVA 
categories and scoring thresholds

• Team training on data collection

HVA Integration + 
Better Data Collection

Phase 2

Merge Watch Center and 
Incident Data Collection Forms

Now Future

IMPROVE QUALITY IMPROVE PROCESS

2025 | Enhancing Objectivity of the HVA

• Merging Forms

• Create one data repository, 
flexible enough for multiple 
uses 
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Goals of Incident Data Transition

Clearly define severity of incident and reasoning for 

escalation

Categorize incident data upon collection to align 

dataset with the HVA

Enhance the specificity of data we collect while 

maintaining efficiency

Overall Goal

Enhance data collection strategy and plan data collection intentionally 

DEFINE

ALIGN WITH THE HVA

STREAMLINE

2025 | Enhancing Objectivity of the HVA



46

Data Transition - Completed Goals

Defined Scoring 
Thresholds

EXAMPLE

2025 | Enhancing Objectivity of the HVA
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Data Transition - Completed Goals

Aligned Hazard 
List with HVA

2025 | Enhancing Objectivity of the HVA
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Data Transition - Completed Goals

Streamlined 
Data Collection

2025 | Enhancing Objectivity of the HVA
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Data Transition - Completed Goals

Streamlined 
Data Collection

(ONGOING)

2025 | Enhancing Objectivity of the HVA
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HVA Stakeholder Survey

2025 | Enhancing Objectivity of the HVA

Internal Response Capabilities Reliance on External Partnerships



Improvement Checklist
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4

Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA
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REAL-TIME DATA COLLECTION
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Perceptions in Preparedness
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The Current Risk 
Landscape

“Cybersecurity is a key focus for 
the future because every risk 
listed is impacted by 
cybersecurity... any failures 
would have drastic 
implications.”

Protection of 
operations, Services 

and Systems

“Staffing, listed as the biggest 
concern, is impacted by 
burnout and subsequent 
availability…factors such as 
transportation and weather can 
impact their ability to cover all 
necessary sites.”

Departmental 
Resilience Improvement

“The shutdown due to COVID-19 
showed the resilience and 
adaptability of many staff 
members. Certain departments 
were flexible and able to work 
remotely, creating the possibility 
for resilient operations to future 
risks.”

My departmental resilience has 
improved over the last year

2025 | Enhancing Objectivity of the HVA
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Internal Partnership

Climate Change and NYU Langone Health

• Health impacts of climate change

• Potential impacts to NYU Langone over time

• Current sustainability goals and initiatives that focus 

on mitigating climate-related issues 

• How Emergency Management and Facilities 

departments collaborate to create resilience

Enhanced Research and Context 
Descriptions

2025 | Enhancing Objectivity of the HVA
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Improvement Checklist
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Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA
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Results + 
Conclusions

05
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Conclusions are based on a culmination of:

2025 | Enhancing Objectivity of the HVA
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Top 10 Enterprise Hazards - 2024

1

2

3

4

5

Flood/ Water Leakage

Violence/ Threat of Violence

Infectious Disease/ Pandemic

Medical Equipment Disruption/ Failure

Fire/ Smoke Condition

6

7

8

9

10

Coastal Storm/ Hurricane/ heavy 
Rainfall

IT Disruption/ Outage

Power Disruption/ Outage

Cyber Attack

Water Contamination/ Disruption

2025 | Enhancing Objectivity of the HVA



63
2025 | Enhancing Objectivity of the HVA



64
2025 | Enhancing Objectivity of the HVA



65

SWOT

S W

O T

St
re

ng
th

s
Physical Resilience + Mitigations
• Infrastructure Hardening
• Movement of critical equipment to emergency power
• Security Management Plan – critical access control 

systems disruption planning 
• Significant insulation improvements have been 

conducted

Internal + External Agency Coordination 
• Coordination with Metro Detention Center + High-

Profile Inmate Contingency Plan 
• Continued monitoring by the Watch Center enhances 

situational awareness of incidents 

Climate and Sustainability
• Green Infrastructure development on campuses, 

managing stormwater runoff

O
p

po
rt

un
it

ie
s Physical Resilience + Mitigations

• Enhancing preparedness towards a large-scale blackout 
• Increased preparedness towards sustained winds

IT, Telecom and Cyber Resilience 
• Targeted exercises regarding data recovery strategies 

across IT platforms 
• Increased transparency and information sharing about 

cyber security threats to ensure emergencies are managed 
most efficiently 

• Examining staffing redundancies: relocating and reassigning 
staff to provide redundancies to critical departments

Training and Education 
• Training initiative for staff on proper pull station utilization
• Continued improvement of project manager training with 

RED+F

W
eaknesses

Physical Resilience + Mitigations
• Browning water and water leak issues persist 

across campuses 
• Many non-hospital locations are not staffed with 

security personnel
• Understanding and preparedness efforts for space 

weather remain low

Programs and Protocol 
• Vendor outages and lack of operational readiness 

exist within some applications

Training and Education
• Staff capacity and geographic distance limits

information sharing and training for active shooter 
prep talks across campuses

Threats

Climate Change 
• Climate change will exacerbate many hazard 

types, including the cascading impacts of worsening 
extreme temperatures and increasingly severe storms

• Power/utility failure across hospital locations due to 
volatility of grid infrastructure in the City and 
evolving infrastructure improvements

Violence on Campuses
• Active shooter and workplace violence remain 

concerns, especially considering high-risk locations in 
proximity to hospital locations

• Sudden upticks in unexpected violent activity
• Social media can serve as a multiplier for civil 

unrest and acts of violence that could permeate onto 
hospital campuses

2025 | Enhancing Objectivity of the HVA
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Lessons Learned

06

…and how we can use them



Improvement Checklist
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Better Integrate Objective and Unbiased Data

Improve Our Data Collection Strategy

Critically Assess Hazard List

More Effectively Engage Stakeholders in the Process

2025 | Enhancing Objectivity of the HVA



Lessons Learned in Data + HVA

68
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1

2

3

Integrating objective data reduced media + 
availability biases in HVA

Clearly defined hazards and scores 
standardized the dataset and improved 

data quality

Aligning hazard categories in data and 
identifying datasets to feed into the KP tool 

ensured a more streamlined analysis

4

5

6

Continuously updated categories makes 
for a more precise HVA over time while 

allowing flexibility

Focusing on building a solid foundational 
analysis forces you to think intentionally

Implementing multi-year enhancements 
allowed for incremental but impactful 

changes over time

Mitigate Bias in Stakeholder Input

Clearly Define Hazards and Scoring

Align your Data to the HVA

Allow Hazard Lists to Evolve

Build a Foundation First

Phase Improvements over Several Years



Lessons Learned in Stakeholder Engagement
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1

2

3

Sustained involvement encourages 
continuous alignment and fosters buy-in

Trust stakeholders as SMEs for what is 
most relevant to them + use objective data 

where needed to reduce bias

Broader perspectives from many 
operational areas add nuance to risk 

assessments

4

5

6

Streamline processes, plan intentionally, 
and ensure relevance to maintain 

participation

Clear expectations with specific partners 
encourages accountability and easier 

follow up

Align efforts with system or department-
level goals for workload sharing and 

greater impact

Engage Early and Often

Balance Expertise & Objectivity

Diversify Input

Prevent Engagement Fatigue

Define Roles & Accountability

Leverage Partnerships
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Informing Future Stakeholder Engagement 

Better Outreach + 
Engagement

• Create structured EM+ER 
outreach workgroup for HVA

• Identify key personnel 
responsible for engagement

Data + 
Survey Strategy Partnerships

• Streamline participation – make 
it easier and more effective to 
engage

• Engage year-round to collect 
small amounts of data over a long 
period 

• Collect and integrate data 
from other departments

• Invest in mutually beneficial 
collaborative efforts 

2025 | Enhancing Objectivity of the HVA
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Questions?
Leanna Molnar
Emergency Management Analyst

E: Leanna.Molnar@nyulangone.org

Caitlin Flynn, CHSP, CHPCP
Health System Senior Director

E: Caitlin.Flynn@nyulangone.org

2025 | Enhancing Objectivity of the HVA

Emergency Management and Enterprise Resilience

NYU Langone Health 

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr


Rethinking ‘purpose’ and supporting the process to 
prepare for system success…

Paul Mikita 
Assistant Director Corporate Office of Emergency 

Management

RWJBarnabas Health System



 The typical blah, blah, blah…
 Currently the Assistant Director of the Corporate Office of Emergency 

Management for the RWJBarnabas Health Network in New Jersey

 Education
 Masters in Emergency and Disaster Management

 Associates of Science in Nursing

 Experience
 30-plus years Pre-Hospital, both Advanced and Basic Life support

 25-plus years Emergency Management, both Public and Healthcare

 20-plus years Nursing, Emergency Department

 Multiple certifications that suggest I get bored easily and like to learn
 CEN, CEM, CHEP, CBRM, CBRITP, HcEM, NHDP-BC, MICN



 As it relates to this session…
 Have been involved in healthcare emergency planning for 25-plus years

 While a staff nurse in the Emergency Department
 Led staff-level Emergency Department Committee self-charged with reviewing and updating 

department-level Mass Casualty Incident response

 Coordinated development and implementation of a department-level MCI plan through five 
concepts ranging from “single room” to “whole department” at a regional Level 1 Trauma 
Center’s Emergency Department

 Led multi-disciplinary committee to research triage algorithms and develop a Hospital-Based 
Triage Algorithm

 As a Hospital Emergency Management Specialist
 Continued work towards integration of a “whole house” response process among identified 

departments

 As Corporate Assistant Director
 Working towards incorporate of a system standard in MCI response among multiple hospitals



 Let’s hear about you
 The typical – Your Name, Facility, Facility Type
 What experience do you have with Emergency Department MCI planning
 Anything else that you think might be interesting

 While we go around the room, please answer the following question using 
the link below:

What is the primary purpose of your hospital’s Mass Casualty Incident Response 
Plan?

MCI Plan Purpose
https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b

https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b


 As it relates to this session…

 With all of my experience and opportunities…

 I am not here to have you develop the same department plan I’ve helped to develop, 
but rather review concepts and principles learned along the way and initially guide 
their application…although we will use what I’ve worked on as an example

 I want to walk you through lessons-learned and let you draw your own conclusions 
towards a plan that works for your facility

 I want to learn your experiences this session as you from mine

 We will be looking to utilize a mix of online surveys as well as pencil and paper 
throughout our Workshop, the game plan is:

 To not have me do all the talking

 Get you thinking

 Give you something to go home with



 Couple of ground rules and expectations:

 Please feel free to get up and move about the cabin

 The taking of phone calls and going to the bathroom are both acceptable, just 
please not while your still in the room

 If you are planning to throw things at me, please make sure you have a clear 
line…I would not want to see someone else hurt because of me, or bad aim

 Unfortunately, we will probably not get to developing your plan.  However, we 
will discuss concepts, principles, and applications that should start you on 
your way

 Please ask questions

 Now for my ramblings….er uhm Lessons Learned



Patient 
OutcomesEstablishment of 

incident management

Patients Triaged 
(determination of 
resource needs)

Incident Management 
structure established and 

resources to support 
response

Hospital Notification

Patient 
Management and 

Transport

Hospital resources deploy / 
Incident Management 
structure established

Patients triaged   
(determination of area 

placement)

Patients treated

 Components of the “ideal” theoretical mass casualty incident response…if it goes absolutely right…

Incident 
Occurs

Patients 
Discharged



 What if I were to challenge you to say that the purpose of a hospital-
based MCI plan should not solely be to support the Emergency 
Department, but rather support overall patient care through 
facilitating the throughput of the Emergency Department?

Best Place Survey
https://www.menti.com/al4x68stuo89 

https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b

https://www.menti.com/al4x68stuo89
https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b


ST Elevation Myocardial Infarction

•Rapid Identification via established criteria

•Alert via clearly defined hierarchy

•Dedicated response team

•Standardized response

•Cardiac Catheterization is not completed in Emergency Department

Brain Attack (with Neurointervention)

•Rapid Identification via established criteria

•Alert via clearly defined hierarchy

•Dedicated response team

•Standardized response

•Neurointernventional procedure is not completed in Emergency Department

Surgical Trauma (Timing in Acute Care Surgery – Red) 

•Rapid Identification via established criteria

•Alert via clearly defined hierarchy

•Dedicated response team

•Standardized response

•Corrective procedure is not completed in Emergency Department

< 90 
Minutes 

(AHA)

< 90 
Minutes 

(AHA)

< 30 
Minutes 

(ACS)



Hospital Mass Casualty Incident Response

•Non-standardized identification criteria

•Non-standardized alerting hierarchy

•Automatically send resources to Emergency Department

•Most MCI Plans start and stop in the Emergency Department

•Application of pre-hospital practices to in-house environment

•What about the “regular” patients?

•Patient throughput is ‘theoretical’ with vague destinations and 
no criteria for disposition



Comprehensive Mass Casualty Incident Management

Pre-Hospital Management

High Need / Limited Resources

Only patients are from the incident

Need to bring capacity

Bring Resources to Patients

“Short-term” Thinking

In-Hospital Management
Low Initial Need* / 
Available Resources

Management of 
‘routine’ patients

Need to ‘open’ capacity
Bring Patients to 

Resources
“Long-term” Thinking

* As it relates to patients from MCI



 Rethinking the response

 What does your hospital’s MCI response timeline look like?

 What does your Emergency Department’s MCI response timeline look like?

Incident 
Occurs

The ED is 
told about 

the incident

Is this a 
MCI?

Let’s tell 
someone?

Is this a 
MCI?

It is!!!! Oh Crap!!!
Initiate 
incident 
response

Respond to 
the incident

Etc.



 Rethinking the response
 Most common MCI response vs Documented MCI response

Retrospective Assessment of MCI responses in Israel 



 Rethinking the response timeline

 Most common MCI response timeline

 Based on Hospital Response

 Documented MCI timeline

 Emergency Department

 Hospital Response

 Planning should view MCI responses as two individual activations that 
complement each other to support appropriate patient throughput



MCI “Normal”

•Automatically send resources to Emergency Department

•MCI Plan starts and stops in the Emergency Department

Realizations Over 
Time

•Saving patients is not completed in the Emergency Department

•Best place for critical patients is NOT the Emergency Department

Overall Hospital 
Management with 

ED Support

•The Emergency Department is essential to comprehensive hospital management serving as a ‘Sentry’ or ‘Scout’

•Reporting of incident particulars helps to identify ‘critical’ functional areas

•Adapting “Whole Community” to the acute care setting



 Some identified advantages of this “rethinking”

 Identification of “critical” functional areas

 Each incident is unique…

 Minimizes overall hospital disruption

 Mobilization of necessary resources only

 “Pull” vs. “Push”

 Smoother transition to and from MCI Response

 Development of hospital-based practices

 More efficient resource management

 More efficient patient throughput

 Standardization of training based on response role

“Real-world” Experiences

• FSE – 75 mixed patients, 
dispositioned and 
cleared ED within 60 
minutes

• MCI – 14 critical trauma 
patients, dispositioned 
and cleared ED within 35 
minutes

• FSE – 50 mixed patients 
(inc. AFN, HOH, and 
language barrier), 
dispositioned and 
cleared ED with 45 
minutes



A Fresh Look

Department 
Response 

with ‘Whole 
House’ flair

Identification 
and 

Integration of 
Planning 
Partners

Patient 
Management

Command 
and 

Coordination

Plan 
Development

Response 
Tools and 

Tool 
Development



 Any questions so far….

Next: Preparing to Plan



Preparing to Plan



 Envisioning a New Purpose

Preparing to Plan

Planning to 
Guide Planning to 

Direct



 Envisioning a New Purpose

Preparing to Plan

Planning to Guide

Planning to Direct

• Objective oriented

• Concept based

• Flexible

• ‘Supported’ by the process

• “Quick Reference” format

• Task Oriented

• Purpose based

• Defined process

• Relatively ‘static’

• “Reference” format



https://app.sli.do/event/

 Envisioning a New Purpose

 Let’s say we are looking to develop an Emergency Department Mass Casualty 
Incident Response Plan that guides and supports proactive department setup 
and promotes patient throughput, what key point(s) do you think we should 
address in our plan?

Workbook – Planning Points

Preparing to Plan

https://app.sli.do/event/


Preparing to Plan

Planning Points That Have Been Identified Over The Years

Purpose Scope Objectives Activation
Patient 

Throughput

Patient 
Management 

Processes

Resource 
Management 

Processes

Ancillary and 
Support 

Expectations 
and Processes

Department 
Command and 
Coordination

Communication 
(Department 
and Hospital)

Quick 
Reference 

(Consolidate 
Plan to a ‘Two-

Pager’)



Preparing to Plan

 Identifying the Key Stakeholders

 What does your ‘Throughput’ look like?

‘Stay and Play’
Traditional Emergency Department Management

Operational setup is based on separation of acuity

•Identified patient management areas

Patient is static in process

Unidirectional
Establishing One-Way Flow

Operational setup is based on separation of acuity AND purpose

•Identified Intake Areas

•Identified Patient Treatment Areas

Patient moves through process



Preparing to Plan

 Identifying the Key Stakeholders

 What do the steps of your MCI ‘Throughput’ look like?



Preparing to Plan

 Identifying the Key Stakeholders

 What do the steps of your MCI ‘Throughput’ look like?



Preparing to Plan

 Identifying the Key Stakeholders

 What does ‘Throughput’ look like?

Patient Arrival

Step 1

Step 2

Step 3

Step 4

Patient 
Disposition

Patient Transfer 
from ED



Preparing to Plan

 Identifying the Key Stakeholders

 What does ‘Throughput’ look like?

 New arrival patient flow

 Current department patient flow

Patient Arrival

Initial Triage

Patient Registration

Area Placement / 
Secondary Triage

Initial Patient 
Management

Patient Transport

Ancillary Testing

Patient Transport

Secondary Patient 
Management/Patient 

Disposition

Patient Transport

Patient 
Disposition

Destination 
Identification

Patient Report

Patient Transport

Patient Transfer 
from ED

Room Turn Over



Preparing to Plan

 Identifying the Key Stakeholders

Emergency 
Department 
Patient Care 

Lifelines

Department 
Security

Equipment 
Management

Supply 
Management

Staff 
Management

Accountability

Patient Tracking

Family 
Management 
/Reunification

Documentation

Pharmaceutical 
Management

Just In Time 
Training



https://app.sli.do/event/

 Identifying the Key Stakeholders

 Based off our identified ‘Throughput’ steps/stages and ‘Lifelines’, what hospital 
department(s) or position(s) do you think should have a seat at the table in the 
development of our Emergency Department Mass Casualty Incident Response 
Plan?

Preparing to Plan

Workbook – Stakeholders

https://app.sli.do/event/


Preparing to Plan

Identified Stakeholders Over The Years

ED Nursing 
(Adult/Pediatric)

ED Providers 
(Adult/Pediatric)

Radiology
Cardiac 

Catheterization 
Lab

Trauma/Surgery 
Providers

Critical Care 
Providers

Supervision
Bed 

Management
Patient Transport Security

Clinical 
Engineering

Patient 
Equipment

Patient 
Registration

Pharmacy
Environmental 

Services



Preparing to Plan

 Identifying the Key Stakeholders

 Moving ‘Whole Community’ Concept to ‘Whole House’ Management
MCI 

Response
Emergency 

Department

House 
Supervision

Radiology

Bed 
Management

Transport
Command 

Center

Clinical Units

Operating 
Room

Pharmacy

Etc.

Whole Community

Public Sector

Communities

Nonprofit 
Organizations

Individual Families 
and Households

State, Tribal, 
Territorial and Insular 

Area Government

Federal Government

Local Government



 Any questions so far….

Next: Patient 
Management Resources

Preparing to Plan



Preparing to Plan Patient Management Resources



Preparing to Plan Patient Management Resources

• Triage

• Space

• Staff

• Stuff

• Triage

• Space

• Staff

• Stuff

• Space

• Staff

• Stuff

• Disposition

• Space

• Staff

• Stuff

• Disposition

‘Workup’ Patients
Admitted/Holding 

Patients

Arriving Medical 
Patients

Arriving Incident 
Patients

 Overview of Emergency Department Resource Utilization During a MCI

 Space

 Staff

 Stuff



Preparing to Plan Patient Management Resources

 Realistic overview of Emergency Department Resource Utilization 
During a MCI

 Space

 Staff

 Stuff

Department Resources

Current 
‘Workup’ 
Patients

Current 
Admitted/

Holding 
Patients

Arriving Patients

Medical

• Walk-In

• Ambulance
Incident Patients

Walk-In Ambulance



Preparing to Plan Patient Management Resources

https://app.sli.do/event/

 Defining resource needs

 What management processes and procedures can we pre-plan for and 
implement to help our staff better define what patient management  (not 
patient treatment) resources may be required during a MCI response?

Workbook – Resource Needs

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

Resource Estimating Processes and Procedures

Patient 
Triage

Area 
Designation

Area 
Staffing 

Guidance

Patient 
Throughput 
Algorithm

Patient 
Treatment 
Guidance

Department 
Decanting

“Single 
Department 
Response”



Preparing to Plan Patient Management Resources

Resource Estimating Processes and Procedures

Patient Triage
Area 

Designation
Area Staffing 

Guidance

Patient 
Throughput 
Algorithm

Patient 
Treatment 
Guidance

Consolidation
“Single 

Department 
Response”



Preparing to Plan Patient Management Resources

 In the beginning…..

 Patient triage is the foundation for

 Determining patient acuity

 Area placement



Preparing to Plan Patient Management Resources

 In the beginning…

 Patient triage considerations

 What Emergency Department triage algorithm does your hospital use? Why?

 What MCI triage algorithm does your hospital use? Why?



Preparing to Plan Patient Management Resources

 In the beginning…

 Patient triage considerations

 Spot the differences

 Why do we think they exist?

 Why do we use a ‘pre-hospital’ 
triage algorithm for hospital 
patients?

 Two algorithms – One incident?



Preparing to Plan Patient Management Resources

 In the beginning…

 Patient triage considerations

 Is there a standard MCI triage algorithm?

 Is there an ‘approved’ MCI triage algorithm?

 Is there a ‘mandated’ MCI triage algorithm?

 Is there a ‘hospital-based’ MCI triage algorithm?

 What else could triage be capable of?

 Pre-hospital to hospital transition and translation?

 Hospital readiness?

 Improving ‘whole house’ response?

 Force multiplication?



Preparing to Plan Patient Management Resources

 Please determine the triage acuities 
for the following patients arriving to 
your Emergency Department during a 
MCI where you are receiving 25 
patients from the incident

Patient Triage Survey 1 - START
https://www.menti.com/alczozkcyv14 

https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b

https://www.menti.com/alczozkcyv14
https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b


Preparing to Plan Patient Management Resources

https://app.sli.do/event/

 What if…

 What considerations would you make to develop a ‘hospital-based’ MCI triage 
algorithm?  What would your ideal triage algorithm look like?

Workbook – Triage Algorithm

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

 What if…

 Can we develop a ‘hospital-based’ triage algorithm?

Considerations 
for a hospital-
based triage 

algorithm

Account for 
available 
resources

Rapidly 
identify and 
screen for 

critical 
patients

Similar to 
existing 
triage 

processes

Low number 
of decision 

points

Assigns 
acuity based 
on ‘hospital’ 

language, not 
EMS



Preparing to Plan Patient Management Resources

 What if…

 Can we develop a ‘hospital-based’ triage algorithm?

 Spot the differences

 Spot the similarities

 Why do we think 
they exist?

 How’d we do?



Preparing to Plan Patient Management Resources

 Please determine the triage acuities 
for the following patients arriving to 
your Emergency Department during 
a MCI where you are receiving 25 
patients from the incident

Patient Triage Survey 2 – Hospital
https://www.menti.com/al28eqp63783 

https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b

https://www.menti.com/al28eqp63783
https://wall.sli.do/event/nNTHPw6UzRmhyRuJuZGus4?section=25c5178e-e1d4-462a-9cb5-b5197ae5f42b


Preparing to Plan Patient Management Resources

 Department Footprint

 Based off this Emergency Department 
layout, how would you layout your 
Emergency Department to manage a MCI?

https://app.sli.do/event/Workbook – Area Setup

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

 Department Footprint

 Things to consider

 Staffing

 Supply

 Access

 Patient Flow

 Routine Patients

 START based - Theory



Preparing to Plan Patient Management Resources

 Department Footprint

 Things to consider

 Staffing

 Supply

 Access

 Patient Flow

 Routine Patients

 START based – More Likely



Preparing to Plan Patient Management Resources

 Department Footprint

 Things to consider

 Staffing

 Supply

 Access

 Patient Flow

 Routine Patients

 ‘Single Department’ Concept

Delayed Intake

Ped
iatric 

In
take

Main 
Treatment Area

Closed

Advanced 
Triage

Critical Intake



Preparing to Plan Patient Management Resources

 Throughput 
Considerations

 What might patient flow 
look like in this scenario?



Preparing to Plan Patient Management Resources

 Throughput 
Considerations

 What could patient flow 
look like in this scenario?

Delayed Intake

Ped
iatric 

In
take

Main 
Treatment Area

Closed

Advanced 
Triage

Critical Intake



Preparing to Plan Patient Management Resources

https://app.sli.do/event/

 Throughput Considerations

 Based off what we’ve identified so far, what would your ideal patient 
throughput algorithm look like?

Workbook – Throughput

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

 Throughput Considerations



Preparing to Plan Patient Management Resources

https://app.sli.do/event/

 Treatment Considerations

 Working in groups, determine what kind of treatment would be suitable for the 
identified area

Workbook – Treatment

Intake Areas Treatment Areas

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

 Treatment Considerations

 Working in groups, determine what kind of treatment would be suitable for the 
identified area

• Initial assessment and Life-saving intervention

• Diagnostic testing should be done under the 
direction of a licensed provider and any 
departments responsible for testing should be 
notified of Mass Casualty Incident Response 
activation and modify operations appropriately.  
Priority should be given to requests for 
diagnostics originating from Intake Areas with 
preference towards the Critical Intake Area.

Intake Areas

• Reassessment as well as continued care and 
monitoring

• Diagnostic testing should be done under the 
direction of a licensed provider and any 
departments responsible for testing should be 
notified of Mass Casualty Incident Response 
activation and modify operations 
appropriately.  May include evaluation of 
non-life-threatening conditions as allowed 
by resource needs of Intake Areas

Treatment Areas



Preparing to Plan Patient Management Resources

 Staffing Considerations

 Is a nurse a nurse?

 Who can staff the Emergency Department during a MCI?

 Who should staff the Emergency Department during a MCI?



Preparing to Plan Patient Management Resources

MCI Staffing Considerations

Scope of 
Practice

Capability Comfort
Knowledge of 

Procedures
Physical 
Access

Technological 
Access



Preparing to Plan Patient Management Resources

https://app.sli.do/event/

 Staffing Guidance

 Working in groups, determine what kind of staff would be suitable for each of 
the identified areas

Workbook – Staffing Guidance

• Red

• Yellow

• Green

• Black

START Setup

• Critical Intake

• Delayed Intake

• Pediatric Intake

• Main Treatment

• Expectant

Unidirectional Setup

https://app.sli.do/event/


Preparing to Plan Patient Management Resources

 Staffing Considerations

Staffing Positions

• Red

• Yellow

• Green

• Critical Intake

• Delayed Intake

• Pediatric Intake

• Main Treatment

Staffing Types

• Red

• Yellow

• Green

• Critical Intake

• Delayed Intake

• Pediatric Intake

• Main Treatment



Preparing to Plan Patient Management Resources

 Staffing Considerations

Critical 
Intake Area

Emergency Department or 
Critical Care

Medical Provider (Physician, 
Physician’s Assistant, Advance 

Practice Nurse), Registered 
Nurse, Clinical Care 

Technician, Pharmacy, Patient 
Transport, Access 

Management

Delayed 
Intake Area

Emergency Department or 
Medical/Surgical

Medical Provider (Physician, 
Physician’s Assistant, Advance 

Practice Nurse), Registered 
Nurse, Clinical Care 

Technician, Pharmacy, Patient 
Transport, Access 

Management

Main 
Treatment 

Area

Emergency Department, 
Critical Care, Telemetry, or 

Medical/Surgical

Medical Provider (Physician, 
Physician’s Assistant, Advance 

Practice Nurse), Registered 
Nurse, Clinical Care 

Technician, Pharmacy, Patient 
Transport, Access 

Management



 Any questions so far….

Next: Command and 
Coordination

Preparing to Plan Patient Management Resources



Preparing to Plan Patient Management Resources Command and Coordination



Preparing to Plan Patient Management Resources Command and Coordination

Command Coordination



Preparing to Plan Patient Management Resources Command and Coordination

 Coordination Considerations

 Incident Command vs Incident Coordination (FEMA)

Incident Command

• Is used for all kinds of incidents by all types of 
organizations and at all levels of government; ICS is 
applicable to small incidents as well as large and complex 
ones.

• Can be used not only for emergencies, but also for 
planned events.

• Enables a coordinated response among various 
jurisdictions and agencies.

• Establishes common processes for incident-level planning 
and resource management.

• Allows for the integration of resources (such as facilities, 
equipment, personnel) within a common organizational 
structure.

Incident Coordination

• Establishing policy based on interactions with agency 
executives, other agencies, and stakeholders.

• Collecting, analyzing, and disseminating information to 
support the establishment of shared situational 
awareness.

• Establishing priorities among incidents.

• Resolving critical resource issues.

• Facilitating logistics support and resource tracking.

• Synchronizing public information messages to ensure 
that everyone is speaking with one voice.



Preparing to Plan Patient Management Resources Command and Coordination

 Command to 
Coordination…

 Where should/could the 
Emergency Department 
live?

 Branch?

 Group?

 Division?

 Unit? (Casualty Care 
Unit?)



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Unified Coordination picture

 Pre-planning

 Determine functions

 Determine positions

 Communication



https://app.sli.do/event/

 Command to Coordination…

 Working in groups, determine what response functions are required to 
successfully manage a mass casualty incident response

Workbook – Functions

Preparing to Plan Patient Management Resources Command and Coordination

https://app.sli.do/event/


Some Identified Department Functions

Command, 
Coordination, 

Communication
Patient Triage

Patient 
Management

Patient 
Disposition

Patient Tracking 
and Transport

Resource 
Accountability

Personnel 
Accountability

Registration Decontamination

Preparing to Plan Patient Management Resources Command and Coordination



 Command to Coordination…

 Functional Coverage

 Pre-planned locations

Preparing to Plan Patient Management Resources Command and Coordination



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Working in groups and based off 
identified functions, determine what 
command roles are required to 
successfully manage a mass casualty 
incident response.  Identify which 
available position would automatically 
assume the role during a response.

https://app.sli.do/event/Workbook – Positions

•Command, Coordination, Communication

•Patient Triage

•Patient Management

•Patient Disposition

•Patient Tracking and Transport

•Resource Accountability

•Personnel Accountability

•Registration

•Decontamination

Some Identified Department Functions

• Charge Nurse

• Triage Nurse

• Nurse

• Attending

• Residents

• Patient Care Technician

• Registration

Some Identified Department Positions

https://app.sli.do/event/


Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Available staffing

 Pre-planned positions

 Pre-planned posts

Position Suggested Assignment

Emergency Department 

Branch Director

Charge Registered Nurse, or most qualified 

Registered Nurse

Critical Intake Officer Critical Area Registered Nurse, or most qualified 

Registered Nurse

Delayed Intake Officer Fast Track Area Charge Registered Nurse, or most 

qualified Registered Nurse

Pediatric Area Manager Charge Registered Nurse, or most qualified 

Registered Nurse

Main Treatment Area Officer Charge Registered Nurse, or most qualified 

Registered Nurse

Advanced Triage Officer Triage Registered Nurse, or most qualified 

Registered Nurse

Helipad Manager Triage Registered Nurse, or most qualified 

Registered Nurse

Decontamination Officer Most qualified Emergency Department staff 

Resource Accountability 

Officer

Most qualified Emergency Department staff (i.e. 

Unit Clerk, CCT, etc.)

Patient Tracking Manager Most qualified Emergency Department staff (i.e. 

Unit Clerk, CCT, etc.)

Registration Officer Senior Access Manager, or most qualified



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Available staffing

 Pre-planned positions

 Pre-planned posts

 Unified Coordination

Position Suggested Assignment

Emergency Department Branch 

Director

Charge Registered Nurse, or most qualified Registered Nurse

Medical Officer Senior Emergency Department Attending, or most qualified 

Attending

Critical Intake Officer Critical Area Registered Nurse, or most qualified Registered 

Nurse

Critical Intake Medical Supervisor Senior Trauma Attending, or most qualified Attending

Delayed Intake Officer Fast Track Area Charge Registered Nurse, or most qualified 

Registered Nurse

Delayed Intake Medical Supervisor Emergency Department Attending, or most qualified Emergency 

Department provider available

Pediatric Area Manager Charge Registered Nurse, or most qualified Registered Nurse

Main Treatment Officer Charge Registered Nurse, or most qualified Registered Nurse

Main Treatment Medical Supervisor Most qualified provider

Advanced Triage Officer Adult Triage Registered Nurse, or most qualified Registered 

Nurse

Helipad Manager Adult Triage Registered Nurse, or most qualified Registered 

Nurse

Decontamination Officer Most qualified Emergency Department staff 

Resource Accountability Officer Most qualified Emergency Department staff (i.e. Unit Clerk, CCT, 

etc.)

Patient Tracking Manager Most qualified Emergency Department staff (i.e. Unit Clerk, CCT, 

etc.)

Registration Officer Senior Access Manager, or most qualified



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Working in groups and based off 
identified functions, determine where 
posts would be to successfully manage a 
mass casualty incident response

https://app.sli.do/event/Workbook – Posts

Delayed Intake

Ped
iatric 

In
take

Main 
Treatment Area

Closed

Advanced 
Triage

Critical Intake

https://app.sli.do/event/


Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Pre-planned posts

Area Designation Suggested Assigned From Operation

Emergency 

Department 

Command Post

ED Conference Room Determination of overall department operations 

including:

• Safety

• Objective Development

• Communication

Advanced Triage 

Area

Ambulance Entrance / Helipad Initial sorting of patients based on established 

criteria and assignment to appropriate Intake 

Area as well as initiation of life-saving 

interventions, as appropriate

Critical Intake Area Critical Care Initial assessment, treatment, and disposition of 

immediate acuity patients

Critical Intake Area 

Pharmacy Post

Med Closet Location for delivery and distribution of 

medications primarily to Critical Intake Area

Delayed Intake Area Rooms 1-8 Initial assessment, treatment, and disposition of 

mid and low acuity post-pubescent patients

Pediatric Delayed 

Intake Section

Rooms 9 & 10 Initial assessment, treatment, and disposition of 

mid and low acuity pre-pubescent patients

Main Treatment 

Area

Main Emergency Department – 

Adult / Pediatrics

Continued assessment and treatment of all 

patients

Resource 

Accountability Area

Acute Care Building Elevator 

Hallway / Hallway outside 

Pediatric ED entrance

Receiving, deployment, and tracking of all 

resources assigned to the Emergency 

Department

Decontamination 

Area

Ambulance Parking Receiving and decontamination of patients as 

well as initiation of life-saving interventions, as 

appropriate, prior to assignment to Advanced 

Triage Area

Registration Post Appropriate Registration stations Access manager



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Establishing Unified Command

 Development of Unified Coordination

 Integration into facility response

 Chain of Command

 Span of Control



Preparing to Plan Patient Management Resources Command and Coordination

 Command to Coordination…

 Working in groups and based off identified 
roles, determine what your ideal 
organization structure looks like.

https://app.sli.do/event/Workbook – Organization

https://app.sli.do/event/


Preparing to Plan Patient Management Resources Command and Coordination

 Command to 
Coordination…

 Establishing Unified 
Command

 Development of Unified 
Coordination

 Integration into facility 
response

 Chain of Command

 Span of Control



Preparing to Plan Patient Management Resources Command and Coordination

 Communication Considerations

 Who

 What

 Where

 When

 How



 Any questions so far….

Next: Plan Development

Preparing to Plan Patient Management Resources Command and Coordination



Preparing to Plan Patient Management Resources Command and Coordination Plan Development



Preparing to Plan Patient Management Resources Command and Coordination Plan Development



Preparing to Plan Patient Management Resources Command and Coordination Plan Development

https://app.sli.do/event/

 Planning Considerations

 Working in groups, determine what section headers you would want to include 
in your Emergency Department Plan

Workbook – Planning

https://app.sli.do/event/


Preparing to Plan Patient Management Resources Command and Coordination Plan Development

Purpose Background/Assumptions Scope Activation Objectives
Incident Command 

Structure

Incident Area 
Designations

Pre-Incident Patient 
Disposition

Staffing Equipment
Patient Triage / Advanced 

Triage
Patient Flow

Patient Identification / 
Registration

Specialty Patients / 
Minors

Patient Treatment / 
Assignment

Documentation / Order 
Entry

Treatment and 
Diagnostics

Medication

Patient Tracking and 
Transport

Incident Patient 
Disposition

Decontamination Reunification
Critical Incident Stress 

Debriefing
Quick Reference



Preparing to Plan Patient Management Resources Command and Coordination Plan Development

https://app.sli.do/event/

 Planning Considerations

 Walking through a Plan…

Workbook – The Plan

https://app.sli.do/event/


 Any questions so far….

Next: Tools

Preparing to Plan Patient Management Resources Command and Coordination Plan Development





https://app.sli.do/event/

 Tool Considerations

 What types of job aids and tools would you look to develop to help standardize a 
MCI response for your Emergency Department team?

Workbook – Job Aids and Tools

https://app.sli.do/event/




 Job Action Sheet



 Incident Action Plan / Department Assessment Tool



 Activation Flow Chart



 Additional Tools…

 Follow-up with your team to see what will help them initiate and respond to a 
MCI

 Determine how to summarize and guide

 Remember, simple standardizes



 Thank you for your time and attention

 Here is the simple part for me…the next steps are up to you
 Develop a planning team

 Review considerations

 Multi-disciplinary planning sessions

 Tabletop, Functional, Full-Scale

 Review and update

 Final Questions….

 Future Questions
 Connect at AHEPP

 E-mail: paul.mikita@rwjbh.org



Paul Mikita

Assistant Director, Corporate Office of Emergency Management

RWJBarnabas Health System



Restarting an 
Emergency 
Management 
Program
Presented by: Deb Teske, HcEM-M, CEM

 Mayo Clinic



Agenda

with interactive 
activities 
interspersed

Introduction

Overview of the original state

Challenges

Movement forward

Tools and templates

Conclusion



Introductions

Who, Who, 
Who…

are we?



Initiating Situation – 
Minnesota Mayo Clinic Health System

10 Hospitals 

• Critical access to Trauma level 3

• Multiple clinics and other buildings



Fred Rogers

"The keynote of progress ... is system and 
organization — in other words, 'team work.’” 
Charles H. Mayo, M.D.
(The Examination, Preparation and Care of Surgical Patients. Journal-
Lancet, 36:1-4 (Jan. 1) 1916)

What to do?



What do you think is the biggest challenge when it 
comes to successfully establishing or restarting an 
emergency management program?

1.Staff understanding what Emergency Management is 
and why it is important

2.Functioning and engaged Emergency Management 
Committee with the right membership

3.Leadership buy-in of the importance of disaster 
preparedness

4.Having dedicated Emergency Management staff

5.Emergency Management budget



Group Activity

Find at least 3 others with the 

same number of fingers up and 

meet up to talk about the area 

you feel is the biggest challenge. 

Brainstorm some options to 

address those concerns. Ask the 5 Whys



Group 

Sharing

Countdown for discussion time

What is the biggest 

challenge? 

Brainstorm some 

options to address 

those concerns.



Possible 
Solutions

(Group 
Sharing)

Staff understanding of EM & its importance

Functioning/engaged EM Committee

Leadership buy-in

Dedicated EM staff

EM budget



The Process We Used

ASSESS 

SITUATION

IDENTIFY 

MAJOR ISSUES

PRIORITIZE DEVELOP 

STRATEGIC 

PLAN

COMMUNICATE 

(ADKAR)

CREATE TOOLS 

REESTABLISH 

LOCAL EM 

COMMITTEES

GET LOCAL

BUY-IN

ESTABLISH EM 

METRICS

DEVELOP WORK 

PLANS

IMPLEMENT 

WORK PLANS

COMMUNICATE



Assess the Situation

External Audit

Interviews with leadership

Review Plans

Assess regulatory compliance

Collate results

Should have:

• Conducted informal discussion 

with frontline staff regarding their 

awareness of EM and needs

• Use this time to find EM 

champions at local sites



Identified Major Issues

• No support for EM

• No EM committee

• Limited leadership support

• Majority of plans over three years old

• Only annual preparedness training for staff

• No exercise or training plan

• No dedicated HICS personnel or training



EM Metrics March 2024
Hospitals 1 and 2 Hospital 3 Hospital 4 Hospital 5

8

15
3

12
10

134

14

6

10

14

88

9
14

7

Hospital 6 Hospital 7 Hospital 8 Hospital 9 Hospital 10

4

4

722

12

12

2

11
10

134

14

8

11
5

13

7

7

8

15

"I would admonish you, above all other considerations, to be honest. I mean honesty in every conception of the word: Let 
it enter into all the details of your work." William J. Mayo, M.D.
(Commencement Address, Rush Medical College, University of Chicago, June 15, 1910. Collected Papers of St. Mary's Hospital, Mayo Clinic. 1910; 2:557-566)



Prioritize
• No support for EM

• No EM committee

• Limited leadership support

• Majority of plans over three years old

• Only annual preparedness training 
for staff

• No exercise or training plan

• No dedicated HICS personnel or 
training

How 

would you

prioritize 

this list?



Group 

Sharing

Countdown for discussion time

What should be 

the focus and why?  

Work out pros 

and cons.



Create 
Strategic 
Plan

Table of Contents

• Overview

• Background

• Principles

• Roles and Responsibilities

• Goals

• Action Items



Keys for 
Leadership

Measure progress 

Measure compliance

Clear roles and goals

Standardization 



Sample 
Portions 

of 
Strategic 

Plan

Roles and Responsibilities



Add’l Sections



Communicate (ADKAR)

Stakeholder Role Approach
Key Interests & 
Issues Impact

Current 
Status Strategies

Long-Term 
Engagement

Work Area 
Supervisors

​​Responsible​
Supervisor 
article

Time & 
understanding

​​High​ ​​Unaware​ Templates, QRGs
Rounding and 
fire drill checks

Front-line Staff ​​Informed ​
All staff 
article

Safety & 
Knowledge

​​Medium​ ​​Unaware​ Articles
Rounding and 
fire drill checks

Site EM 
Committees

​​Accountable​ Meeting
Staff knowledge & 
TJC

​​Medium​ ​​Supportive​
Input and 
monitoring

Remind work 
areas when base 
plan reviewed



Communication Plan
Table of Contents

• Situation Analysis

• Audiences

• Key Messages

• Communication Roles

• ADKAR Table

• Communication Constraints

• Communication Methods

• Communication Matrix



Create tools 

Developed templates for:

• EM Committee Charge

• Site Training and Exercise Plan template

• EM Committee Work Plan

• Response and Operations Plan templates 
• Emergency Operations base 

with Annex for site 

• Hospital Surge

• MCI

• Decon

• Relocation/Evacuation

• Shelter-in-Place

• Weather



Committee Charge

• Scope

• Charge

• Structure including 

suggested membership

 

[Name] Emergency Management Committee Charge 

Rev. 10/13/2023 

Scope:   
The [name] EM Committee covers the [hospital] in [location(s)]. 

Charge: 
The charge of the [name] EM Committee is to oversee the Hazard Vulnerability Assessment, and 
emergency/disaster plans as well as the training and exercise plan related to these plans including 
but not limited to Emergency Operations Plan.  The committee will: 

• Conduct effective management reviews of the Emergency Management Program providing 

up-to-date plans, training, and exercises to ensure that staff are prepared to respond to 

emergencies and disasters. 

o Establish and track program objectives and metrics. 

o Conduct a hazard vulnerability assessment and identify updates needed to plans, 

training and exercises based on this assessment. 

• Create, review, update, and implement emergency/disaster plans as needed to provide 

guidance to staff about responding to emergencies/disasters. 

• Create, review, update, and implement emergency/disaster training to provide staff with 

competency on the emergency/disaster response. 

• Create and implement emergency/disaster exercises to test the emergency/disaster plans 

and training to assure staff competency, and appropriate response capabilities. 

• Ensure compliance with applicable standards and regulations.  

o Monitor and evaluate program activities for effectiveness of preparedness and 

response plans including compliance to applicable regulatory requirements (i.e., 

The Joint Commission Emergency Management chapter). 

• Communicate Emergency Management program progress and status to leadership and 

other applicable committees. 

• Direct and support improvement of the Emergency Management Program, including 

implementation of standard-based and best practice initiatives. 

• Proactively assess new emergency management studies, articles and best practices for 

application to EM program.  

Note: Although the committee may provide support to a specific work area through templates, 
training and exercises, work area level planning is not within the scope of this charge; work area 
supervisors/managers are responsible for developing/updating work area level plans. 



REESTABLISH LOCAL EM COMMITTEES

• Identify operational owner (Chair) at each site

• Work with operational owner to find a representative 

for major departments.  Balance between:

• Manager/supervisor level and front-line staff

• Decision-makers and passion for EM



The Joint 
Commission 

EM 10.01.01 EP3
The hospital has a multidisciplinary 

committee that oversees the 

emergency management program. The 

committee includes the emergency 

program lead and other participants 

identified by the hospital; meeting 

frequency, goals, and responsibilities 

are defined by the committee.



Group 

Sharing

Countdown for discussion time

.



Our Membership Recommendation
• Communications

• Desk Operations

• Emergency Department

• Emergency Management (in advisory role)

• Facilities

• Global Security

• Hospital Operations

• Human Resources

• Information Technology/Informatics

• Laboratory Medicine and Pathology

• Nursing

• Outpatient Operations

• Patient Experience

• Pharmacy

• Radiology

• Safety

• Supply Chain

• Telephone Operators/Switchboard

• Transporters



Committee Members Role
• Represent their area of expertise; provide subject matter expertise to 

group discussions.

• Have the authority to make decisions for their represented functional 
area.

• Actively participate in setting preparedness priorities.

• Support achievement of preparedness goals and objectives.

• Implement emergency/disaster plans in the areas they represent. 

• Communicate EM activities and information to their represented 
functional area as appropriate.



Get local buy-in
• Find pain points

• Create value

➢New simple website

➢New SharePoint site for documents

• Reconnect to:

➢County EM/ Public Health

➢Regional Healthcare Coalition

• Provide updates/touchpoints for EM Committee Chairs and 
Leadership



Approve 
EM 

Metrics Hospitals 1 and 
2

Hospital 3 Hospital 4 Hospital 5

8

15
3

12
10

134

14

6

10

14

88

9
14

7

Hospital 6 Hospital 7 Hospital 8 Hospital 9 Hospital 10

4

4

722

12

12

2

1110

134

14
8

11
5

13

7

7

8

15



Develop 
Work 
Plans



IMPLEMENT 
WORK PLANS

What would you put 
into your work plan?

How would you 
encourage buy-in?

What are the issues 
you would see arising?



Bumps in 
the Road



Resources
AHEPP Healthcare Emergency Management Committee Toolkit

EM Committee Agenda Template

EM Committee Charter

EM Metrics Spreadsheet

EM Strategic Plan

https://www.ahepp.org/page/EMcommitteeToolkit
https://www.ahepp.org/resource/resmgr/ahepp_tools_committee/EM_Agenda_Template.docx
https://www.ahepp.org/resource/resmgr/ahepp_tools_committee/EM_Committee_Charter.docx


Thank you

Deb Teske
Teske.Deborah@mayo.edu



Limited Resource Healthcare Facility 
Considerations for Disaster 
Preparedness

Dr. Joel Evans DO
Dr. Caren Herring MSN, RN, NHDP-BC



Objectives

• Identify barriers to emergency preparedness for limited 
resource facilities.

• Discuss solutions to identified barriers for emergency 
preparedness in limited resource facilities.

• Apply evidence-based practices to crisis action 
planning for limited resource facilities.



Background

• 4 Deaths
• 32 Injured

Mass Shooting in Dadeville, Al.

• 9 victims taken to surrounding 
hospitals.

• The rest came to the community 
hospital.

46 bed Community Hospital



Literature Review

CINAHL, Cochrane, 
EBSCOhost, 

MEDLINE, Google 
Scholar, and 

Nursing & Allied 
Health

Key Terms
• Limited 

Resource 
Healthcare MCI 

• FSED MCI
• Critical Access 

Hospital MCI
• Rural Hospital 

MCI

Results: 
• Nothing- Zero 

Articles



Secondary 
Literature 

Review

• CINAHL, Cochrane, EBSCOhost, MEDLINE, Google 
Scholar, and Nursing & Allied Health

• Key Terms:
• MCI

• Results:
• 12, 051 Articles
• Filtered- Peer Reviewed, Last 5 Years

• 2, 337 Articles
• Trauma Centers and Universities



Application of the Literature to Limited 
Resource Facilities

Multidisciplinary Team 
Approach

• All Personnel 
Located at the 
Facility Represented

Critical Organizational 
Functions

• Staff Protection
• Direct Production 

and Processes
• Support- Logistics 

and Personnel

Threat Forecast

• Natural Disasters
• Man-made Disasters
• Product and Process 

Disasters
• Fictitious Disasters 

(False Accusations)



Application of the 
Literature to 

Limited Resource 
Facilities 

Continued

Pre-Crisis Mitigation Actions
• HVA

Response Planning
• HVA and Resources Available 

Teams & Authorities
• HIC Structure
• Ensure Represented at the System Level

Recovery and Restoration
• Collaboration and MOUs



Outcomes

• Identification of Capabilities and Gaps
• Be Creative with Gap Resolution

• Multidisciplinary Collaboration and Cross Training
• All staff trained in Stop the Bleed, BLS, SALT Triage

• Collaboration with Outside Agencies for Support
• Police, Fire, EMS

• All-Hazards Approach
• One Risk at a Time, Walk Through the Process as a 

Team

• Create a Guideline to Follow but be Flexible



Example:

• Man-Made Disasters
• Verify Incident

• What was the event?
• Where did the even occur?
• Was the facility impacted?

• Activate HICS
• Notify Patient Care Supervisor

• Notify Administrator on Call
• Determine need to active crisis 

action plan
• Personal Safety/Personnel Safety

• Are staff, patients, visitors safe?
• Is the facility in a safe location/area?

• Environment
• What is the current environment?
• Are there any Hazards?

• Debris, electrical, water, sewage, 
fires, chemicals?

• Are systems operational?
• Utilities, electronic charting, 

communications?
• Number of Victims

• Is anyone injured? How many? Staff/ 
Patients/ Visitors?

• Are/Will victims being transported to 
facility?

• How many?
• MOI?

• Are additional resources needed?
• Safety?
• Staff?
• Stuff?
• Space?
• Systems?



Conclusion

More research is needed to identify the 
unique challenges for limited resource 
facilities and solutions to these 
challenges.

Dedication is needed by systems levels to 
support limited resource facilities to be 
prepared for disaster situations.

Collaboration and creativity is the answer.



QUESTIONS?

Thank you!

Dr. Joel Evans Dr. Caren Herring
jgevans@uabmc.edu ceherri4@sentara.com

mailto:jgevans@uabmed.edu
mailto:ceherri4@sentara.com


ARMED INTRUDER SPOT DRILLS 
A beneficial way to engage front line workers

Kim Eischeid, MPA, CHEP

Emergency Preparedness Manager

Nebraska Medicine



Disclosure Statement 

I have no financial interests or relationships to disclose.

2



• 9,600 employees 

• More than 1,400 affiliated physicians

• Two hospitals, anchored by tertiary/quaternary academic medical 
center, Nebraska Medical Center

• Primary clinical partner of University of Nebraska Medical Center 

• 70 specialty and primary care clinics, with 50 specialties and 
subspecialties

• 809 licensed beds in Omaha and Bellevue

• Region's only 24/7 trauma center providing comprehensive care for 
adults & children
3



Objectives:

4

• Consider what type of armed intruder exercise 
is right for your organization

• Identify various exercise barriers and look for 
ways to make it feasible

• Strategically lower the anxiety threshold of 
frontline staff on this threat. 



5

“Everybody has a plan until 

they get punched in the 

mouth”

- Mike Tyson



6



What type of exercise is right for you?

Discussion Based

• Tabletop

• Games

• Seminar

• Workshop

Operations Based

• Drills

• Functional 

• Full Scale

7



First Pitch: Full Scale Exercise

Cons

• Potential Stress and 
Trauma

• Space Requirements

• Cost

• Controversial exercise

Pros

• Enhance staff Preparedness

• Interagency Collaboration

• Realistic Training

• Identify areas of opportunity

8
Photo Credit: Fox 2 Detroit news: Active shooter mock drill held at Beaumont Hospital in 
Farmington Hills

 



I struck out

9



What exercises were right for us

10

Tabletop Exercise
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Spot Drills- Task specific for front line 
staff to respond appropriately and 
identify areas of opportunity.  

• Performed similar to silent fire 
drills or infant abduction drills, but 
without hospital notification via 
overhead PA system, email, and 
computer crawlers. 

• Small group participation

• Allow time for discussion 
following drill to answer 
questions 



Goals to spot drills 

12

Test response plan on continuous basis in various 
areas as well as colleague awareness of plans.

Test

Reinforce current armed intruder response plans 
to all staff

Reinforce

Identify any gaps or areas of concern noted from 
exercise or by staff. 

Identify



Unexpected perks of spot drills

13

• Offered real-time education of a top threat in addition to 
annual compliance. 

• Reiterate and reinforce the inherit risks to staff  and 
various ways threat exists.

• Alleviate anxiety & stress in the workforce.

• Garner discussion in every segment of an organization.



Should we continue? Why not….. 

• Effective:: These drills help 
prepare individuals to 
respond quickly and 
appropriately in the event of 
an armed intruder through 
repetition, swift decision 
making, and confidence 
building. 

• Cost Efficient

• Low Effort Planning

• Feedback shows that staff 
values the drills and 
opportunity to discuss 
concerns

14



Announced vs unannounced drills

15

Note: If you utilize all the alarms and alerts as real life, 
people may grow to think it's just a drill like fire alarm drills. 

PRO CON

Announced Drills Minimizes stress Employees may not take 
seriously knowing it’s a 
drill. 
Staff suddenly are “too 
busy”

Unannounced Drills Realistic response Unnecessary Stress and 
emotional trauma



Our Implementation

16

• Includes area for documenting areas for improvement

• Document's location of drill, number of participants and departments

• Backside includes additional educational information

• Completed forms are emailed to Managers & Directors of each area 
for awareness and follow-up

Drill evaluator form

• Basic Questions including date of drill & department

• Colleagues asked to rate knowledge of Armed Intruder Response 
plan Before and After drill.

• Colleagues are asked to rate any increase in stress noted secondary 
to drill itself. 

• Staff empowered by scanning the QR code. By doing so they are 
literally holding the power in their hands to dictate the future course of 
Armed Intruder Planning & education. This gives them a feeling of 
being a true Stakeholder in the development of our workplace. 

Colleague self assessment survey



Pre/Post Survey Data

17

Colleagues were asked to rate their knowledge of Armed Intruder Response Plan 
(EC-61) prior to drill, then again following the drill. 



Lessons Learned

Assessing Initial Awareness Levels with Armed Intruder 
Response Plan

• Objective: Gauge initial staff awareness without exercises 

• Approach: Surveys and feedback sessions.

➢ Findings: Colleagues knowledge perception increased 
significantly post drills. 

➢ Findings: Since recent drill induced stress question, 
there has been no increase in perceived stress from 
the drill itself. 

18



Lessons Learned

Survey Participation

• Challenge: Staff showed reluctance to complete short 
surveys, even with QR codes.

• Consequence: Limited quantitative data collection.

➢ Recommendation: Consider alternative feedback 
methods.

19



Lessons Learned

Exercise Engagement 

• Observation: Staff were highly receptive to discussions 
and reviews.

• Benefit: Provided valuable qualitative insights.

• Action: Continue to grow drills into standard practice

20



• Flexible 

• Valuable qualitative insights. 

• Notable improvement in plan 
knowledge

• Time Consuming for small team

• Lack of survey participation

21
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“To be prepared, is one of the 

most effectual means of 

preserving peace"

- George Washington



23



Resources
Federal Bureau of Investigation. (2017). Active shooter planning and

    response in a healthcare setting. FBI.

Federal Emergency Management Agency. (2020). Homeland Security

    Exercise and Evaluation Program (HSEEP). FEMA.

National Fire Protection Association. (2024). NFPA 3000: Standard for

   an active shooter/hostile event response (ASHER) program. NFPA

The Joint Commission. (2021). Quick Safety 4: Preparing for active

    shooter situations (Updated June 2021). The Joint Commission.

U.S. Department of Health and Human Services, U.S. Department of

    Homeland Security, U.S. Department of Justice, Federal Bureau of

    Investigation, and Federal Emergency Management Agency. (2014).

    Incorporating Active Shooter Incident Planning into Health Care

    Facility Emergency Operations Plans.
24



For additional information, please contact Kim Eischeid 
at keischeid@nebraskamed.com



An EF-4 Tornado and the 
Resolve of a Critical 
Access Hospital 
Finding dry ground when you no longer have a roof: 24 
hours, 19 tornadoes, the first EF-4 in Oklahoma in 8 years

Megan Stephens, RN BSN 

Erica McAllister, MPH, CHSP, CHEP, CLSS-HC, CHFM
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Objectives
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Identify critical means of internal and external communication required to 
manage a disaster situation.

• Develop a hierarchy of recovery priorities post disaster when resources are 
limited.  

• Understand the impact of these events on the hospital's workforce, how to 
support them moving forward and devise a workflow for maintaining and 
redeploying the facility workforce.  

• Review the processes and roadblocks for recovery support from leadership, 
insurance, and the state and federal governments.

• Determine how to move forward with temporary buildings, repairs, or new. 
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Resolve: Cambridge dictionary defines the noun use of “resolve” as “strong 
determination”.

An EF-4 Tornado and the Resolve of a Critical Access Hospital 

Resolve defines Mercy Health Love County in Marietta, OK both past, present, and 
future. Resolve is a quality every critical access hospital and team member must 
have.  It is not easy being a pocket-sized hospital that is 35 miles from another 
hospital … as defined by CMS.  It’s especially not easy when you are struck by an 
EF-4 tornado on approximately 11:00 pm on April 27, 2024, with only a skeleton 
crew working and no longer have a roof or safe building to provide patient 
care.  What is even harder is determining how you are going to survive post 
tornado with limited funds, assets, and options. Through it all you know your 
community needs the resources you furnish, the care you provide, and the 
mission you represent. Join us for exploring what closed our doors and how we 
are moving forward.  Resolve.
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Who is Mercy
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Health System founded by the 
Sisters of Mercy in 1986

• Heritage back to Catherine 
McAuley

• 6th largest Catholic Healthcare 
System in the U.S.

• $9.27 billon operating revenue

• 45 acute care and specialty 
hospitals
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Who is Mercy
An EF-4 Tornado and the Resolve of a Critical Access Hospital 
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It feels like we’ve been here before…
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

Mercy Hospital Joplin (St. John’s) May 22, 2011 EF-5 

No two disasters are the same. 



7

Who is Love County: a little Love history
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Established in 1972 by the people of Love County 

• South-central Oklahoma

• Joined with Mercy as managed in 1998

• Critical Access Hospital with first accredited RHC

• Services prior to event:

• ED and Outpatient Services

• Total ED visits 2023 = 4891

• EMS

• Acute and Swing Bed Inpatient Care

• Swing Bed admits 2023 = 165

• RHC

• Social Services Building

• Outpatient PT

• Food Pantry

• Senior Citizens Projects

• Rural but BUSY!!
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A Very Busy Day and Night 
An EF-4 Tornado and the Resolve of a Critical Access Hospital 
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What We Experienced: The Winds and the Rain

An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Several nearby towns impacted
• Weather service tracking multiple cells
• Minimal hospital crew working
• Little notice: Tornado Sirens not working
• Rain, rain and more rain
• Direct hit to interstate, warehouse, and 

grocery store
• Trucks thrown about
• Electric lines down
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An EF-4 Tornado and the Resolve of a Critical Access Hospital 



An EF-4 Tornado and the Resolve of a Critical Access Hospital 

Waking Up to the Reality 



An EF-4 Tornado and the Resolve of a Critical Access Hospital 



An EF-4 Tornado and the Resolve of a Critical Access Hospital 
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Strengths

An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Tight community

• Active relationship with MERC 
(Medical Emergency Response 
Center) and RMRS (Regional 
Medical Response System) Region 
3 leadership

• Frequent exercises/drills

• Established system for weather 
communication

• Two providers on scene

• EM leader monitoring weather at 
home

• Patients moved to safety

• Additional coworkers and volunteers 
arrived quickly

• 2 EF5 rated storm shelters on campus
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Strengths
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

Retired & current leadership onsite during 
the event

MERC  coordinated the patient transfers

Team secured equipment

County EM onsite = MHLC became incident 
command for hospital and county

MHLC member of a larger healthcare 
system and able to utilize the ministry
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Finding Dry Ground
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• 45 caregivers displaced
• Mercy Town Hall and HR 

Communications  were initiated within 
days of the disaster 

• Coworkers paid by Mercy up until June 
8th if not already redeployed
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Finding Dry Ground: Mercy’s Response
An EF-4 Tornado and the Resolve of a Critical Access Hospital 
: 

Mercy Senior Leadership Team on site within 48 hours

Activation of Ministry wide Emergency Operations Center 
(MEOC)

Legal and Finance team engagement

Architect team responded onsite within the first week 

Focus on preparedness across the Ministry
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Downdrafts and Lessons Learned 
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Promises made versus 
promises kept

• Mass communication system 
not functional

• Ambulances trapped and 
damaged

• No Public Health Emergency 
Declared= No 1135 Waivers

 

• Mercy access center
• Comparing to previous 

events
• Continued weather concerns
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Moving Forward
An EF-4 Tornado and the Resolve of a Critical Access Hospital 

• Getting functional in a timely manner
• EMS, RHC, and PT

• Lean on your leadership upstream
• Plan for an extensive recovery

• What will carry you through?
• Repurpose the functional

• Rethink your financial future 
• Is your insurance sufficient? 

• Be fluid
• Continue to be a part of the community
• Communication inside and out 
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Getting Back to Serving Our Community
An EF-4 Tornado and the Resolve of a Critical Access Hospital 



Conclusion
An EF-4 Tornado and the Resolve of a 
Critical Access Hospital 



Critical Infrastructure 
Failure:

When Standing Water Brings Surgeries to a 
Standstill

Presented by Donnie Grubb & Elizabeth Garrasi



▪ 200 bed acute care hospital
▪ Level III Trauma center 40 bed 

Emergency Department – 
65,000 patients per year

▪ 50-60 surgeries per day





Severe Weather 
Incident

The afternoon of Memorial Day, 
damaging storms passed 
through the eastern panhandle.

→Initial damage was isolated to 
1 Operating Room

→A second storm passed 
through that evening causing 
major infrastructure damage to 
all 10 Operating Rooms.



Weather Insights





Incident Response

▪ The AOC on-call issued an “all hands-
on deck” after the second storm 
passed through.
▪ Leadership and staff responded to 

move OR equipment and supplies out.



Incident Response

▪ Chief of Surgery immediately placed 
BMC on surgical/trauma diversion.

▪ Chief Medical Officer activated 
Incident Command. 

▪ System ICC requested to assist.



Barriers to Response
▪ Lack of understanding of incident 

management
▪ Lack of cohesiveness among 

executive leadership
▪ Local resources were inadequate 



Incident Command Activation

▪ ICC Roles
▪ System Support
▪ ICC Schedule 
▪ ICC JITT & Education
▪ Assessing Impacts





Incident Command Operations

▪ Preserving evidence for legal
▪ Equipment inventory 
▪Coordination with outside entities
▪ Restoration/Construction oversight





Patient Impacts

▪ Trauma diversion for 6 weeks
▪ All surgeries cancelled until they could 

be rescheduled
▪OB patients had to be rerouted
▪ Inpatients awaiting surgery had to await 

an alternate site



Staff Impacts

▪ Restructuring of leadership org chart
▪ Irregular scheduling and workspaces
▪ Lack of appropriate equipment/supplies
▪New workflows



Financial Impacts
Business Interruption 
Insurance Claim :

$3.2 Million
Supplies = $1million

Mobile OR = $1 million
Loss/Disaster response = $3 million



Problem Solving

▪Creative use of space
▪ Converted Cath Lab to damage control OR
▪ Adjusted outpatient surgery eligibility 

requirements (BMI/age thresholds)
▪ Reallocated 4 ICU rooms to endo suites

▪Delegation of Tasks and Streamlined 
Communications through Juvare eICS



Problem Solving

▪ Infection Control
▪Mobile ORs









Lessons Learned
▪ The construction process: 

be involved early & often
▪ Executive ICS Training
▪ Vet your vendors
▪Communications (internal, 

external, patients)
▪ Process Maps
▪Creative Continuity 

Strategies



Crisis = Opportunities

▪New leadership
▪More buy-in for Emergency 

Management
▪ Accelerated Timelines
▪ Bed Transfer Center
▪New incident command center





Donald L. Grubb III, BSPH, PN, CHEP
Manager, Trauma & Emergency Management
WVU Medicine Berkeley & Jefferson Medical  Centers

Elizabeth M. Garrasi, MS, CHEP, CEDP, HcEM-P
Director, Institutional Continuity

St. Jude Children’s Research Hospital



System Level Unified Command: 
A Case Study of a Healthcare System’s 
Response to the CrowdStrike Incident

Julie Bulson DNP, MPA, RN, NE-BC, HcEM-M
FEBRUARY 25, 2025



Objectives
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Objectives

3

• Explain the impact of the CrowdStrike incident on the healthcare 
system and its services

• Describe the system unified command structure and its key features 
and design for managing the crisis

• Identify the challenges and lessons learned from the incident and the 
strategies for improving preparedness and resilience for future 
technological impacts



Who Are We?

4

02



An Integrated System
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Who We Are

65,000+
Team Members

300+
Ambulatory/Outpatient 
Locations

1.3+ Million
Health Plan Members

12,000+
Affiliated, Independent and 
Employed Physicians and 
Advanced Practice 
Providers

21
Hospital Facilities

9,000+
Employers Contracted by 
Priority Health

15,500+
Nurses

5,000+
Licensed Beds



Organizational Design
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Care Delivery* Coverage

Corewell Health West

• Ludington Hospital
• Reed City Hospital
• Gerber Hospital
• Greenville Hospital
• Helen DeVos Children’s 
Hospital

• Butterworth Hospital
• Blodgett Hospital
• Zeeland Hospital
• Pennock Hospital

Corewell Health East

• Beaumont Troy Hospital
• Farmington Hills Hospital
• Wm Beaumont 
University Hospital

• Beaumont Grosse Pointe 
Hospital

• Dearborn Hospital
• Wayne Hospital
• Taylor Hospital
• Trenton Hospital

Corewell Health South

• Watervliet Hospital
• St. Joseph Hospital
• Niles Hospital

Priority Health

• Grand Rapids
• Kalamazoo
• Holland
• Traverse City
• Lansing
• Southfield
• Detroit
• Physicians Health Plan of 
Northern Indiana

*Also includes 300+ ambulatory/outpatient locations throughout all care delivery regions



CrowdStrike Impact
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Scenario - CrowdStrike

Scenario
On July 19, 2024, CrowdStrike declared a widespread outage 
affecting Microsoft Windows hosts due to an issue with an 
update to CrowdStrike Falcon. 

They confirmed this was not due to any malicious cyber activity. 

This had a rolling impact internationally based on when the 
upgrade was deployed to CrowdStrike Customers. They were 
able to roll back the update file within 1.5 hours of deployment. 

The result to the computers that automatically downloaded the 
update was a Windows operating system crash. This required 
manual intervention to any devices presenting the “blue screen 
of death”.

***Important to note, this occurred two days prior to a regional 
transition from one instance of Epic to a primary instance to 21 
hospitals and 200+ providers.
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Scenario – CrowdStrike Impact at Corewell Health

Shortly after 1:30 am, a spike of calls reported multiple areas with computers 
rebooting and getting stuck at a Blue Screen of Death (BSOD) error 
throughout the organization – all regions. 

DS aligned resources and found this was due to an issue with the 
CrowdStrike security application (Falcon) on our computers. 

CrowdStrike pushed an automatic update globally that pushed a bad file 
causing the blue screen for Windows systems. 

Performing a restart causes the workstation to go into recovery mode 
locking it out from immediate use. 

Our internal Security team stopped the CrowdStrike push but it reached 
several of our devices. Both Windows servers and end user workstations 
were impacted.

10



CrowdStrike Impact at Corewell Health
DS team members were deployed onsite to start manual intervention to repair the BSOD 
on workstations throughout the organization.

Communication delivered via a Plan Data page and email, and the System Command team 
is working to identify areas of impact, priorities, and focal points. The DS Status Button was 
updated along with an email.

Based on the 6 am System Command call, the estimate is about 80% of devices (32,685 
workstations and 1,571 servers) could be impacted, with only 20% unaffected.

We did not divert in our Eds

We did reschedule many surgeries

Staffing impact due to Canadian nurses not able to cross the border – it was closed for a 
period of time

DS change moratorium in place until 1700

***Important to note, this occurred two days prior to a regional transition from one instance of Epic to a primary instance across 
21 hospitals and 200+ providers.

11



CrowdStrike Impact at Corewell Health
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• 32,685 devices and 1,571 servers were impacted
• Developed and distributed blue screen fix instructions
• All devices required manual intervention
• Developed a corporate cost center to capture all 

related expenses
• By Wednesday, 7/24/24, 95% of devices had been 

completed remediated 



Corewell Health Response Timeline
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0134 – Major Incident 
Declared with report of 
multiple systems down 

across the region. 
Computers are 

rebooting and staying 
on the blue screen of 

death

0223 – System - Plan 
Data - Multiple 
Systems declared and 
mass notification 
message issued
• "We are aware of multiple 

system impacts 
throughout the 
organization. This includes 
computers rebooting and 
arriving at a windows blue 
screen error. DS is aware 
and actively working to 
understand root cause and 
resolutions. Please use 
downtime procedures 
where appropriate“

0356 – Teams chat 
message sent to all 

COOs and key 
executives to attend a 

command center 
meeting at 0430

0410 – MIM update call
0430 – System 

Command Center 
update meeting 

0505 – MIM update call
0600 – System 

Command Center 
update call

Continued cadence of 
MIM / Command 

Center updates every 
three hours.  

2000 – System incident 
commander 

completed hand off to 
incident commander 

on call for evening and 
overnight hours

2/19/24 - Impact

32,000+ devices

1500+ servers

2/24/24 - Impact

95% of devices 
remediated

2/21/24 0600

Major Epic go live 
across 8 hospitals 
and 200+ provider 
locations

These update calls continued throughout the day for the next several 
days and transitioned into the update calls for the Epic go live



Remediation Process
• Routinely schedule command center meetings at all levels of command

• Utilized the EOC / Incident Commander daily chat to provide routine updates

• Each local command post had routine times for updates to regional command post

• Regional command posts had routine update times to connect with the System Command Center

• Group TEAMS chat and open meeting for DS team support as they worked through the volumes of 
devices 

• Recruited leaders to round at each facility with a flash drive to upload a fix for each impacted device

• Developed a tracking process for each flash drive to ensure return (had to buy 300 as we don’t allow them 
in our system)

• Coordinated distribution of flash drives at all primary locations

• DS on site support teams and site-specific leaders were engaged to assist with the remediation process

• Transitioned to an automated process for remediation
14



System Unified Command Structure
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System Command Center Structure - Benefits
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• Enhanced communication

• Collaboration with external 
agencies

• Ensuring continuity of care

• Ability to effectively prioritize 
patients needs

• Flexibility and adaptability

• Continuous improvement and 
learning

• Support for non-emergency 
operations

• Improved organizational 
efficiency

• Clear decision-making 
structure

• Enhanced patient safety

• Efficient resource 
management

• Reduced chaos and improved 
order

• Standardized approach

• Improved preparedness and 
planning

• Enhanced accountability and 
transparency
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What is Project Oscar?

Named after the Oscar-winning movie 
Everything, Everywhere All at Once. 

This project plans for a worst-case scenario 
where all systems and applications are 

impacted across the 
entire organization.

We aim to develop a robust readiness 
strategy to respond to any unforeseen 
business disruptions such as a major 
cybersecurity incident and/or ransomware 
attack. 

We need to prepare for a significant, 
system-wide outage that lasts up to 30 
days or longer

This initiative will develop disaster response 
and business continuity playbooks to:

• Minimize our operational and 
financial impact

• Enhance patient safety and care 
delivery 

• Allow us to restore our business 
systems and functions to normal
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What does Project Oscar include?

Create a service 
continuity plan to 

restore all
applications in 
priority order.

Develop 30-day 
downtime plans 

for operating 
during a system-

wide network and 
application 

outage.

Refine an incident 
command center 

structure, roles and 
responsibilities, 
communication 
plan, and staff 

education.

Business 
Continuity

Disaster 
Response

Service 
Continuity

Project Oscar consists of three workstreams:
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System Unified Command Center Structure
System Leadership Team

System Command Structure

Region Command Post (CHE, CHW, CHS, PH)

Local Entity Command Post

Cyber Response

System Leadership Team

External 
Engagement

Executive 
Response Team

Legal Compliance

Safety Officer

Subject Matter 
Expert

PIO

Liaison Officer

Major Incident

Command Center 
Manager

PIO

PIO

Safety Officer

Safety Officer

Logistics

Logistics

Logistics

Operations

Operations

Operations

Planning

Planning

Planning

Finance

System Delegate Operations 
Leader – System Incident 

Commander

Incident Commander

Incident Commander

Finance

Finance
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System Command Center Structure
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Leaders defined three deep for all positions within the System / Regional / Local 
command center structures.

Job action sheets developed specific to cyber threats for each position within the 
command center structure.

Education modules being developed for each role within the command center 
structure at all levels.

Several large-scale tabletop exercises were completed in 2024 with key leaders at 
all levels within the organization. 

Systemwide tabletop exercise planned for late fall with all levels of command 
center structure to test the newly revised System command center structure and 
ensure all leaders staffing the command centers are comfortable with their roles.



Lessons Learned
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What went well?
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INCIDENT COMMAND

• Rapidly established the system level 
command center with connections to all local 
command posts including Priority Health

• Regular update meetings with all levels of the 
command center structure

• Rapidly developed “Blue Screen Fix 
Instructions” per region (different devices 
between regions)

COMMUNICATION

• Coordinated communications utilizing already 
established venues to share information (e.g., 
DCI)

• Utilization of TEAMS chats to coordinate tracking 
of resolved devices

RESOURCES / ASSETS

• Multidisciplinary coordination to resolve 
computer / device issues including access to 
DS support meetings to address questions 
and to guide team members through the 
instructions

• Redeployment of staffing based on needs

• Onsite leadership to direct prioritization

• Good coordination of sharing devices that 
remained working

• Creative thinking and rapid procurement of 
flash drives



Lessons learned
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• Mass notification groups inaccurate 

• Lack of off network connections to response tools

• Unauthorized use of mass notification tool based on 
historical applications resulting in confusing messaging

• Integration challenges remain (three different clinical 
communication platforms) – working to implement an 
interface to improve mass notification efforts

• Develop a communications strategy for urgent / 
emergent communications (e.g., platform, timing, 
notification group, etc) – education to the masses

• Need a pre-planned emergency main menu on our DS 
service desk



Lessons learned

24

• Need to be able to communicate specifically to 
remote workers

• Educate on the delegation of authority for decision-
making (e.g., cancellation of surgeries / ED 
diversions, etc.)

• New command center technology needs some build 
and education to all leaders

• Need an updated list of all departments / facilities / 
OP locations, etc

• Need to emphasize the need for departments to 
develop their technology downtime plans (e.g., 
nutrition and utilization of cash registers, etc).



Thank you.

Julie Bulson DNP, MPA, RN, NE-BC, HcEM-M

Director, Business Assurance, Corewell Health

Julie.bulson@corewellhealth.org 

616.481.2448

mailto:Julie.bulson@corewellhealth.org




I Know a Guy –
Leveraging 

Relationships to 
Increase 

Resiliency in 
Disasters

Christopher Blomgren

RN, MS, NEMEA



• Associates in Nursing 

(RN)

• Bachelors in 

Psychology

• Masters in Emergency 

Preparedness

• Graduate of Master 

Exercise Practitioner 

Program, National 

Emergency 

Management 

Advanced & Executive 

Academies

• Retired Army (Medic/LPN)

• Volunteer Firefighter (31 

years)

• Team Rubicon IMT

• Former City/County Fire 

Chief

• Former City/County 

Emergency Manager

• Former Small Business 

Consultant for LTC

• Current Healthcare 

Emergency Preparedness 

Consultant



Objectives

1. At the end of our discussion, we will understand what “I Know a Guy” means and how it applies 

to facility and community resiliency after a disaster.

2. At the end of our discussion, we will have clear guidance on how to build “I Know a Guy” 

relationships through outreach, training, and exercises, while simultaneously meeting CMS 

guidelines on emergency preparedness.

3. At the end of our discussion, by way of story-time, we will have an understanding on how the “I 

Know a Guy” principle was used in real-world events at the regional, local, and facility level.

4. At the end of our discussion, as time allows, you will join in on a moderated discussion on how 

to build relationships and increase resiliency at the facility level.



What is “I Know a Guy”?

• What it is not:

• Sexist

• Misogynistic

• Exclusionary



What is “I Know a Guy?”

• What it IS:

• Ubiquitous

• Gender neutral

• DUDE!



Blue-Sky vs Gray-Sky

• Blue-Sky Events

• Things we do when there isn’t an 

emergency

• Training

• Exercise

• Plan Reviews/Updates

• Relationship Building

• Public Outreach



Blue-Sky vs Gray-Sky

• Gray-Sky Events

• Things we do when a disaster or 

emergency happens:

• Response - 

• Protection of life/Life-saving

• Incident stabilization

• Protection of 

facility/infrastructure



Building Relationships

• How do we  build relationships?

• GET TO KNOW YOUR NEIGHBORS

• Who has skid steers/heavy equipment

• Where can you do commercial amounts of laundry

• Who can provide refrigerator/freezer access

• Who has manpower to move people, beds, food, etc.

• Who can provide meals if you lose food production capability

• Even in the largest of communities, LTC and hospitals are a cornerstone of 

the community



Planning for the Bad Days

Why?

Resiliency

Staff, Patient, & 
Resident Safety



Staff, Patient, & Resident Safety

• Financial

• Legal

• Culture

• Satisfaction



Why is Resiliency Important?

• Continuity of Care – Continuing to provide the best care to the most people for 

the longest amount of time.

• Continuity of Operations – Continuing to maintain the business aspect of the 

facility.

• Quality of Life – Ensuring minimal disruption of day-to-day life to our residents

• Economic Stability  - Ensuring our staff remains gainfully employed and we 

provide services/employment to our communities







What do we plan for?

NATURAL & MANMADE HAZARDS

• Wind Events

• Extreme Temps

• Utility Failures

• Active Threats

• Cyber

THIRA/HVA

• THIRA – Threat & Hazard Identification & 

Risk Assessment

• Is also done at the city/county/regional level

• Easily adaptable to healthcare facilities

• HVA – Hazard Vulnerability Analysis

• Similar to the THIRA

• Focused more on healthcare/healthcare 

facilities



Using  the THIRA/HVA

• Mitigation Efforts

• Training & Exercises

• Plan Development & Refinement



How Do We “Know a Guy”?

• Mitigation Efforts

• Training & Exercises

• Plan Development & Refinement



How Do We “Know a Guy”?

• Training • Exercises • Conferences • LEPC/COAD/VOAD• Public Outreach



Story-Time…..



Clark County MYTEP



MOBEX Trigger



Moberly Water Failure



COVID Response



NEMO Derecho



Review

What should we plan for?

Why should we be resilient?

How do we know a guy?



When ”I Know a Guy” Hits Home



Contact Information

• Christopher Blomgren

• Sappernurse@gmail.com (personal)

• Chris.Blomgren@katmaisolutions.com (work)

• 660-342-3962 (cell)

• 907-308-3698 (work)

• https://www.linkedin.com/in/christopher-blomgren/

mailto:Sappernurse@gmail.com
mailto:Chris.Blomgren@katmaisolutions.com


ELDERLY VULNERABILITY AND 
DISASTER-ASSOCIATED 
PSYCHOLOGICAL TRAUMA: 
CONSIDERATIONS FOR FACILITY 
DECISION MAKING 

JACQUELYN MARCHAND, PHD, HCEM-B

VICE-PRESIDENT OF ADMINISTRATIVE SERVICES & 
COMMUNITY RESILIENCE



• Brain Function & Decline

• Physical Decline

• Disaster-Induced Psychological 
Trauma

• Considerations for Facilities

2

DISCUSSION POINTS 



BRAIN FUNCTION & 
DECLINE

• Cognitive impairment is present in 
10-30% of elderly population

• Brain size decreases with age

• Crystallized abilities improve until 
age 60, but fluid abilities have steady 
decline from age 20-80

• Sensory and processing speed and 
executive functioning decline with 
age

• Functional brain decline impedes 
information processing
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BRAIN FUNCTION & 
DECLINE

4

• Dementia is the progressive loss of 
cognitive functioning to the extent it 
interferes with daily life
• Brains cells stop functioning and die

• Common symptoms: short-term 
memory loss; difficulty with 
communicating, visual and spatial 
abilities, reasoning, complex tasks, 
planning and organizing, coordinating 
and motor functions; confusion and 
disorientation

• In 2015 50 million people had some 
form of dementia

• Expected to be 82 million by 2030 and 
152 million by 2050



BRAIN FUNCTION & 
DECLINE
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• Traumatic brain injuries are very 
common in the elderly population 
due to increased fall risk

• Illness or chronic health conditions

• Medications for health conditions

• Malnutrition



BRAIN FUNCTION & 
DECLINE
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• How does brain function and decline 
contribute to psychological trauma?
• Difficulty processing new information 

and changes to routine
• What is going on?

• Difficulty reasoning
• Why is this happening?

• Sense of time is lost
• How long will this last?

• Difficulty communicating feelings and 
needs
• I need….

• The brain’s inability to do these normal 
functions leads to higher levels of 
anxiety without factoring in disasters



PHYSICAL DECLINE

• Changes to vision
• Presbyopia, senile miosis, cataracts, 

glaucoma, macular degeneration, 
diabetic retinopathy

• Hearing loss
• Presbycusis

• Difficultly hearing sounds over 4 KHz

• Difficulty filtering out distracting noises
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PHYSICAL DECLINE

• Chronic health conditions/comorbidity
• Heart disease, diabetes

• 80% of elderly have at least 1 chronic health 
condition

• Sedentary lifestyle

• Extended hospital stays

• Muscle mass and strength decreases
• 30-50% reduction between ages 30-50

• Strength decreases 12-14% each decade 
after 50
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PHYSICAL DECLINE

• How does physical decline affect 
psychological trauma?
• Physical decline leads to feeling of 

helplessness, vulnerability, and isolation

• Increases likelihood of anxiety, confusion 
and fear without factoring in disasters

• Those under such mental duress are more 
prone to disaster-induced psychological 
trauma
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DISASTER-INDUCED 
PSYCHOLOGICAL TRAUMA

• 3 tiers of factors influencing risk 
perception:  macro, meso, and micro

• Territorial functioning

• Ontological security

• Memory bias

• Social attachment theory

• Time pressure

• Elderly are more prone to long-term 
psychological stress
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DISASTER-INDUCED 
PSYCHOLOGICAL TRAUMA

• Recency effect

• Spatial optimism bias

• Elderly more prone to PTSD

• Elderly have greater sense of loss

• Psychosomatic illness
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DISASTER-INDUCED 
PSYCHOLOGICAL TRAUMA

• What triggers psychological trauma?
• Exposure hypothesis

• Past experiences

• Chronic conditions

• Fragile social support

• Mental health

• Disruption of daily routine

12



DISASTER-INDUCED 
PSYCHOLOGICAL TRAUMA

• What trauma can a disaster inflict on 
psyche?
• I’ve lost control

• I can’t help myself/family

• I’ve lost my possessions/memories

• Things will never be the same

• Elderly psyche
• Already is losing control

• Already is losing ability to help 
self/others

• Possessions and memories are prized

• Wants to keep things the same forever
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DISASTER-INDUCED 
PSYCHOLOGICAL TRAUMA

• Signs of psychological distress
• Withdrawal

• Apathy

• Agitation/Irritability/Anger

• Suspiciousness

• Disorientation/Confusion

• Memory loss

• Sleep disorders

• Physical distress

• Loss of personal care abilities

14



CONSIDERATIONS FOR 
FACILITIES

• Do the regulations require an 
evacuation?

• Vulnerability of population
• Does vulnerability increase with 

evacuation or SIP?

• Main needs of elderly:  nutrition, 
physical/ADLs, mental
• Can these needs be met sufficiently at 

evacuation site? 

• Maslow’s Hierarchy of Needs
• physiological, security, support system, 

recognition

15



CONSIDERATIONS FOR 
FACILITIES

16

• Minimize disruptions to routine a 
priority after ensuring safety
• Try to stay on schedule with daily 

routines as much as possible

• Try to keep as many daily activities as 
possible
• e.g., happy hour!

• Familiar faces

• Every day is new
• Act like every encounter is the start of 

the change
• e.g., The building is being painted . We’ll 

be back tomorrow.

• Be creative with the explanations
• e.g., We are on a cruise



CONSIDERATIONS FOR 
FACILITIES

• Staff should be prepared for 
behavioral changes & outbursts/non-
compliance
• Aggressive behavior

• Crying/Depression/Isolation

• Increased confusion

• Incontinence/Loss of abilities

• Wandering/Elopement

• Behavioral changes are most likely 
psychologically-based rather than 
physically-based

• Read emotions over words
• What feeling are they trying to convey?

17



QUESTIONS?
JMARCHAND@POYDRASHOME.COM

HTTP://WWW.POYDRASHOME.COM



When Things Go Boom in 

the Basement
May 26, 2024

Joshua Cook  Director Emergency Management

Rich Howlett Enterprise Disaster Response Coordinator



WVU Health Science Center
• Constructed in 1960 

• 522 Bed Hospital

• Designed to endure for a lifetime. 

• Fire in 1967 requiring a shutdown 

for 3 weeks

• Ventilation system failures in 

1981 

• Today, the building houses 

research facilities, laboratories, 

and serves as a hub for over 

4,000 students.

(Original Hospital) 



J.W. Ruby Memorial 

• 800+ Beds

• Built in 1988 because of safety concerns of the old Hospital

• Connected via tunnel with shared utilities 







Incident Recap 
• In May 2024, a steam pipe explosion at JW Ruby Memorial Hospital 

sent shockwaves throughout the building, initially raising concerns 

of a possible bomb. 

• The delayed response to the incident resulted in additional damage 

to patient care areas. 

• This multi-million-dollar loss could have been prevented with proper 
maintenance and staff training and coordination.



Utility's ?





















Incident Command set up to manage the incident 





Thank You!

Josh Cook Rich Howlett



Collaborate with Colleagues 
2025

Celebrating 10 Years of Sharing Ideas, Best Practices, and 
Experiences

Andrew Moull, HcEM-M, Hamilton 

Health Sciences, Hamilton, Ontario

Anna Hansen, MPH, Association 

of Healthcare Emergency 

Preparedness Professionals



Objectives for this Session
• Building Meaningful Connections: Develop relationships with 

industry peers, potential collaborators, and key stakeholders.

• Knowledge Transfer: Share and gather insights about industry 
trends, innovative practices, and emerging technologies.

• Celebrate being a Healthcare Emergency Manager: Share 
stories, experiences, triumphs and failures with your peers to 
continue to grow our community and move preparedness 
forward!



Let’s Begin!
• 10 Questions for 10 Years of AHEPP
• Discuss the question as a table
• Record highlights of your discussion on your 

Flipchart
• At the end, hang your Flipchart paper on the 

wall
• Flipcharts will remain on the wall until the end 

of the conference & will be posted on our app



Practice Question

How did you find 
yourself in healthcare 
emergency 
management?

Share your name and 

organization, then 

answer the question…



The Past 10 Years
1) What is your “why”? What drives you to be a Healthcare 
Emergency Manager (HcEM)

2) What is the best piece of advice you’ve received and/or given 
for healthcare emergency management?

3) What is an unexpected hazard/challenge your program 
encountered in the past 10 years, and how did you navigate it?



Best Practices & Lessons Learned
4) What is the most surprising lesson learned you’ve 
encountered in the past 10 years?

5) What is the most creative solution you have implemented 
to address a challenge? How did it work, and why did it work?

6) What is the exercise that had the largest impact on 
participants or the most player engagement? What made this 
exercise so impactful and engaging?



Enhancing Your Program
7) How are you currently using AI in your disaster planning 
efforts? How do you hope to use AI for disaster planning in 
the future?

8) How have you moved preparedness forward in your HcEM 
program? 

9) What skills do you see becoming essential for HcEMs over 
the next 10 years? 



Moving Preparedness Forward
10) What is the craziest disaster or emergency you 
have experienced, and what is the one takeaway from 
this experience that you think all HcEMs should know 
or be aware of?

“You won’t believe what happened!”



Healthcare Preparedness and Resilience 
in the Face of a Changing Climate

February 2025
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Overview

1. Identify both structural and non-structural vulnerabilities among health care systems

2. Discuss how the hazard vulnerability and other risk assessments must evolve to better anticipate the 
consequences of a changing climate

3. Explore how hospitals and healthcare systems can develop better mitigation and response plans to 
address their risks

4. Recognize potential community and other partners who can help support this work



National Trends
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https://www.climatecentral.org/news/climate-change-in-8-compelling-charts-17406
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NOAA (National Oceanic and Atmospheric Administration). (2024). Heat stress datasets and documentation (provided to EPA by NOAA in April 

2024) [Data set].
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Coastal Flooding

USGCRP, 2017

• Tidal flooding 
increases in 
depth, 
frequency, 
extent

• Frequency and 
extent of storm 
related coastal 
flooding will also  
increase 
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https://www.climatecentral.org/news/climate-change-in-8-compelling-charts-17406
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Increased Wildfires
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Increased Wildfires
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Tornadoes

USGCRP, 2017
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NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather and Climate Disasters (2025). https://www.ncei.noaa.gov/access/billions/, DOI: 
10.25921/stkw-7w73



Healthcare System 
Consequences
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Climate Change and Human Health

Source: http://www.cdc.gov/climateandhealth/effects/default.htm
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Vulnerability is Evolving

Hurricane Helene (2024) was a good example of the 
changing toll of hurricanes in previously unexpected places

The inland consequences of Hurricane Irene (2011) in 
Vermont are another example of severe inland 
consequences from a hurricane
• 2,000 roads / 500 miles of roads washed out
• 20,000 acres of farmland damaged

Indirect deaths (from power outages, traffic accidents) are 
common



17



18



19

Changing Impacts of Heat Waves

• Heat kills more people in the United States 
than any other type of extreme weather

• There has been a 117 percent increase in 
heat-related deaths over the past 24 years, 
with a significant upswing since 2016

• 2023 was the hottest year on record in the 
US and led to at least 2,325 heat-related 
deaths

• More than 21,518 people have died from 
heat since 1999

Howard JT, Androne N, Alcover KC, Santos-Lozada AR. Trends of Heat-Related Deaths in the US, 1999-
2023. JAMA. 2024;332(14):1203–1204. doi:10.1001/jama.2024.16386
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Implications for Health 
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Healthcare Infrastructure Impacts

• In addition to direct impacts from severe weather, 
hurricanes and other severe storms have increasingly 
affected supply chain, transportation, utility, and 
other key services to hospitals

• Between 2000 and 2017, there were 114 climate-related 
hospital evacuations, more than half of which required the 
evacuation of over 100 patients.

• In California, 248 hospitals lost power in October 2019 due 
to wildfire prevention measures.

• Extreme cold in Texas in 2021 resulted in power failures that 
left some facilities unable to heat buildings or operate 
dialysis machines. Water supply failures further worsened 
conditions.

Sharon E. Mace & Aishwarya Sharma, Hospital evacuations due to disasters in the United States in the twenty-first century, 15:1 AM. J. OF DISASTER MED. (2020), 
https://doi.org/10.5055/ajdm.2020.0351.

Source: Aubie Vines G., Murdock T., Sobie S., Hohenschau D. Lower 
Mainland Facilities Management: Moving towards Climate Resilient Health 
Facilities for Vancouver Coastal Health. Report Prepared for Vancouver 
Coastal Health; Vancouver, BC, Canada: 2018
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Implications for Disaster Planning

Increased threats to health from a changing climate clearly mean greater demand for healthcare 
services overall

During disasters, healthcare facilities must:
• Continue routine health care services
• Care for the newly sick and injured
• Potentially serve as a place of refuge for those who normally receive medical services in the home or 

community

Bottom line: the changing climate is:
• Affecting the baseline health of the population
• Changing the patterns of who gets ill/injured after disasters
• Increasingly threatening the infrastructure of the healthcare system

Paterson, J., et al. (2014) Health care facilities resilient to climate change impacts. International Journal of Environmental Research and Public 
Health. 11:13097-13116; doi:10.3390/ijerph111213097 
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Implications for Disaster Planning

In the face of increasing and evolving threats, healthcare emergency planners must improve:

Risk assessments Infrastructure resilience Mitigation, response, and 
recovery 



Improving Risk Assessments
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Assessing Climate Vulnerabilities Within the Healthcare 
Sector

Responding to the changing threats, accurate analysis of risk is essential 

In Harris County, Texas 
(which includes 

Houston,) 770 hospitals, 
utilities, and water 

treatment plants are at 
risk of flooding at levels 

that threaten their ability 
to maintain operations

Only 21% of U.S. healthcare 
organizations are reported 

to have assessed their 
climate-risks 

Source: First Street Found. 2021. The 3rd National Risk Assessment: Infrastructure on the Brink. First Street Found., New York. https://assets.firststreet.org/uploads/2021/09/The-3rd-National-Risk-Assessment-Infrastructure-on-the-
Brink.pdf 
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Hospital Hazard Assessments

The hazard vulnerability analysis (HVA) is the classic systematic approach to identifying hazards or risks that are most 
likely to have an impact on a healthcare facility and its surrounding community. Valid data and expert opinion 
regarding each hazard’s probability and consequence is essential for an accurate HVA.

• In the current environment, historical data are no longer useful for planning purposes

Data models and outputs are highly vulnerable to variable assumptions and purposes

• 500 yr vs 1000 year storm

• Time horizons of mitigation versus new construction

Highly granular data is needed to predict the facility-based consequences, however forward-looking, expertly 
developed projections can be hard for hospitals to find.

 

Louisiana Floods, 2016
Patrick Dennis/The Advocate via AP
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Potential Sources of Useful Data

National Oceanic and Atmospheric Administration (NOAA):
• Provides access to historical weather data (temperature, precipitation, and extreme weather event) through 

the National Centers for Environmental Information (NCEI)

Federal Emergency Management Agency (FEMA):
• Provides access to historical data on past flood events, as well as flood maps, and community vulnerability 

assessments

Other state and local government agencies:
• Planning departments: Land use maps, zoning regulations, and other resources 
• Public works departments: Information on drainage systems, sewer lines, and potential flood risks 
• Utility service providers: Modeling and resilience data and programs
• Transit systems: Risk analyses and projections

Environmental agencies:
• State environmental agencies: Air quality data, water quality monitoring, and coastal erosion data 
• Local conservation commissions: Data on sensitive habitats and other resources

Universities:
• Research programs and data



29



30

Operational Resources

Checklist for Sustainable and Climate Resilient Facilities 

• Climate Risks and Community 

 Vulnerability

• Land Use, Building Design, 

 and Regulatory Context

• Infrastructure Protection and 

 Resilience Planning

• Essential Clinical Care Service Delivery Planning

• Environmental Protection and Ecosystem Adaptation

https://toolkit.climate.gov/topics/human-health/building-climate-resilience-health-sector

https://toolkit.climate.gov/topics/human-health/building-climate-resilience-health-sector
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Essential Areas of Focus for Risk Assessment

• Flooding 
• Include sustained precipitation, riverine flooding, sea level rise, storm surge
• Include assessments of impacts on roadways, other healthcare facilities 

• Heat 
• Assess impact on HVAC systems, vulnerable patient populations, potential for surge

• Wind 
• Include increasing wind speeds as well as changes in tornado patterns

• Wildfire

• Community infrastructure
• Power, water, sewer, communications and other partner vulnerabilities
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Identifying Individual Patients at Risk

• Age 
• Co-morbid conditions

• Medications

• Pregnancy status

Medical Vulnerability

• Residential location

o Housing variables

• Occupational sites

Environmental Vulnerability

• Age

• Access to heating/cooling resources

• Lack of transportation 

Socioeconomic Vulnerability



Increasing Infrastructure 
Resilience
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Operational Resources

The US Department of Health and Human Services offered a report on improving 
resilience in 2014.  It noted that there are several important planning considerations for 
healthcare with respect to climate change resilience:
• Health care facilities and services cannot rely on community infrastructure
• Hardening health care facilities, including hospitals and sub-acute facilities is vital
• Resiliency includes planning for staffing and 

supplies in addition to physical structures
• Green design serves a dual purpose
• Protecting research must be part of the plan

US Department of Health and Human Services. (2014). Primary protection: Enhancing health care 
resilience for a changing climate. Retrieved from: https://toolkit.climate.gov/
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Operational Resources

The World Health Organization (WHO) has published a framework 
and guidance supporting the development of climate resilient health 
systems.

The framework states that the building codes governing the 
construction and maintenance of health facilities must take into 
account current and future climate risks. 

It suggests that resilient health systems have the ability to adapt 
essential environmental services such as drinking water and 
sanitation services, which can be compromised by floods and 
droughts, and electricity supply, which may be cut off during extreme 
weather events.
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One System’s Approach:  MGB Climate Resilience Program

Initial Influences

• Need for resilient design for Spaulding Rehabilitation Hospital situated on Boston Harbor 
(http://returnsonresilience.uli.org/case/spaulding-rehabilitation-hospital/)

• Superstorm Sandy’s near-miss to Boston

• Data from Boston and Cambridge, MA municipal climate assessments

Initial Project Goals

• Identify climate trends

• Identify vulnerabilities

• Review and refine operational protocols

• Prioritize remedial action

http://returnsonresilience.uli.org/case/spaulding-rehabilitation-hospital/
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Mass General Brigham’s Assessment of Climate Threats

2015 2085

2070

2045

2030

2055

21002000

Lifespan of typical institutional building 75 years

Climate analysis projections
Value of long view vs. quality of data

Near-term strategies
Enhance operations
Deferred maintenance upgrades

Long-term strategies
Comprehensive capital planning

High performance resilient buildings

Probability based
Informs capital investment cycle

10 year  10%
100 year  1%*
500 year  .2%
1000 year              0.1%

Consequence based
‘Worst case scenario’ for emergency 
operations management. Based on 5 
storm models.

Risk = Probability x Consequence
Where to place the emphasis?

* 1% probability of an event occurring in any one year = 26% in 30 years          = 39% in 50 years
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Phased Study Approach
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SLR & storm surge

2015 2030 2070

Precipitation Temperature Wind

Phase I: Climate Scenarios and Hazard Assessment
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Sea Level Rise and Storm Surge
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Temperature - Heat

Data sources: Climate Ready Boston 2016 & Weathershift
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Wind
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Phase II: Creating a Vulnerability Matrix
Partners Severe Weather Resiliency Study  - Phase II - Identified Action Item Matrix

Current Consulting Engagement Requested Consulting Engagement Needed Facility Improvements Agency Coordination Needed Emergency/Operational Planning

Facility Name Type Top Strengths Top Concerns
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BWH Faulkner HOS

BWH Main Campus HOS External power/chiller CXN St. floods, Chiller Power Leaks, Equipment Fuel

BWH/MGH Patriot Place HOS Wind

Cooley Dickinson Hospital HOS Off-grid power plant/chiller capacity; Water supply Wind resiliency; Tornado risk Power Plant Equipment Power Plant Right Size

IHP CNY Building 36 REA Strong remote work/instruct capabilities Flood, Warm ocean water threatens building cooling systems Slate Roofs

Martha's Vineyard Hospital HOS Wind @ Nursing Home; Flood on 3 sides Sewer, Water, Electric Parking in Floods

McLean Hospital Belmont HOS Distributed generators; Stormwater holding tank Research emergency plans; Heat; Microbursts HVAC w/VHB
Middleborough 
Site Slate Roofs Generator rental Backup freezer bank; 

MGH Main Campus HOS Electrical protected from flood Flooding, Island Operations Generator Telecom Pumps Steam

MGH Chelsea CHC CHC

MGH Revere CHC CHC

MGH CNY B144 REA Flooding; freezer power loss Freezers

MGH CNYB149 REA Flooding; freezer power loss Freezers

MGH Simches REA

MGH/NSMC Danvers ACC

Nantucket Cottage Hospital HOS Loss of municipal water; Rooftop equipment Water

Nantucket - New Hospital HOS Equipment

NSMC Salem Main Campus HOS External power CXN; Chillers on generator cover key areas Heat in old buildings; Leaks; Building System Operators Leak, Equipment Fuel Evac Plans/ Earthquake

NWH Main Campus HOS
EPFAT Assessment Complete; FY17 work on emergency 
power, sewers Stormwater Management w/TRO Roof, Window Leaks Chiller

NWH Newton ACC ACC Roof leaks Water Quality Water

PHS Assembly Row ADM

PHS Marlboro Data Center DATA

PHS Needham Data Center DATA

SRH Spaulding Boston HOS Access issues with area flooding Generator

SRH Spaulding Cambridge HOS Generator, supply, and flood water storage capacity Generator

SRH Spaulding Cape Cod HOS Emergency plans Building envelope & wind Generator

Project Team Recommendation not discussed by site

Self Assessment by Facility:
• Top strengths, top concerns
• Identified facility vulnerabilities
• Required consulting support to evaluate
• Assistance developing appropriate response
• Review & update emergency management plans
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Guided Interviews

Participants:
• Facilities

• Emergency Preparedness

• Supply Chain

• Clinicians

• Research

• Senior Hospital Leadership
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Common Vulnerabilities Identified

• Water vulnerabilities: 

 Asset protection requiring flood barriers or hardening of critical equipment

• Wind vulnerabilities: 

 Displaced rooftop equipment opening roof leaks, wind-driven rain penetration around windows

• Heat vulnerabilities: 

 Limited ability to cool facilities using emergency power

• External vulnerabilities: 

 Inadequately-sized storm water systems, power-grid outages, mass transit dependency of staff and patients 

• Other vulnerabilities: 

 Continuity of Operations Plans (COOP) for scarce/essential services
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Weakest Link Often Outside the Fence

Transportation Energy Telecommunications
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Phase III: Implementation/Resilience Capital Plan
Goals

1. All capital improvement plans informed by resiliency risk assessments

2. 5-year prioritized capital investment plan for risk mitigation coordinated with deferred 
maintenance and new development program

3. Complementary operational protocols 
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Prioritization Criteria
Numerical Score: 1 2 3 4

Severity of Impact

Type of Service

Core Inpatient Services

Emergency Department

Dialysis

Infusion

Primate/Transgenic Animal 

Facility

Irreplaceable Research Samples

Data Center Services

Elective Inpatient Services

Core Outpatient Services

Rodent/Other Animal Facility

All Other Clinical

All Other Research/Lab 

Equipment

Administrative Services

Parking & Site Impacts

Facility Type
Hospital/Inpatient Building

Data Center

Community Health Center/ACC

Research Building

Medical Office Building

Administrative Building

Cost & Implementation

High-level Project Cost > $10M $1M-$10M $100k-$1M < $100k

Cost Estimate

Cost of Downtime > $9M $1M-$9M $200k-$1M < $200k

Ease of Implementation

Approved funding, internal 

support for the project, and 

limited regulatory barriers

Barriers for only 1 of the 3 

implementation buckets

Barriers for 2 of the 3 

implementation buckets

Need to raise significant funds, 

gain significant institutional 

support, and overcome 

regulatory barriers

Vulnerability scoring

1-4:

1 present exposure / high exposure

2 2030 exposure / medium exposure

3 2070 exposure / low exposure

4 district expsoure

Actual $ Estimate

Projects will be prioritized based on these inputs.
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Project Categorization
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Justifying Resilience Investments

• Resiliency programs are justified on the basis of “avoided losses”.

• Need real values for risk mitigation – net patient revenue lost, workforce retention, overtime reduced, 
environmental cleanup, reputation, etc.

“Natural Hazard Mitigation Saves:  2017 Interim Report”, Nat. Inst. Bldg. Sciences, Washington DC, 2017
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Case Study: Spaulding Rehabilitation Hospital

Incorporated anticipated effects of sea-level rise and other consequences of climate risks for the next 70 years into 
its design, without being required to do so by local building codes.  

Added 0.3-0.5% to overall building costs but resulted in a considerably more resilient facility.
• The building uses an estimated 30% less energy than expected and the ongoing operational savings from these measures 

more than offset the additional capital investment.

Examples of the design considerations include:
• Placing the first-floor elevation 30 feet above the projected 500-year flood elevation.
• Placing all critical patient care functions above the first floor. 
• Ensuring a high-performance envelope to improve thermal performance and prevent low interior temperatures if heating is 

lost in winter or overheating if cooling or ventilation is inoperable in summer months.
• Incorporating key-operable windows in patient rooms, so that if cooling or ventilation systems fail, indoor overheating can be 

avoided in summer months and patients can shelter-in- place. 
• Placing all critical mechanical/electrical/power generation infrastructure on the roof to minimize possible interruption. 
• Implementing gas-fired on-site cogeneration to provide efficiency and redundancy in the event of grid loss or diesel generator 

failure 
• Implementing extensive green roofs to mitigate stormwater discharge during heavy rainfalls. 



Improving Mitigation and 
Response
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Flooding 

• Identify all possible sources of water threats to the facilities

• Identify the lowest points of vulnerability and highest 
possible water levels
• Consider backwards threats from storm sewer systems
• Consider below grade penetrations
• Consider facility access and egress points
• Harden all aspects of essential low-lying infrastructure

• Identify opportunities to block intrusions
• External permanent or deployable barriers
• Submarine doors and others in internal spaces

• Foster community partnerships for the largest-scale threats
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Extreme Heat 

• Critically assess building cooling systems’ 
ability to support projected loads
• Ensure adequacy of backup power 

systems

• Examine feasibility of operable window 
options

• Develop support, warning, communication, 
and response systems for the patient groups 
at highest risk
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Improving Patient Communications

“Hello, a heatwave is 
anticipated for your area. Go 
to your local cooling center and 
stay cool” 

VS.

“Hello Franchesca, this is Mass General Chelsea’s Chatbot 
alerting you that there is extreme heat expected in Chelsea 
between May 2 – May 5. Your doctor has identified you as 
a patient who may be at higher risk of heat-related illness 
because: 

• You may have a medical condition that gets worse with 
heat. 

• You may be taking medications that can make the effects 
of heat worse. 

• You live in an area that is usually hotter on average than 
the rest of the community. 

We put together a list of local cooling spaces and safety 
tips tailored just for you, click here to view - Franchesca’s 
Heat Dashboard”

✓ Personable 
✓ Links to Actionable Dashboard
✓ Measurable

× Too broad
× Not actionable
× Lacks opportunity to measure effectiveness
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High Winds 

• Proactively assess rooftops and window systems
• Harden rooftop systems
• Plan for redundancies for vulnerable rooftop 

communications, HVAC systems

• Mercy hospital in Joplin, MO placed special windows in 
the highest-risk units, reinforced building core and 
interior stairwells with emergency lighting, created 
multiple elevator banks that minimize the risk of wind 
damage disabling all elevators
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Wildfires 

• Plan for fire-resistant zones and barriers around 
healthcare facilities and access points

• Create plans to monitor and support facility air quality 
during fires
• May need to support surge in toxin/hazmat 

response as well, especially as urban areas become 
more involved

• Develop support, warning, communication, and 
response systems for the patient groups at highest risk

• Re-examine evacuation plans for plan triggers, timing, 
and patient destination options
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Anticipating and Mitigating Utility Disruptions 

• Consider adding external utility connections (EUC) for 
temporary utility equipment, including diesel generators, 
portable chillers, boilers, and/or water trucks if feasible

• Work with local emergency management, National Guard, and 
private service contacts to assess the potential availability of 
temporary equipment and to determine configuration needs for 
the connections
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Final Thoughts

• Healthcare has significant dependency on public infrastructure and agency mitigation planning and 
investment.

• Designing buildings to current code standards will likely not protect facilities and operations from 
the impacts of extreme weather.

• Planners should take the long view – new hospital buildings have a depreciable life of at least 40 
years and a life expectancy of at least 75 years. This requires designing buildings to predicted future 
conditions.

• Emergency managers must undertake mitigation efforts now for the threats that are often 
underappreciated.

• Sustainability and resilience are complimentary.  Reducing consumption of energy and supplies 
improves resiliency.

• RROI analysis is difficult but the cost of doing nothing is unacceptable.





Reframing Healthcare 
Downtime Incidents as Patient 
Safety Events – Lessons 
Learned from CrowdStrike
Jennifer Andonian Shearer, MPH
Gabriela Garcia Dolagaray, MD



2

Agenda

1. Objectives

2. Who we are

3. Impacts of downtime events in healthcare

4. Integrating patient safety – MGH lessons learned from CrowdStrike



Objectives
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Learning Objectives 

1. Describe the importance of quality and safety collaboration in all phases of the disaster life 
cycle.

2. Identify opportunities to engage key stakeholders in downtime readiness planning.

3. Recognize the types of patient safety impacts that can arise during downtime events.

Main takeaways
• Building quality & safety into response structures
• Leveraging existing safety reporting/monitoring 

during emergencies
• Creating sustainable follow-up from major 

downtime events



Who We Are
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Who We Are

Mass General Brigham Department of Emergency Preparedness & Business 
Continuity

System-wide department with numerous professionals working within our system's 16 member 
institutions to ensure we are ready for any emergency.

MGH Center for Disaster Medicine
Numerous externally funded projects and programs with the goal of strengthening and assisting other 
healthcare systems to prepare for, respond to, and recover from disasters and other major incidents.

Institutional home for MGH Emergency Preparedness.



Impacts of Downtime 
Events in Healthcare
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Planned Downtime Unplanned Downtime 
(Unintentional)

Unplanned Downtime 
(Intentional)

February 2023 
Flooding at BWH impacts the network 

switches and leads to unplanned downtime.

June 2024
Synnovis ransomware attack

Ongoing Scheduled Downtimes
MGB Digital teams conduct upgrades and 

maintenance of digital systems. 

Types of Downtime Events 

Image Source SYNLABImage Source: Boston Business Journal

https://humanmedicine.synlab.co.uk/launch-synnovis-brand/
https://www.bizjournals.com/boston/news/2023/02/06/boston-emergency-room-subzero-pipe-bursts.html
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Mentimeter Poll

• Are cyber security and/or unplanned digital-related risks included in your annual Hazard Vulnerability 
Analysis? 
• Yes
• No

• How does your organization approach emergency preparedness responses to downtime (one 
sentence response)?
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• The frequency of downtime incidents in 
healthcare, including cyberattacks, is growing. 
o Nearly 1 in 4 cyberattacks target the 

healthcare industry1

o Over the past 5 years, the number of 
ransomware attacks experienced by 
healthcare has more than doubled2

• Cyberattacks have exposed personal health 
information of over 40 million patients.2 

• It can take an average of 4 weeks for hospital 
digital systems to come online after an attack.3

Unplanned Downtime is a Growing Risk to Healthcare 

Number of Ransomware Attacks on US Hospitals, Clinics, and Other 
Health Care Service Delivery Organizations, 2016-20212
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• Both intentional attacks and unintentional 
downtime can disrupt patient care. 

• EHR downtime is associated with patient 
safety issues including: 
o laboratory delays
o medication dose & administration errors 
o throughput and capacity challenges 4

• Patients that are admitted to a hospital during 
a ransomware attack have a 20-35% increased 
risk of in-hospital mortality.5

Unplanned Downtime is Disruptive to Patient Care 

Electronic Health Record Downtime Safety Incident 
Category Breakdown 4
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Unplanned Downtime has a Broad Impact

Ransomware Attack Associated With Disruptions at Adjacent Emergency Departments in the US6

• Downtime can affect surrounding 
institutions

• Significant increases were seen in:
o Patients seen
o Patients leaving before care 

was completed
o Wait times
o EMS arrivals
o Lenth of stay 
o Stroke codes

• Increased time on diversion
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Treating Downtime Events As Patient Safety Responses

• Healthcare-based emergency preparedness (EP) programs are uniquely positioned to support a 
variety of events that adversely impact their operations, sometimes including those not traditionally 
considered emergency preparedness hazards. 

• When we hear of downtime-related events, often the first thought is Digital/Information Services as 
the core stakeholders. 
• Because EP programs are often well-positioned to facilitate collaboration among multidisciplinary 

groups of stakeholders who may not interface routinely, to prioritize a diverse set of response 
actions, and to support a coordinated response. 

• Matching technical experts with emergency preparedness, quality/safety, clinical, and operations 
leaders is essential to minimizing patient safety risks and operations impacts. 



Integrating Patient 
Safety – MGH Lessons 
Learned from 
CrowdStrike
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Mentimeter Poll

1. How impactful was the CrowdStrike event to operations at your place of work?
1. No impacts – business as usual
2. Minor impacts – general slowness, but we got by
3. Moderate impacts – modification of some operations, but limited patient/personnel impact
4. Significant impacts – activation of Healthcare Incident Command System or other structures, 

significant modification to operations (e.g., cancellations, downtime procedures, etc.)

2. For those with moderate or significant impacts what types of actions were taken? (3-5 words Free 
text)

3. How many of you have quality, patient safety, and/or risk as standing members within your 
emergency response structures (IMT, HICS) for emergency events? 
• Yes
• No
• Pull in as needed 
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https://www.cbsnews.com/boston/news/microsoft-outage-crowdstrike-mass-general-brigham-hospitals-boston/
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Overview of Incident Timeline - Activation

Confidential—do not copy or distribute

July 19 July 20 July 21 July 22 July 23

1:19am
MGH EP notified 
of issues within 
ED

1:30am 
MGB Major 
incident 
called

9:00am
USB workstation 
remediation 
solution created 
and validated

9:00am
Majority of devices 
remediated, remote 
worker USB mailing 
process stood up
 

5:00 am 
Decision made to 
cancel all elective 
and non-
emergency 
surgeries, 
procedures, and 
non-urgent 
ambulatory care 
for 7/19

12:00 pm 
Enterprise HICS 
deactivates and all 
entity HICS 
deactivate/scale 
down

1:00 pm
85-95% inpatient 
devices remediated 
across all sites

9:00am 
Remote worker tech 
support depot sites 
stood up across 
enterprise  

2:30pm 
Manual fix 
improved & 
patient  
registration 
reconciliation 
begins

10:00pm 
Epic brought 
back online 
for 
reconciliation

1:00 pm
Most sites at 100% 
for clinical 
operations, focus on 
admin & research 
recovery

7:00am 
Entities 
maintain 
Saturday 
appointments

12:00 pm 
Inpatient 
clinical 
reconciliation 
largely 
complete

3:30pm 
Servers and 
applications back 
up (mostly), focus 
turns to device 
restoration, 
Ambulatory 
reconciliation 
starts 

7:00am 
Entities open to 
full inpatient 
and outpatient 
schedule

Incident action & 
notification begins at 

MGH and across 
MGB

2:45am
First MGH HICS 
briefing begins

3:15am 
Enterprise HICS and 
downtime procedures 
activated
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MGH’s Tiered Response to Downtime

• Prior to initiation of a downtime response, representatives from 
EP, Digital, & the CIO/CMIO convene to determine anticipated 
impacts and necessary actions. 

• Initial Downtime Assessment and Response Team (iDART)
o Small, multidisciplinary team is initially notified of unplanned 

downtime events in real time, to assess operational impacts 
o Determines what type of response (if any), is warranted.

• Downtime Assessment and Response Team (DART)
o If the iDART determines the downtime incident does indeed 

affect hospital operations, a dedicated multidisciplinary 
response team is activated to manage the incident.

o Activating the DART also activates the Incident Management 
Team.
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When Plans Collide with Response Challenges 

• Even though we routinely leverage our downtime response plans, redundancies and testing of key 
modalities are critical. 

• Many of our primary communication modalities rely on paging or secure communication applications 
(e.g., Voalte), which were impacted during this event. 

MGH Downtime Incident Responses by Activation Type 2019-2023 
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Multimodal Strategy to Determine Patient Risk

Early monitoring of safety reports provided a passive way to capture any 
trends or increase in events which required immediate action. 

With HICS active, the command structure established a strategy to 
rapidly escalate safety concerns to be discussed at each briefing. 

Recent restructuring of the MGB Office of the Chief Medical Officer built 
in Quality and Safety as an essential arm for daily operations. 
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Overview of Incident Timeline – Response 

Confidential—do not copy or distribute

July 19 July 20 July 21 July 22 July 23

1:19am
MGH EP 
notified of 
issues within ED

1:30am 
Major 
incident 
called

2:45am
First MGH 
HICS briefing 
begins

9:00am
USB workstation 
remediation 
solution created 
and validated

9:00am
Majority of devices 
remediated, remote 
worker USB mailing 
process stood up
 

12:00 pm 
Enterprise HICS 
deactivates and all 
entity HICS 
deactivate/scale 
down

1:00 pm
85-95% inpatient 
devices remediated 
across all sites

9:00am 
Remote worker tech 
support depot sites 
stood up across 
enterprise  

1:00 pm
Most sites at 100% 
for clinical 
operations, focus on 
admin & research 
recovery

7:00am 
Entities 
maintain 
Saturday 
appointments

12:00 pm 
Inpatient 
clinical 
reconciliation 
largely 
complete

3:30pm 
Servers and 
applications back 
up (mostly), focus 
turns to device 
restoration, 
Ambulatory 
reconciliation 
starts 

7:00am 
Entities open to 
full inpatient 
and outpatient 
schedule

Downtime protocol 
activation and 
modification of 

operations

3:15am 
Enterprise HICS and 
downtime 
procedures activated

2:30pm 
Manual fix improved 
& patient  
registration 
reconciliation begins

5:00 am 
Decision made to cancel 
all elective and non-
emergency surgeries, 
procedures, and non-
urgent ambulatory care 
for 7/19

10:00pm 
Epic brought back 
online for 
reconciliation
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Activating Downtime Plans & Modifying Operations

• Each unit is equipped with a “downtime kit” with paper forms in the event BCA computers down. 
• By happenstance, MGH had completed a full inventory of forms & update to inpatient kits in the 

weeks prior. 

• As healthcare increasingly relies on technology for all elements of patient progression, 
interconnectedness of downtime plans is essential. 

• Defining “urgent” and “emergency” previously, lessened some of the challenges to modifying 
procedural and ambulatory care. 

• Communication – communication – communication 
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Emergency Medicine Impacts & Response

• Paper documentation

• Information tracking

• Communication
o Results
o Consults

• Patient tracking 

• Patient monitoring 



24

Overview of Incident Timeline – Reconciliation & Recovery

July 19 July 20 July 21 July 22 July 23

1:19am
MGH EP 
notified of 
issues within ED

1:30am 
Major 
incident 
called

2:45am
First MGH 
HICS briefing 
begins

9:00am
USB workstation 
remediation 
solution created 
and validated

9:00am
Majority of devices 
remediated, remote 
worker USB mailing 
process stood up
 

5:00 am 
Decision made to 
cancel all elective 
and non-
emergency 
surgeries, 
procedures, and 
non-urgent 
ambulatory care 
for 7/19

12:00 pm 
Enterprise HICS 
deactivates and all 
entity HICS 
deactivate/scale 
down

1:00 pm
85-95% inpatient 
devices remediated 
across all sites

9:00am 
Remote worker tech 
support depot sites 
stood up across 
enterprise  

2:30pm 
Manual fix 
improved & 
patient  
registration 
reconciliation 
begins

10:00pm 
Epic brought 
back online for 
reconciliation

1:00 pm
Most sites at 100% 
for clinical 
operations, focus on 
admin & research 
recovery

7:00am 
Entities 
maintain 
Saturday 
appointments

12:00 pm 
Inpatient 
clinical 
reconciliation 
largely 
complete

3:30pm 
Servers and 
applications back 
up (mostly), focus 
turns to device 
restoration, 
Ambulatory 
reconciliation 
starts 

3:15am 
Enterprise HICS 
and downtime 
procedures 
activated

7:00am 
Entities open to 
full inpatient 
and outpatient 
schedule

The process 
of returning 
to standard 
operations
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Recovery & Reconciliation 

• Prioritization of areas for device remediation

• Impacts to patient movement

• Reconciliation of patient medical record

• Reestablishing downtime kits 
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MGH CrowdStrike Downtime Safety Event Themes

• No significant adverse patient 
outcomes were identified 
during the CrowdStrike event. 

• Dedicated SR review as part of 
the debriefing process allowed 
for incorporation into 
improvement plans. 

• The duration and timing of this 
event may have helped in 
reducing risk. 

3%

3%

3%

3%

3%

3%

3%

6%

6%

6%

8%

8%

47%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Communication/ Potential Delay in Care

Diagnosis/ Treatment

Employee

Fall

Plan of Care/ Wrong Order

Skin

Workplace Violence/ Security

Care Coordination/ Communication

Equipment/ Device Issue

Lab Delay

Delay in Care

ID/DOCUMENTATION/CONSENT

Medication Error

Safety Event Themes (n=36)
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• MGB Downtime Governance 
Framework 

• Leveraging lessons 
learned to drive 
downtime initiatives. 

• Enhancing the role of 
recovery across all emergency 
preparedness planning and 
responses. 

• Dedicated role and 
representation within 
IMT and HICS 

Mitigation After CrowdStrike
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Thank You

The plans, response, and ongoing work today represents a snippet for phenomenal initiatives taking 
place across MGH and the MGB system. 

Eva Stanton Teresa Klink Josh Baugh
MGH Downtime 
Co-chairs & Co-

chairs

MGB Department 
of Emergency 

Preparedness & 
Continuity 

MGH HICS team 
members 

MGH frontline 
staff 

Numerous others 
across MGH & 

MGB 



29

• Jennifer Shearer, MGH – Director of 
Emergency Preparedness – MGH/MEE/CDH
• Email: jshearer1@mgb.org 

• Dr. Gabriela Garcia Dolagaray – 
• Email: ggarciadolagaray@mgb.org 

Questions

mailto:jshearer1@mgb.org
mailto:ggarciadolagaray@mgb.org


Appendix
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Building a Resilient 
Future

Developing an Effective Emergency Management Program



2Advancing health. Personalizing care.

Our Program Journey

2022

2023

2024
"Companies that change may survive, but companies that 

transform thrive. Change brings incremental or small-scale 

adaptations, while transformation brings great improvements 

that ripple through the future of an organization."

 — Nick Candito

THE JOURNEY

Present 
Day
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Our Program Journey

2022

2023

2024

Present 
Day

• Went from a department of 1 
to 4.5

• Rebranded the department
• Focus was mainly on Cyber 

Security & Business Continuity
• Was embedded in the Trauma 

Service Line 
•  Initial 3-year Strategic Plan

• Moved under President of 
Community Hospitals

•  Business Continuity & Cyber 
Security

• Showcasing program
• StormReady Designation
• Won one Award of Excellence

• Re-aligned team from 4.5 to 7.5 
FTE

• Hurricane Beryl, EHR Transition,  
CrowdStrike

•  Won 5 awards
•  Preparedness Week

• Developing a new Strategic Plan
• Winter Storm Enzo
• Implementing new EM, BC, PM and 

Mass Communication Software
• Preparation for the FIFA World Cup
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The Team
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AGENDA

01
Opening

02
Our Journey

03
Leadership  

Support

04
Measur ing 

Success

05
Growing & 

Sustainment

06
Clos ing Remarks
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Objective

Provide leaders with alternative approaches to make their healthcare 

organizations more resilient by building stronger, more active Emergency 

Management and Business Continuity program.
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Three Key Questions to Answer

How will you get leadership support?

QUESTION 1

How will you measure success?

QUESTION 2

How will you grow and/or 

sustain your program?

QUESTION 3
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Leadership Support

Growing/Sustaining 
Your Program

Measuring Success
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Q u e s t i o n  1

How will get Support 

From Leadership?

“The Why”

Identify your problem

RECOMMENDATION 1

“Value Proposition”

Figure out how you will measure 

success

RECOMMENDATION 2

“Tell your story”

Socialize your program and the 

successes

RECOMMENDATION 3
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RECOMMENDATION 1: The Why

Your problem statement needs to be relevant and unique.

Our ApproachTraditional Approaches

HVA

Regulatory Compliance

Recent Events

Identified a single threat

Figured out what made us different

Collaboration
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RECOMMENDATION 2: Value Proposition

Your value proposition needs to align with organizational mission, vision 

and values

Show the leaders why we 

spend money on this
Key Performance Indicators 

Objective

Subjective

Our Value

Our Strategy

Our Approach 
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RECOMMENDATION 3: Telling Your Story

When telling your story, the near misses do not matter, and it needs to 

give leaders justification for being a cost center while supporting your 

mission.

Our ApproachTraditional Approaches

RESILIENCE Report

Publications, Presentations, Awards

Recognition 

Program Charter

Strategic Plan

Internal Presentations/Trainings
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This is the easier data point to talk about in 

our line of work because we know being 

prepared = saving money, protecting people, 

patients and infrastructure but is the hardest 

justification to make to executives. 

Subjective

This is the language most leaders speak and is 

an easier justification to make to executives 

but is much harder to obtain.

Objective

Q u e s t i o n 2

How will you measure 

success?
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Subjective

Safety

Decision Making

Cost Savings

Coordination

Relationships

Culture

Trust

Morale Confidence
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Objective

Staff # Trained

Compliance Rate

Response Times

Plan Completion

# of Drills

Recovery Time

Cost

Safety Incidents Satisfaction Score
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O U R  O B J E C T I V E

APPROACH

Defining Key Performance Indicators across Qualitative and Qualitative Metrics

RESILIENCE METRICS



17Advancing health. Personalizing care.

Create and Define a Strategy 

EE S I L I E N CR

Readiness 
Assessment

Conduct a risk 
assessment to 

identify 
potential 

hazards and 
vulnerabilities 
for your care 
delivery site.

Emergency 
Planning

Provide a 
structured 

and organized 
approach to 

preparedness, 
response, and 

recovery.

Safety

Create an 
environment 

that emphasizes 
safety of 
Memorial 

Hermann Health 
System 

employees, 
patients, and 

visitors through 
ongoing training 
and education.

Innovation

Continuously 
seek, 

integrate and 
implement 

new 
innovative 
ideas and 

concepts to 
enhance 

safety and 
maintain high 

levels of 
competencies, 
and identify 

new 
efficiencies 

that support 
operational 
excellence.

Learning & 
Development

Develop 
emergency 

management 
program leads 
and backups 
by increasing 
knowledge in 
emergency 

management, 
business 

continuity, and 
leadership.

Integration Emergency 
Response & 

Recovery

Identify 
opportunities 
to collaborate 
with system 
and external 

stakeholders to 
enhance 

integration 
increasing the 

level of 
organizational 
preparedness.

Continuity of 
Operations 

Emergency 
Communication

Networking & 
Partnerships

Improve the 
organizations 

ability to utilize 
continuity of 
operations 
strategies, 
increase 

redundancy, 
and establish 

abilities to 
maintain 
essential 
functions.

Establish and 
maintain 

redundant 
means of 

communication 
methods.

Identify 
opportunities 
to collaborate 
with clinical 

and 
operational 

departments 
to enhance 
integration 
and foster 
culture of 

preparedness 
across the 

organization.

Enhance 
organizational 

emergency 
response and 

recovery 
capabilities by 
implementing 
technologies 
that improve 
operational 
efficiencies, 

promote 
standardization
, and increase 

operational 
redundancy’s.
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Strategy Strategic Priority

R Readiness Assessment Risk Assessment Inventory

E Emergency Planning Program Documents EM Meetings

S Safety Training Education

I Innovation Speaking Engagements Publishing Awards & Recognition Financial Sustainability

L Learning & Development
Professional Development 

in EM

Professional 
Leadership 

Development
Professional Development Other

I Integration Clinical Operations Physician Executive

E
Emergency Response & 

Recovery
Response Supplies Response Capabilities

N Networking and Partnerships
Regional/Community 

Engagement
System Engagement EM and/or BC Association Involvement

C Continuity of Operations Downtime Preparedness Continuity of Operations

E Emergency Communications 
Redundant 

Communication
Mass Communications
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HOW IT WORKS

Objective Score Subjective Assessment Score

1. Each strategy has a set of competencies with 
subset of question (10 points per strategy)

2. All campuses will complete the survey and 
receive a score each May/June. 

1. How effectively does the EPO demonstrate 
alignment with Memorial Hermann’s Mission, 
Vision, and Values in their role?

2. How effectively does the EPO collaborate with 
counterparts and campus leaders to achieve 
program goals?

3. Does the EPO instill confidence as the subject 
matter expert for your campus?

4. What impact has the EPO had on fostering a 
culture of preparedness and improving morale 
within your campus?

5. Overall areas for improvement.

Total scores for campuses are based on both subjective and objective scores.
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Q u e s t i o n  3

How will you grow 

and/or sustain your 

program?

Identifying opportunities to make an 

impact and leveraging those 

opportunities to increase internal 

collaboration and build trusted 

external partnerships.

INTEGRATION

Your program may be an asset to 

your organizations, but if you do not 

effectively showcase your value and 

communicate it, that value will go 

unnoticed

TELLING OUR STORY

What are we doing to give our 

leaders something to talk about 

with executives and other 

hospitals/health systems?

INNOVATION
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Integration

Preparedness Week Hospital Emergency 

Response Teams

Monthly System Wide 

Meetings
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Preparedness Week June 3-7

System Activities Campus Activities

625 LUNCH & LEARN 

ATTENDEES

485 RED PHONES TESTED 4601 PHISHING TEST 

EMAILS REPORTED

10 TABLETOP 

EXERCISES

10 INFORMATIONAL 

TABLES STAFFED
44838 MH ALERTS SENT 16 DISASTER 

TRAININGS

1 FULL SCALE EXERCISE 

WITH LIFE FLIGHT 213 SETRAC 

ACTIVITIES 

LEADERSHIP 

INVOLVEMENT AT ALL 

CAMPUSES

5 FULL SCALE EXERCISES

Cyber Monday TAC Tuesday Weather Wednesday Training Thursday Finale Friday 
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Hospital Emergency Responses Teams (HERT)

Multidisciplinary group of healthcare professionals trained and organized to manage and 

respond to emergencies, disasters, or critical incidents within the hospital. 

Regular Meetings

Drill/Train

Create Muscle Memory

Promote Safety & High Reliability

What We Do

Decontamination

Mass Casualty

Evacuations

Highly Infectious Patient(s)

Preparing For
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Telling Your Story

Are you telling the right 

story?

How are you showcasing 

it?
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Emergency Management & Organizational Resilience

Ensure operational continuity by equipping staff with 
the knowledge, skills, and competencies necessary to 
uphold our mission, vision, and values during crises. 
Recognizing that disasters do not occur in isolation, 

we adopt a system-based approach to foster 
organizational collaboration and resilience. 

INTEGRATE BEST PRACTICES

Our ApproachOur  Purpose

EVIDENCE-BASED EDUCATION

SUBJECT MATTER EXPERTISE

STRATEGIC COORDINATION

MULTIDISCIPLINARY COLLABORATION

HIGH RELIABILITY 

ENHANCED EFFICIENCIES

COMMUNITY RELATIONSHIPS

EE S I L I E N CR

Readiness 
Assessment

Emergency 
Planning

Safety Innovation Integration Emergency 
Response & 

Recovery

Continuity of 
Operations 

Emergency 
Communication

Networking & 
Partnerships

Learning & 
Development
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Program Reviews



Advancing health. Personalizing care. 27

Closing
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Summary

Leadership Support Measuring Success Growing/Sustaining 
Your Program

• Your Value 
Proposition and 
“Why” will dictate 
your journey 

•  Your ability to tell 
your “story” matters

• Objective vs 
Subjective measures

• What’s your Key 
Performance 
Indicators?

• Invite a wide variety 
of people to your 
events, drills, 
meetings – you never 
know who will show 
up

• Think outside the box
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The Key Point

A resilient future in healthcare is dependent on an effective emergency 
management and business continuity program. It is our job to show 

leadership why this statement is true and why having a robust emergency 
management and business continuity is a competitive advantage.
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Questions 

Adam Lee
Director, Emergency Management & Organizational Resilience

adam.lee@memorialhermann.org
651-757-6772



Achieving a Culture of Zero Violence
  

Leadership Strategies to reduce the Risk and Anxiety of 
patients, staff and visitors

Brian Uridge, MPA, CPP, CHPA, CTM
DPSS Senior Director Michigan Medicine 

Safety and Security
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Each hospital is a community and every floor is a neighborhood

Technology
Preventing 
Healthcare 
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Crime Reduction

Policy

Training
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Healthcare Safety and Security

President’s Task Force on 21st Century Policing. Final Report of the President’s Task Force on 21st Century Policing. 2015. cops.usdoj.gov/pdf/taskforce/taskforce_finalreport.pdf
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Right now partisan tribalism is statistically higher than at any 
point since the Civil War.

Overchoice  Homes X 3

Nightline with Ted Koppel  

Mash vs. Game of Thrones 

                                   Them: Why we hate each other and how to heal, by Ben Sasse, St. Martin Griffin, 2018 
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 Polarizing of America 



Emotion trumps data

Only 55 percent  will spend  more than 15 seconds reading an article

The median American checks “our smartphones every 4.3 minutes 

Facebook's own research: content that is hateful, divisive, or polarizing 

garners the greatest engagement. 

Flying the friendly skies  

                                      Them: Why we hate each other and how to heal, by Ben Sasse, St. Martin Griffin, 2018 
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 Polarizing of America 



Two types of Security 
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Reduce Risk Reduce Anxiety 
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Fear Less: Real Truth about Risk, Safety, and Security in a time of terrorism, by Gavin De Becker, 2002 
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Non-Traditional Security 
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Police in Healthcare 
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https://docs.google.com/file/d/1KU9SkqjG8U-_j08bPqjJycvqw6OcoH_I/preview
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Exceptional Experience
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 Ambassadors First and Security Second
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Inflexibility
Crusades
Weapons
Paranoia
Criticism
Identification
Focus on other employees
Grievance
Unreasonable expectations
Police encounters
Co-worker fear
Blame

Violence Against Staff



S0 •Security response not required

S1 •Consult with Security Services

S2 •Security presence may be required

S3 •Security presence most likely required

S4 •Security presence required

S5 •Threat travels with the patient
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 Security Risk Codes



● See Something/Say Something

● Employee Safety Training

● School Resource Officers  

 VIOLENCE PREVENTION

● Threat assessment teams

● Employee Assistance Programs

● Situational Awareness training

                                        Stop the Killing: How to end the Mass Shooting crisis, by Katherine Schweit, 2021 
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Staff Training 



AES Ride Along AES Ride Along

18



 
 

MILO Training

Multiple
Interactive 
Learning 
Objectives
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 MILO Training

https://docs.google.com/file/d/1hisL1Jn1CJmtFI-D6dLEnLbMw4eP0XIO/preview


 

 

REACT Training: Home Health Care

Rapid
Environmental 
Assessment
Control
Training  
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REACT Home Healthcare Scenarios 
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https://docs.google.com/file/d/198keBc2R8zU4eho1iW4Wx2V2tez90COB/preview


Situational Awareness and Personal Safety Training  



https://docs.google.com/file/d/1LHsFsEQlz2UsoUvtz7LvDmTZySOyALJV/preview


Reactionary Gap

Blade Off

Hands out of pockets

Move off the X

Non-Dominant side 

Moving Off of the X 
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Safety Mindsets 

Conditions:

White

Yellow 

Orange

Red



Safety Mindset Examples
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https://docs.google.com/file/d/1I8PNcySCLl5hXyKgYLM17rATYXDWqf2p/preview


 

Research on Walking
Grayson and Stein Research

The choices were not solely based on gender, race, or age

Short, shuffling strides when walking

Not swinging their arms in proportion with their stride

Exaggerated side-to-side movement when walking

Head facing at a downward angle when walking 



Forced teaming

Charm 

Too many details

Typecasting

Loan sharking

Unsolicited Promise 

Discounting the word No

 Safety Training: Suspicious People 



Proxemics 
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https://docs.google.com/file/d/1ga8VN-FQnaQbLTZcvuktYg8xzu58a2mx/preview


SAFER 
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https://docs.google.com/file/d/1ChjkkbICRGYnfyW9kWegzcjUhwwtRigJ/preview


POST SAFER INJURY DATA 
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POST SAFER INJURY DATA 
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Active Shooter Training 
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Active Shooters  2000-2019 (FBI Research)

Active Shooter Defined:

• An individual actively engaged in killing or attempting to kill 
people in a confined and populated area



Deaths Per Year



Deaths Per Year



Deaths Per Year



Deaths Per Year



Mass Killing: Three or more killings in a single incident as defined by the Investigative 

Assistance for Violent Crimes Act of 2012

Active Shooter: An individual actively engaged in killing or attempting to kill people in a 
confined and populated area, as defined by the FBI

Mass killings account for less than two-tenths of One Percent of all homicides 
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 Mass Killing 

“National Council for Behavioral Health (NCBH), “Mass Violence in America: Causes, Impacts and Solutions,” National Council Medical Director Institute 
(MDI) report, August 2019, accessed September 30, 2020, 

https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.thenationalcouncil.org%2Fwp-content%2Fuploads%2F2019%2F08%2FMass-Violence-in-America_8-6-19.pdf%25E2%2580%259D&data=05%7C01%7Cburidge%40med.umich.edu%7C504f2dcbfea34af1b35a08db4721cc6a%7C1f41d613d3a14ead918d2a25b10de330%7C0%7C0%7C638181982698479535%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=fYIDHGAIs5a1p2HVjvE%2Bw0lMn4dQDA%2FGVNlRC5ROiEU%3D&reserved=0


44

Active Shooter Incidents
2000-2019
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Active Shooter Incidents
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Threat Assessment LAW ENFORCEMENT

EMPLOYEE ASSISTANCE/
SOCIAL WORK

ORGANIZATIONAL
SECURITY

HUMAN RESOURCES

LEGAL

MENTAL HEALTH

RISK

RISK MANAGEMENT

Threat Assessment Team

Threat Assessment and Management Strategies: Identifying Howlers and Hunters, Second Edition 
by Weston and Calhoun, 2016
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Threat Assessment and Management Strategies: Identifying Howlers and Hunters, Second Edition by Weston and Calhoun, 2016

Hunters: Grievance, Ideation, Research, Preparations, Breach, Attack

Howlers: Grievance, Ideation, inappropriate communication

Best Practices: Pathway to Intended Violence
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United Healthcare Pathway to Intended Violence



Media:

• Lone Wolf, Active Shooter project power

• Extensive Media Coverage cement legacies

 Media Contagion Effect 

Social Media:

• Quickly spreads false information

• Potential to trigger a crisis

Port Arthur massacre mass shooting April 28, 1996 ( 35 Dead and 18 Wounded )

He is a terrorist. He is a criminal. He is an extremist. But he will, when I speak, be 
nameless

                                 Stop the Killing: How to end the Mass Shooting crisis, by Katherine Schweit, 2021 
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http://www.youtube.com/watch?v=JwV6jOE9FjQ&t=12
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Pre-Incident Indicators (PINS)
Inflexibility
Crusades
Weapons
Paranoia
Criticism
Identification
Focus on other employees
Grievance
Unreasonable expectations
Police encounters
Co-worker fear
Blame

   The Gift of Fear; and other survival signals that protect us from violence: Gavin De Becker, 1997 



Patients, Flowers and Books  
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S.A.V.E. 
Situational Awareness for Violent Events

Creating Capable Guardians  
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Threat Suppression Incorporated; Dr. Mike Clumpner. www.threatsuppression.com
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https://docs.google.com/file/d/1PwoADwj5yFBrthzInWdfCiw75dlx2Idy/preview


logy 
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Technology 



 Concentric Rings of Security Concept

Preparedness (6)

Engagement and Investigations Unit (5)

External Perimeter (4)

Detection Systems (3)

Enhanced Screening (2) 

Alarms (1)



Crime Prevention through Environmental Design

On Stage vs. Off stage 

57



 

58

 Allina Health 2-9-21



67 year old Paul Ulrich

Detonated three pipe bombs, shot five people

Dissatisfaction with treatment

Had made threats of mass shooting and had restraining order

“ wanted it big and sensational, so that it makes an impact”
59

  Allina Health 2-9-21
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 Allina Health 2-9-21

https://docs.google.com/file/d/1JAgrZVi8UODLfUG7XbyEKSARNdpq2lId/preview
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 Cameras with analytics 
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 Cameras with analytics 

https://docs.google.com/file/d/1bDQUqWuZ562xbbRX7oplsvY76Ecepu_d/preview


3% of hospitals experience shootings

59% outside

41% inside ( ED mainly)

23% security weapon

31% LEO weapon (S1 generally in 
custody) 

 Weapons Detection  
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 Weapons Detection  
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K9s in Health Care

A 2014 study by the International Healthcare Security Safety 
Foundation found the risk of violence was lower in hospitals with K-9 
units, compared to those without.

A study by the  National Center for Biotechnology Information showed 
canines have effectively reduced crime and violence by 75% to 80% in 
Midwest and East Coast hospitals. 
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Two New K9’s 
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A Day in the Life

http://www.youtube.com/watch?v=teX4mQU-qbI
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 Safety Mindset



logy 
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Reducing the risk and anxiety of our patients, staff and visitors through 
Trust, Training and Technology 



logy 
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https://docs.google.com/file/d/1c6di8fQupDZs1Us1muqdZAAGYeHvV9ai/preview


Brian Uridge

buridge@med.umich.edu

(269) 985-3196 Cell

https://www.linkedin.com/in/brian-uridge-mpa-cpp-chpa-ctm-9aa4bb25/
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Contact Information

mailto:buridge@med.umich.edu
https://www.linkedin.com/in/brian-uridge-mpa-cpp-chpa-ctm-9aa4bb25/
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